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CHAPTER 1

Preface

In this chapter:

Typographical Conventions

[T | = T3 TP

Typographical Comntions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

Special Bold

Italics

Monospace

ltems you must select,
such as menu options,
command buttons, or
items in a list.

Titles of chapters,
sections, and
subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command
line placeholder, which is
to be replaced with a real
name or value.

The names of
commands, files,
directories, and domain
names.

Go to the Systemtab.

Read the Basic
Administratiorchapter.

The system supports the
so called wildcard
character search.

The license file is located
in the
http://docs/common/
licenses directory.
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#Is 1 alffiles
total 14470

Preformatted On-screen computer

output in your command-
line sessions; source
code in XML, C++, or
other programming
languages.
Preformatted
Bold

What you type # cd /root/rpms/php

contrasted with on-screen
computer output.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for CTRL+P, ALT+F4
which the user must
press and hold down one
key and then press
another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the
guided title, chapter and section titles, and the fragment of text in which you have found
an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 2

About This Guide

Parallels H-Sphere Reseller guide aims at resellers of hosting services and explains
how to configure and administer Parallels H-Sphere control panel.



CHAPTER 3

Introduction

Parallels H-Sphere is a comprehensive hosting automation system that allows you to
provide a heterogeneous operating system environment to your customers across
multiple servers. It can manage hosting servers located in various data centers.

Parallels H-Sphere can have a multiple server layout, called a cluster. The main server
in the cluster is the actual Parallels H-Sphere Control Panel, a web application with
graphical interface, which centralizes all hosting management tasks, controls all hosting
servers and services, manages users, domains, events, and processes. Through
Parallels H-Sphere web interface, you can configure and manage these and other
subsystems, other servers, user accounts and domains, etc. All system data, such as
billing, domain, and other info, is stored in the Postgres system database. The Control
panel consists of many subsystems, the major of them described below.

In this chapter:
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Step 1. Access Your Reseller ACCOUNt .......coviiiiiiiiiiiicci e 15
Step 2. Create @ DNS ZONE.......coi it 16
Step 3. Create an Instant Alias Template ............ccoooiiiiiiiiiiiiiiee 16
Step 4. Add SEIVEL AlIBSES.....uuuiii it 17
Step 5. Change Temporary CP Alias to Your Own Reseller CP URL ................ 17
Step 6. Configure Mail Notification AddreSSES.........uvviiiieeiiiieiiiiieee e 18
Step 7. Set up Payment SEttNgS........couviiiiiii i 18
Step 8. Create PIANS ... 19
Step 9. Create BilliNng PeriOdS...........uuuuuuiiiiiiiiiiiiiiiiiieeeee 20
Step 10. Configure SUPPOIt CENLET .....covviiiiei e 20

Step 11. LoOK @Nd FEEI ......oovvieii e 21



Getting Started

This document explains what you need to do in order to set up your hosting system with
minimum required configuration. We presume that your reseller account has been created.

Follow the given instructions step by step to configure your Reseller CP.

Step 1. Access Your Reseller Account

Parallels H-Sphere offers simplified reseller concept which means more convenient way to
work with both the Reseller User account (hereinafter referred to as Reseller Billing) and the
Reseller Master Admin account which is now created automatically once reseller account is
created. Each of the above accounts has its own CP design.

The new approach allows resellers to switch between accounts easily without having to log
out/into accounts as if they worked with one CP. Both Reseller Admin and Reseller Billing
interfaces are provided with respective links (menu items) to switch between reseller billing
account and reseller admin account CP&. They will open in one and the same window.

To switch to Reseller BillingCP: To switch to Reseller AdmigP:
Misc Misc
Select a New SKin Select a New SKin
Change Language Change Language
Home Home
Reseller User Section Reseller Admin Section
Logout Logout

Second way to access Reseller Admin CP is to log into your Reseller Admin CP from
Reseller Billing interface. In this case, however, Reseller Admin CP will open in the new
window.

Admin Section

Enter Admin section EM,I



There® also a third way to access Reseller Admin Section: via Reseller CP URL which can
contain either Reseller CP alias or registered domain name. Enter URL into the address bar
and when the login page is loaded, enter Reseller User (billing account) login and password.
Parallels H-Sphere will send you to the Reseller Admin CP. However, we don@ recommend
doing so for privacy/security reasons. Reseller can have several Admin accounts but only
one Reseller Master Admin Account. According to that, switching between the Reseller Billing
and Reseller Admin is possible only via Reseller Master Admin. Minor Admin accounts cand
find and log into the Master Admin Account, therefore switching panels is security safe.

Step 2. Create a DNS Zone

Now that you have entered the admin account, you need to setup your DNS:

1 Go to DNS Manager E. Manager Add DNS Zone

2 Enter all necessary information on the page that appears, where:
A Namethe name of your domain without the fiswwo part.
A Admin email: your e-mail address with 6.6instead of @5

A Allow third level domain hostingheck this box to let your customers register domains
like customerdomain.yourdomain.com.

A Master serveand slave 11eave as is.
3 Click Submit

Step 3. Create an Instant Alias Template

The instant alias template is required to generate instant aliases. They provide immediate
access to your customersosites while DNS servers get updated.

To create an Instant Alias Template in your admin account control panel:
Select DNS Managen the E. Managemenu.

Choose DNS zone and click the Editicon under the Actionfield.

At the top of the page that shows, click the Add instant aliaink.

In the form that appears, enter fuoor any other letter for prefix and leave
the shared IP tag value as it is. Click Submit

5 You will now need to go to your domain registrar and create the name
servers that are associated with your domain name. Use the IP numbers
that were assigned to the name servers.

A WON P



Step 4. Add Server Aliases

If you, as a reseller, don& need your own DNS servers, skip this step.

Server alias is your own name for the parent host. Once you set up the server alias, it will
appear everywhere in place of the real server name. In other words, the parent host will
become totally transparent to the end customers, and you will look to them as a totally
independent hosting provider.

To add server aliases:
Select Server Aliaset the E. Managemenu.

2 Set your server aliases for each host in the Reselle® DNS server aliassgction
and click Submit These server aliases must be registered with your domain
name registrar. Note: Name servers and the corresponding IP& for each of
them will show in Reselle® DNS server aliassgction.

3 Set your server aliases for each host in the Other resell& server aliases
section and click Submit These server aliases must be registered with any
registrar. Note: until your name servers are registered by an accredited
registrar, they will never be recognized by servers across the Internet and
none of your reseller domains will work. It usually takes about 2 to 4 days
before these name servers become active across the Internet.

Step 5. Change Temporary CP Alias to Your
Own Reseller CP URL

Once the system configuration is completed, the reseller CP can be accessed by the instant
reseller CP domain alias.

U Tochange this temporary CP alias to your own Rreseller CP URL:

1 Switch to Reseller User panel
2 Go to Info- > Admin Settingsind change Reseller CP URL

Change Base Reseller CP URL

Reseller CP URL I:L‘tplﬂ _:j !rlEl_rES.example_net + :|B080O

Change i Reset to default
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A Set the protocol: http for regular or https for SSL secured
A Enter the new domain name with cp at the beginning. (e.g.: cp.example.com).

A Leave the the port number as is - it must be the same as that of the parent hosting
company.

Click Change
As a result, the URL of the control panel will be similar to http://cp.example.com:8080

Step 6. Configure Mail Notification Addresses

i
1
2

To subscribe your staff to receive copies of usaikenotifications:
Go to the Settingsmenu - > Notifications > Notification Recipnts
On the page that appears add subscribers to mailing lists you choose.

Step 7. Set up Payment Settings

On this step you can configure Parallels H-Sphere to process credit cards, accept check
payments and perform online web payments for the services you provide.

(631
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To configure credit card processing through Merchant Gateway Manager:

Go to the Settingsmenu ->Payment Settings> CC Brandsind add necessary CC
brands.

Go to the Settingsmenu ->Payment Settings> Merchant Gatewand add
necessary merchant gateway from the drop down menu and click Add

In the Set Activedrop down box, select this merchant gateway. You can have
only one active merchant gateway at a time.

In the Payment Typdrop down box, select the CC brand you would like to
process with this merchant gateway.

Click the Activatebutton.

To configure Web Payment Processor, like PayPal or 2CheckOut:
Go to the Settingsmenu ->Payment Settings> Merchant Gateway
Select the payment system from the drop-down menu and click Edit

Enter your account settings. Once you enter correct settings, the web
payment system will appear in the list as Active

To configure Processing Check Payments:
Go to the Settingsmenu ->Payment Settings> Merchant Gateway
Enable Accept Checks



Step 8. Create Plans

Creag Hosting Plans

Now that your control panel is configured, you can create hosting plans.

1
2
3

Go to Plans-> Createand click Selectnext to the plan to start the wizard.
Enter the name of the plan at the top of the page.

Select the resources (features) you would like to include in the plan. Make
sure to leave Service Domainnchecked.

In the last section of the wizard, make sure to enter Credit limite.g. 10 and
click Nextto proceed.

Enter prices and free units for each type of resource and click the Create
button at the bottom of the page.

Go to Plans-> Manageand turn this plan ON for signups.

Now your control panel is ready for signing up users. Please read all documentation
before using Parallels H-Sphere as a production system.

Create a System Plan amd@unt For Your Corporate
Domain

This step is required to host your corporate promotion site with your hosting system.

1
2

Go to Plans-> Createmenu and select a Unix or Windows plan wizard

On Step 1, set the plan name to Systemand include resources you want to
use with your site.

Make sure to check Service domaiand in the Settingssection set Billing Typeo
Without billing

Submit and complete the wizard.

Go to Plans-> Manageand click Accessfor the System plan and make sure
only Adminis checked.

Go to Signupmenu and create Systemaccount using the Signup Wizard

Note: Your system account is treated as an ordinary end customer account. Youd be
charged for all resources used in this account.




Step 9. Create Billing Periods

Each plan can have several billing periods with different price discounts for each. You cand
delete billing periods, but you can change their duration. For instance, if you create a billing
period for 1 year and you find out you dond need it, you can change it to 3 months.

w N -

To creat a billing period for a plan:
Go to Plans-> Manageand click Settingsin the Advancedsection.
Scroll down to the Payment Intervaisnd click Add

Specify the duration of the billing period. For instance, to make it 3 months
long, select MONTH and enter 3 in the Sizebox.

Optionally, enter discounts. For instance, if you want to cancel any setup
fee for this billing period, enter 100 in the Setup Discourtield.

Click Submit This will add the billing period to the list.

Step 10. Configure Support Center

Support Center is the web-based means of providing customer support.

To configure your Support Center:
Go to Plans-> Createmenu and choose Administrator Plan Wizard

Enter TechSupport Admias the name of the plan, check to include
TroubleTicket Admiand Allow assignment of trouble tickatisd submit.

Go to Plans-> Manageand turn this plan ON for signups.

Go to Signupmenu, click to sign up for Tech Support Admand create Tech
Support Admin account using the signup wizard.

Go to Settings- > Tech Sipportand configure your Support Center. It is
required to collect customersée-mails and convert them into trouble tickets.



Step 11. Look and Feel

Go to Settings-> Look and Feehenu and enter information to all necessary sections. These
settings will affect all your customersocontrol panels.

A Corporate Logos : enter Banner HTML Codier the banner to show up in your users CPs
and the location and sizes of the logos. Click the help [ ? ] icon for details.

A Company Info: enter the company info that will show in customer e-mail notifications and
the address will be used by customers to send checks.

A Default language: choose CP interface language. It can be overridden by individual
customers.

A Regional options: enter preferred currency symbol.The language and the regional settings
will affect all your customersocontrol panels.

A Default CP design: set designs to be available by users and the default design for Users
CPs.



CHAPTER 4

DNS and Hosting

This chapter discusses the configuration steps required for your DNS.

In this chapter:

[N AT F= T = o 1T 23
AdAING DNS ZONES.....coiiiiiiii i e e e e e e e et e e 23
Instant Alias TEMPIALES .......cooviiiiiiiiiiiiiee e 25
[N IS =T o o] o LSRR 28
HOSEING YOUr COrPOrate SIte......uuuuiiiiieeeiiieiiiiie e e e e e e e e eaanees 32
Adding Domains for Third Level HOStING .........cccoovviiiiiiiiiiiiiiieeeeeeeee 33

Providing Mail Under Service Domain for Third-Level HOStiNg.................uuvveenes 34
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DNS Manager

DNS Manager in the Admin panel is used to create and manage:
A service DNS zones - to host your corporate site and provide third level domain
hosting.

A instant alias templates - to provide immediate access to usersdnewly registered
domains until their domain& DNS hasn& been propagated.

A DNS records - to manage servers external to Parallels H-Sphere with Parallels H-
Sphere DNS.

It& not intended to work with your user domainsédns.

Adding DNS Zones

You must have at least one DNS zone in your system. Before you start adding a DNS
zone, make sure to have added the DNS servers with Service IPs.
U To add a DNS zone:

1 Select DNS Managen the E.Managemenu:
E. Manager | Reports | Lot

Servers

Update

Background lobs

3rd Party Tools
Packages

| DNS Manager

Shared 55L Manager
Start Account Mowve
Started Move Processes
VPS MNetwork Gateways
Other

Shell Request Manager

2 Click the Add DNS Zonknk:

DH3 Manager
Mame Admin e-mail Allow hosting | Action
demo24E. psoft webmaster.demo24 2 psoft v ]

Add DS Zone
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3 Enter zone name and zone administrator e-mail and choose whether
to allow third level domain hosting in this zone:

Hew DHS zone

Mame ftest.ciema psoft

Admin e-mailivse &of () festead oF conmmercial at @) Iadmin.test.demu.psnft +

Allow third domain level hosting [+

Master server | nis.demo242 psaft x|

Slave 1 server | re2.demo242 psoft v
Submit I

A Namethe name of the DNS zone you are going to create. If this domain name is
not yet registered, dond forget to register it with a domain registration company.

A Admin emait the e-mail address of this DNS zone administrator.

A Allow third level domain hostiralow the creation of lower level domains in this
DNS zone.

A Master/slave servaavailable only for service DNS zones - allows you to choose
and appoint a master and a slave server. The information is backed up every

hour.
4 After you submit the form, the new zone appears in the DNS Manager
table:
DHS Manager
Hame Admin e-mail Allow hosting Action
demoZ4 2 psoft webmaster.demo24 2 psoft T |

cest.demo. psoft admin.test.demo.psof (@ < 1

Sdd DS Zone
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5 Click the EDIT icon to go to the DNS zone management page. Here
you can add instant alias templates, custom DNS records and
Reseller CP alias to your DNS zone:

Instant aliases for DHS zone test.demo.psoft

Shared IP

Example Action
tag p

Prefix

&dd instant alias
Reseller Control Panel Aliases for DHS zone test.demo.psoft
&dd reseller cp alias
Custom DHS records for DHS zone test.demo.psoft

Hame TTL Type Data Action

ix| record Go |

Instant Alias Templates

Instant Alias Templatase used to generate Instant Aliasesemporary addresses
providing immediate access to usersédomains from the Internet. They are usually
helpful when the DNS servers worldwide are being refreshed and the site is temporarily
unavailable at the regular domain name.

Creating an instant alias template will automatically add one or more A-DNS records to
your service zone. These records resolve all your logical servers.

In this section:

Adding Instant Alias TEMPIALES ............coovviiiiiiiiiiii 26
Editing Instant AliasS TEMPIALES .........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiieiieeeee b eeeeeeeeeaee 27
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Adding Instant Alias Templates

To add instant alias:
Select DNS Managen the E.Managemenu.

2 Click the EDIT icon to go to the DNS zone management page. The
following page appears:

Instant aliases for DHS zone test.demo.psoft

Prefix Shatre'legd P Example Action

&dd instant alias
Reseller Control Panel Aliases for DHS zone test.demo.psoft
&dd reseller cp alias
Custom DHS records for DHS zone test.demo.psoft
Hame TTL

Type Data Action

iw| record Go |
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3 To add an instant alias template, click the Add instant aliaink. This will
open the following form to fill out:

Hew instant alias

Prefix [ +

Shared IP tag 2 =

Submit I

A Prefix instant alias prefix that will appear on the left to the domain part in user®
instant domain alias. Different prefixes should be set if you use different shared
IP tags. Other than that, it is recommended to use one and the same prefix (e.g.
u for all instant alias templates).

A Shared IP tag digital fimarkothat helps separate sites within one plan on one
logical server. All sites located on the same logical host under the same plan are
usually assigned to the same shared IP. This feature allows to give a different
shared IP to a group of sites of, say, explicit nature. This may become
necessary as many corporate firewalls filter sites based on their IP, not the
domain name.

Normally, you are expected to have devoted one IP address for each shared IP
tag. To use a shared IP tag, you need to have it defined for every logical host.

Numbers 10 to 99 are acceptable. The default value of 2 is assigned when the
field is submitted being empty.

4 Click Submit You will be taken back to the list of instant aliases with
the new instant alias template added to the list.

Instant aliases for DNS zone test.demo.psoft

Shared IP
tag

] 2 UMMM testdemo. psoft LI |

Prefix Example Action

Add instant alias

Editing Instant Alias Templates

Once an Instant Alias is created, the system adds all necessary A DNS records to this
DNS zone.

To view these DNS records, cilck the Editbutton near the necessary Instant Aliases:

Created DNS records
Hame TTL Data Controls

*uZ3testdemo.psoft ga400 192 168.116.242 |

*UZ¥ testdemo psoft gr400 192 168.116.246 |
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The upper part of the table lists the existing DNS A records in the selected DNS zone.
To delete DNS records, click the Trashicon.

The lower part of the table appears only when the DNS zone does not contain A
records for some logical servers. It lists these logical servers with their IP&.

To add a logical server to the DNS zone, click the Addbutton. You can add all these
servers to the DNS zone by clicking the Add recordgo all listed logical servelisk at the
bottom of the table.

To delete Instant Alias Template, click the Trashicon next to the corresponding alias.

DNS Records

Custom DNS records are required to manage non-HSphere servers with Parallels H-
Sphere DNS zone or to configure new logical servers that are added manually.

Depending on the service, you can add:

A A records
A MX records
A CNAME records

To add new custom DNS records:

In your admin control panel go to the E.Managemenu -> DNS Manager
The following page shows:

DHS Manager
Hame Admin e-mail Allow hosting Action
demoZ4 . psoft webmaster.demo24 2 psoft |

cfest.demo. psoft admintest.demo.psof (@ <

Add DRSS Zane
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2 Click the Editicon near the chosen DNS zone. A page similar to this
will appeatr:

Instant aliases for DHS zone test.demo.psoft

Shared IP

Prefix
tag

Example Action

&dd instant alias
Reseller Control Panel Aliases for DHS zone test.demo.psoft
&dd reseller cp alias
Custom DHS records for DHS zone test.demo.psoft

Hame TTL Type Data Action

iw| record Go |

3 At the bottom of the page that shows, select a DNS record from the
drop-down list and click the Gobutton.

4 On the form that shows enter all necessary data and click Submitto
save.

You can add one of the following types of DNS records:

A A recordsgo map domain names and web server IP&.

A MX recordso map domain names and their mail server IP&.
5 CNAME record® map aliases with domain names.

In this section:

Adding CUSIOM A TECOTAS ....vviiiei i e e e e e e e e e rraa s 29
AddiNg CUSTOM MX TECONUS ... 30
Adding custom CNAME F€COTUS. .....oioieeeieeee e 31

Adding custom A records

The Address record (A record) gives you the IP address of a domain. That way, users

that try to go to www.example.com will get to the right IP address.

To add a new DNS A record, you need to provide a set of parameters:

Mew custom A& DHS record

$0RIGINM test.demo psoft
MHame TTL Class Type Data

facimin +  [pe400 IN & f111.225544 +

Submit I
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A Namethe string appended to the domain name to create a FQDN mapped to the
IP. For example, if your domain name is besthosting.com, entering cp will make
the fully qualified domain name cp.besthosting.com.

A TTL(a Time To Live): seconds to elapse before the record is refreshed in the
provider®& DNS cache.

A Datathe IP address that fully qualified domain name will be mapped to. You can
get this IP address with any ping utility.

Adding custom MX records

A host name can have one or more Mail Exchange (MX) records. These records point
to hosts that accept mail messages on behalf of the host. Adding MX records is similar
to adding A records:

$0RIGIM test.dema psoft
MName Claas Type Data

admin + M B i |1III + h’najl.test.demu.psu:uft +

Sukrnit I
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A Nameyour local domain name. If you leave the Namefield blank, all mail will be
redirected for the base zone.

A Data the priority of the record and mail domain name (not the I1P) mail will be
forwarded to.
Note: The priority of the custom MX record defines whether your external
servers will act as secondary or primary. For instance, if you set the priority of
the custom MX record higher than 10 (e.g. 11), your external mail server will be
used as secondary. If you set the priority of the custom MX record lower than 10
(e.g. 9), your external mail server will be used as primary. In the latter case, your
mail will be sent to your external mail server until it goes down or becomes
otherwise inaccessible. Then the default mail server will take over.

WARNING: Please pay attention to $ORIGIN when you add an MX record.

Adding custom CNAME records

The Canonical Name (CNAME) record allows a machine or host to be referenced by
more than one name. A CNAME can be used to define an alias host name. You can
also use aliases when a host changes its hame.

If you have selected CNAME record, the following page appears:

Mew custom CHAME DHS record

$0RIGIM test.dema psoft
Mame TTL Class Type Drata

piame +  [EE400 N CHAME fdmin test demo psoft +

Subrnit I

In the case of CNAME records, the values have the same format as in the A record with
the exception of the Datafield. In the Datafield you have to enter the name of the server
to which you are creating the alias record.

WARNING: Please pay attention to $ORIGIN when you add a CNAME record.

The DNS records you create appear on the zone management page:

Custom DMS records for DMS zone test.demo psoft

MHame TTL Class Type Data Action
admin test.demo psoft | 6400 IM & 111.2255.44 ||'
name test.demo psoft 88400 IM  CMAME  admin.test.demo psoft ||'
admin.test.demo psoft I M 10 mail test demo psoft ||'

Adl e I &, x| record  Ga

You cand edit DNS records. To remove unnecessary records, click the Trashicon
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Hosting Your Corporate Site

This document explains how to host your corporate (promotional) web-site at the
service domain (the domain you are offering for third level hosing). For example, if you
are offering third level domains at example.com, such as thirdlevel.example.com or
userdomain.example.com, you need to have your corporate site available at
www.example.com .

U To set up your corporate site:

Step 1. Make sure you have a service DNS zone

1 Select DNS Managen the E.Managemenu.
2 If the DNS zone is not in the list, click Add DNS Zone

3 On the page that appears, enter the service domain name and other
values and click Submit

Step 2. Create a service plan

You may already have a service plan in your system. It can also be called &ystem
pland If you dond, do the following:

1 Select Createin the Plansmenu:

Plans | Info | Admin User

Create

Manage

Group

Globals

Simplified Plan Wizards
Extra Packages

2 Click the Selecticon for Unix plan wizard
Flan creation wizards

, , 0
Unix plan sizard 2
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On the fist step of the Unix Plan Creation Wizas#t the plan name to
Systemor Service

Check the Includeboxes next to the resources you would like to use
with your site.

Make sure to check Service domain

Scroll down to the the Settingssection and set Billing Typego Without
billing.

Click the Nextbutton to go to Step 2.
Complete the wizard.

Step 3. Disallow signups from outside your admin
account.

After you have created the system plan, you need to make sure that it is not used by
your customers:

1

a b~ W0DN

Select Managean the Plansmenu.

Click Access for the system plan.

Make sure only Adminis checked.

Select Managean the Plansmenu.

Enable the System plamy clicking the ON/OFmbutton.

Step 4. Create a service account

Now you can create an account for your service domain:

1

2
3
4

Select the Signupmenu.
Click Selectnext to the recently created Systemplan.
Select service plan signup wizard.

Create service account using the wizard. When prompted the type of
the domain, select Service domain

NOTE: Your service account is treated as an ordinary end customer account. Youdl be
charged for all resources used in this account.

Adding Domains for Third Level Hosting
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Third level domains are created based on second level domains and have same
features as second level domains. Customers can use your service domain to create
third level domains of their own. For instance, if your second level domain is
example.com , your customers can create domains like

illustrative.example.com

Third level domains are registered on your DNS server and need no domain
registration company to be registered.

To add a domain for third level hosting, you need to create a DNS zone (on page 23)
and allow third level hosting in the zone settings.

Third level domain registration will be available for your users only if you allow it in the
plans.

Providing Mail Under Service Domain for
ThirdLevel Hosting

In Parallels H-Sphere it is possible to allow third-level domain hosters to create e-mail
resources under their service domains. l.e., users that host third-level domains
user.domain.com  under service DNS zone domain.com , will be able to create
mailboxes like anything@domain.com  from their user CP.

U To allow thirdevel hosters to eate mailboxes under a service domain:

1 Choose Managédn the Plansmenu and check the Third level domain (Mail
Under Host Domainption for a plan:

Third level domain. (Mail Under Host Domain) [« Include

2 Choose DNS Managen the Settingsmenu and click the Officon to enable
the Allow creating emails under Service Zopon for a particular service
domain:

DNS Manager

Name Admin e-mail Allo_w Al o creating amais Action
hosting under Service Zone
test4.psoft  test.test.com &)

Then, if you search by domain name in the Searchmenu, affected third-level domains
will have the domain type Third level domain (Mail Under Host Domain)



CHAPTER 5

Control Panel Web Interface

This chapter provides you information on Control Panel web interface settings.

In this chapter:

REQIONAl SEHINGS ..evviiiiii e e e e e et e e e e e e aaaee 35
T gF= T [T =T o o I oo o 1< 30U 38
INterface LanQUAGE ........coovviiiiiiiiiiiiiiieeeeeeeee ettt 41
Y L ESE= Lo [ o] (o] TR 42
INEEITACE TEXES .oiiiiiiiiiiiiieiee ettt 44

Regional Settings

This document explains how to change the default currency settings and date
representation. The defaults are set when you change the default language. Custom
settings are kept until you switch to another default language.

U To set custom regional settings:

1 Select Regional Options Look and Fealnder the Settingsmenu.

2 On the page that appears, enter preferred locale settings:

Locale settings

Money Time and dates

Currency symbol |$ fSDP:;gtdate Ih-'1.-’d.-’5-'5-I

Medium
International currency spmbal I Us Dollar | date IMMM d, wiwy

forrnat
Decimal Monetary Separator I_ + lf‘D':'rpn%tdatE IMMMM o, yyyy
[Grauping separator I’_ + FDL:!_lnda‘?tE IEEEE, RARARARA d, yyyy
Currency pattern * IH#,##D.DD;(H#,##D.DDII *
Appearance samples $1.234.567.89  [$123.456.78)

* Comments regarding currency pattern:

A e fhens oharacters fo soecify (el plscamest Feal grotneimtecmal senarafans s crararmoy sumate sl fne
fakeers froms cutefons falds

& iz a digit with zeroz shown as absent; e.g $.440.08 =123.2

iz a digit with zeroz shown; e $.480.00=123.20

. iz a character that formats decimal numbers; e.g; $100.11

. Iz a arouping separator, a character that zeparates groups of digitz, usually thouzands, e.g: 1,000

; zeparates pozitive and negative subpatterns

- iz a minuz =ign, e.g.; -3 8000 = -1,234.50

H iz a currency sign, replaced by currency symbal. If doubled, replaced by international currency symbal,
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A Currency symbalsed in your country that you want to show in prices, invoices

etc.

A Corresponding International currency symhbwhich is an international string

denoting the local currency.

A Decimal Monetary Separa@character used to format decimal numbers.

A Grouping Separatoa grouping character used to separate thousands, e.g:
100,000,000.
Note: It& commonly used for thousands, but in some countries it separates ten-
thousands.

A Currency patterthat shows how your monetary amount will look like. Refer to
Comments regarding currency patfermdetails. For example, the European

currency
negati ve

pattern wil |l -#l obok# #a0s. 0fOo | (Iionwss: 0 nte dAc
Ssubpatterns are put intoerbrackets

example for pattern: #,##0.##: for 3456.00 -> 3,456 although #,0#0.00: for

3,456.00 -> 3,456.00.

A Appearance Sampldgsplays monetary amounts the way they will show in the
system after you change the pattern.

A Short, medium, long and full date formats represent dates in your control panel.
This feature is not yet implemented, though reserved for future versions.

Regional optionpage has also information about Day and Time Patterns

Date and Time Patterns
Date and tinme formats are specified by date and time pattern stings. Within date and time pattern stringz, unguoted letters
from '&' to 2" and from 'a' to '2' are interpreted az pattern letters representing the components of a date or time string, Test

can be quoted wzing single quates ['] to avoid interpretation.

reprezentz a zingle quote. All other characters are not

interpreted; they're simply copied into the autput stinig duning farmatting ar matched against the input string during parsing.
The following pattern letters are defined [all other characters from ‘A" to ' and from 'a’ to 'z are reserved):

Letter

BFKTIWFH'HD_DEEE"CEI

[ R

ra

Date or Time Component

Era designator

Year

kanth in year

wheek in year

Wwheek in manth

Cray in year

Day in manth

Dray of week in month
Dray in week

Armfprn marker

Hour in day [0-23]
Hour in day [1-24]
Howr in amfprn [0-171]
Hour in amifprn [1-12]
binute: in hour
Second in rninute
Millizecond

Tirme zone

Time zone

Presentation Examples
Text AD

Year 1356; 36
danth July; Jul; OF
Murnber 27

Murnber 2

Murnber 187
Mumber 10

Murnber 2

Teut Tuesday; Tue
Text Fid

Murnber 1]

Murnber 24

Murmnber 1]

Murnber 12

Mumber an

Murnber 55

Murnber 973

General time 2one Pacific Standard Time; PST: GMT-08:00
RFC 822 time zone -0800
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Pattern letters are usually repeated, as their number determines the exact
Presentation

A Text For formatting, if the number of pattern letters is 4 or more, the full form is
used. Otherwise a short or abbreviated form is used if available. For parsing,
both forms are accepted, independent of the number of pattern letters.

A Number For formatting, the number of pattern letters is the minimum number of
digits, and shorter numbers are zero-padded to this amount. For parsing, the
number of pattern letters is ignored unless it® needed to separate two adjacent
fields.

A Year:For formatting, if the number of pattern letters is 2, the year is truncated to
2 digits; otherwise it is interpreted as a number.

A Month:If the number of pattern letters is 3 or more, the month is interpreted as
text; otherwise, it is interpreted as a number.

A General time zon&ime zones are interpreted as text if they have names.
A RFC 822 time zorfeor formatting, the RFC 822 4-digit time zone format is used.

Click Submitand take a look at the values in the Appearance sampldsx
to see how your changes will affect monetary amounts throughout the
control panel.
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Images and Icons

Here you will learn how to change logo images and icons and control images in your
control panel. These settings will affect control panels of your end users.

Logo Images

Logo images are the images that reflect your corporate identity. To go to the logo
images page, select Corporate Logm Look And Feeinder the Settingsmenu.

Corporate Logo

Control Fanel Agent |D:untru:u| Fanel
Shaow Copyright @
Banner HTHML Code
fiomain comimagesiogo oy Width | ! Heightl
|

Logo Image URL I
* recommended width - 135 pikels, height - B0 pivels.

nain comimagesssignup g idth | ! Height I
|

Signup Image JRL I
* recommended width - 200 pikels, height - 200 pixels.

Login Image URL Jomain comimagesdogin oy width | Heightl
Iif pou feave fhe bovers emply, he cosfem wilf use Haphere defauffs

Fieset I Tane I
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Where:

A Control Panel Agenenter the name you want to see as page title of the Control
Panel interface instead of H-SPHERE.
This feature can be unavailable if you modify login.html, top.html or other service
templates.

A Show Copyrightoggle the button to show/hide the copyright notice in the top left
corner of the window above the logo both in admin and user control panels.

A Banner HTML Cadenter the HTML code for the banner you want to show up both in
admin and your users control panels.

E.g.:.<a href=  Ohttp://www.destination_company.com/cgi - bin/blah -
blah.cgi 0 target= oOblah - bhlah 0> <img
src= ohttp://www.domain.com/imag es//banner.gif 0 width=468

height=60></a>
Tip: it might be just an image, for example, your logo.

A Logo Image UREnter the URL address of the image to show up in the top left
corner of the window.
E.qg.: http://www.domain.com/images/logo.gif

A Signup Image URenter the URL address of the image to show up in the left top
corner of the windows for plan signup forms.
E.g.: http://www.domain.com/images/s ignup.gif

A Login Image UREnter the URL address of the image to show up on the logging
page on the right.
E.g.: http://www.domain.com/images/login.gif

Important: Your own custom images added to the Parallels H-Sphere interface can be
lost with the new release update even if you put them into the

/hsphere/local/home/cpanel/shiva/shiva - templates/IMAGES/  directory.
We recommend you to back up your custom images before each Parallels H-Sphere
upgrade.

lcans And Control Images

Icons are the images that take you to certain sections of Parallels H-Sphere interface.
They can be found on the home page of the No Menuskin and on the Quick Accespage
of the Left Menuskin.

Control Images are the images that you click to perform certain actions, for example
Add Edit Delete

U To change default icons and control images:
1 Select Design Settingsn the Look and Feehenu.

2 Ask your parent host to send you the default control panel images.
Create AIMAGESOdirectory and put the received images into it. Place
the directory with the images to a custom location.Replace the images
you want to change. New images must have the same sizes as the
defaults.

3 Replace the images you want to change. New images must have the
same sizes as the defaults.
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4

5

Go to Look and Feeb Design Settingand click Changeat the bottom of
page.

In the Base Image Directofield, enter the path to the IMAGES directory:
Image Base Changing
Baze image directory or URL .
Change it carefullyl I MI
This must be either a fully qualified URL of your host, for example
http://cp.mydomain.com:8080/BASE_IMAGE_DIRECTORY/ or a directory
path relative to the CP Web Server Document Root
(/hsphere/local/lhome/cpanel/shi va/shiva -templates/ ) if your parent

host put your images there.

The path must not include the IMAGES directory. For instance, if your images sit in
http://iwww.example.com/hsphere/IMAGES/ , enter the path
http://www.example.com/hsphere/ . Image directory path configuration is
explained in the Skin and Icon Set Customization document in Customization
Guide.

If you made a mistake and your images do not show, just clear the Base Image Directory
field, and click Submit The original path will be restored.
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Interface Language

You can set both default system language and admin interface language.

Setting Default System Language

Default language is the language of newly created accounts, including navigation
menu, form and control labels, context help, and system messages. However, every
user can override the default language with one of those available in the user control
panel.

Currently Parallels H-Sphere comes with the following languages: English, Russian,
Italian, French, Spanish, Dutch, German and Portuguese. You can also add new
languages by installing language packages from
http://download.hsphere.parallels.com/downloads/index.html#languages, compiling
new language bundles, or bulding new language packages. See Customization Guide
for the info.

Default language affects the default regional settings. You can set custom currency or
currency pattern, but mind that they will be lost once you change to another language.

To change the default language:
Go to Default Language Look and Fealnder the Settingsmenu.
Select language from the drop-down box.

Click Submitto save changes.
Proceed to Regional Settings (on page 35) configuration.

A WODN P C

Setting Admin Interface Language

Unlike the language described above, which by default is set in all resellersdand usersé
cp, the language configured from Admin Usemenu relates only to your admin control
panel, including reseller and user accounts which you access from it.

To change admin interface language:
Go to Languagen the Admin Usemenu.

Select language from the drop-down box.
3 Click Submitto save changes.

N - C

Important: Now, when you visit accounts of your resellers and end users from your cp
browser, they will appear for you in the language you just set. However, original
language chosen by owners of these accounts will remain unchanged.
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Skins and Colors

This document explains how to configure default design settings such as skins and
color schemes for admin and usersdcontrol panels. Changing Look& Feel in your admin
control panel will affect all end users in your Parallels H-Sphere system.

To change the Look& Feéthe control panel:

Select Design Settingrom Look and Feainder the Settingsmenu.

2 On the page that appears select the default skin from the Choose Design
box.

3 Click the Modifybutton.
4 On the page that appears, change the design settings:

The XPressia Lite Design Settings
Users can choose this design @

Menw uzers will get this design as o)
defallt

Choose Another Diesign IKF‘ressiaLite | Modify |

A Users can choose this desidinis option determines whether this design becomes
available to your end users.
If none of the designs is enabled, Parallels H-Sphere sets Left Menu design as
default.

A New uses will get this design as defa@habling this option will change default
design for your end-users and switch it off for all other designs;

A Choose another desigselect another design to modify.

Note:XPressia Lite is specially designed to be used if your browser works slowly
with XPressia.

5 Change control panel color and image set in the Color Scheme Setting
section.

Color Scheme Setting
Color Scheme: |><Fressia Lite j Apply |

Image Set: I #Pressia Lite w| et I
Default Icon Set for User | #Prassia Lite j Set |
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Important: You can change the color scheme, image set and icon set for Left
Menu skin, whereas for Text Based and No Menu skins only Icon Set can be
changed.

A Color Schemeselect a color scheme and click Apply.

A Image Setselect another image set and click Set Image Set standards cand be
customized.

A Default Icon Set for Usselect the icon set that will be default for your end users
and click Set

Create your own custom color scheme by changing default color
schemes.

Custom Color Settings

Custom Color Settings
i o feave e botes siply, He sisfem Wil dse Browser Qeiaut colors

Text Color I#W B  Header Text Color I#‘W |
Background Color W O  Header Background Color IW O
benu Text Colar I#«W B Hint Text Caolor I#«W |
kenu Background Color 1 IW O Hint Background Colar IW O
Fenu Background Calar 2 IJW O Logo Background Colar IW O
henu Background Color 3 IJW O  Table Light Strip W O
kenu Background Calor 4 W O  Table Dark Strip W O
Error Text Calar IW B Border Color W O
Impartant Text Color IW B Link Color I#W |
Selected Button Color M B Report Color IM O

Frewview Window I Feset I Tane I

A Click Preview Windoto see how your settings will effect usersécontrol panel.
A Click Resetto return to default color scheme.

A Click Saveto save your custom color scheme settings. It will appear in the Color
Schemeadrop-down box.
If you dond save Custom Color Settingsd return to one of the four standard, all
your custom configuration will be lost.
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Interface Texts

Here you will learn how to edit interface texts including:

A LoGIN TEXTghe texts that show on the Parallels H-Sphere login page
A SIGNUP TEXT$he texts that show in the signup wizard
A MscELLNEOUS TEXTShecks info, customer support info, and other texts

To edit interface texts, select Look and Feealnder the Settingsmenu.

Login Texts

You can change the following texts displayed on the Parallels H-Sphere login page:

A Welcome messagthe message on the top of the page. You can enter it in text or
HTML format.

A Welcome texthe text under the welcome message also can be entered in text or
HTML format.

A Welcome Servicedescribe the services provided by Parallels H-Sphere or enter any
other welcome text.

To change interface login texts, enter your own text into the input box and click Save

Signup Texts

Texts that appear on every page of the signup wizard and describe Parallels H-Sphere
features and benefits. The title of the input box shows as the title of the signup text on
the signup pages. If you leave the boxes empty, the system will use the default
Parallels H-Sphere signup texts.

To change signup texts, enter your own text into the input box and click Save

Miscellaneous Texts

A Customer Suppt infoshows in the tooltip area when an action fails to execute with
an error message written to the log and e-mailed to the support e-mail address.
Also, this text shows in some customer email notifications after the sentence fif you
have any questions, please contact us at:0

A Checks Infds very important for check users and if not entered, your check users
wond be able to pay for the resources.
It appears:
- in signup wizard (fSend your checks to9,
- in check invoice notifications,
- in check approaching resources limit notifications, etc.

A Privacy Statemeis reserved for future implementation.
A Sales Infshows on the signup pages.
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To change these texts, enter your own text into the input box and click Save



CHAPTER 6

E-Mail Notifications

Parallels H-Sphere provides E-Mail Notifications feature. Please see this chapter for
details.

In this chapter:

Setting E-Mail Notification RECIDIENTS .......uueiiiiiiiiiiicee e 47
Editing E-Mail NOtIfICAtIONS .........uviiiiiiiiiiiiiiiiiiiiii e 48
Configuring User Notification RUIES ..............uuuiiiiiiiiiiiiiiiiiiiiiiaees 53
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Setting EMail Notification Recipients

Parallels H-Sphere allows you to configure e-mail addresses where copies (the BCC:
field) of e-mail natifications - such as, welcome messages to customers upon their
signup, billing letters, confirmations of domain registration - will be sent to. Also, you
can add e-mail addresses to receive copies of trouble tickets and system notifications
about critical errors, etc. Mostly, this option is provided to enable various departments
of your company to track and resolve specific issues.

To subscribe-enail addresses to receive notification copies:

Go to the Settingsmenu - > Notificdions - > Notification Recipients
2 On the page that appears add subscribers to mailing lists you choose.

Mall Settings

Action

Misc

Custom Demain Registration

Managing Debtors

Welcome Messages

Tax Exemptions

Domain Registration

Managing Trials

Trouble Ticket System

Accounting

Suspend/Resume

Recipients

Support <support@ mycompany.com> [
#] [Remove All]

#] [Remove All]

Sales <sales@mycompany.com> [
#] [Remove All]

Sales <sales@mycompany.com> [
#] [Remove All]

Sales <sales@mycompany.com> [
#] [Remove All]

#| [Remove All]

Support <support@ mycompany.com> [
#] [Remove All]

»

Admins <admins@ example.com=> |

#] [Remove All]

Sales <sales@mycompany.com> [
#] [Remove All]

1

Support <support@ example.com> 7
#] [Remove All]

System e-mail messages are grouped according to their specific tasks. These
messages are configured in the Settings-> Notifications> E-Mail Notificationsenu.
Please refer to Editing E-Mail Notifications for details.
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Editing EMail Notifications

Master admin and resellers can edit e-mail notifications directly from Parallels H-
Sphere control panel.

In previous versions, system emails were stored ONLY in system e-mail templates and
could be edited only by master admin. Now system emails are stored in the Parallels H-
Sphere database and can be modified in the admin CP for each of interface languages
provided in Parallels H-Sphere.

i
1

To customize system emails in CP:

In the admin interface, choose E-Mail Notificationsinder the Settings
menu:

Settings

Look And Feel

Notifications E-Mail Notifications
Payment Settings Motification Recipients
Blacklist User Warnings

You will see the list of system e-mail notifications sent from the address entered as
your company information. These notifications are grouped by categories:
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E-Mail Hotifications

Misc Mofification Recipients
Lost Passwaord Message =
Cwerimit Motification =
Shell Access Motificaton =
Virtual Private Server Initialization Notification =
Custom Domain Registration Motification Recipients
Async. Manager Canceled Transactions ==
Async. Manager Processed Transactions =
User Information Changed MMessage =)
Custom Domain Registration Reguest Message =
Custom Renew Domain Registration kMessage =)
Managing Debtors Maotification Recipients
Deletion Warning =
Account Deletion =
Suspension Warning =
Account Suspension =
Outstanding Balance Motification =

2 You can enable or disable sending copies (the BCC: field) of
particular notifications to e-mail addresses in e-mail notification
groups in the Settings>Notification Recipientsenu. Sending copies is by
default enabled for all notifications within a group.

Checkboxes in the CCcolumn to the left of the notification name indicate if sending
BCCs is enabled or disabled. You cannot enable or disable sending BCCs directly
in the list of notifications. To do this, you should open a notification for edition and
check/uncheck this option at the bottom of the page that appears:

Send CC [

Save

After that, the CC indicator will be changed in the list:

[ Lost Password Message
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3 To edit a custom email message, click on the notification name in the
list or on the Configure icon to the right of the notification name. You
will see the page containing two parts:

1) Previewmessage preview as generated from the message template code:

Welcome Letter

Preview Message

Subject:
New Account: PLAN.DESCRIPTION

Body':
Dear FirstName LastName,

Thank you for choosing Positive Software for your Web hosting needs. We look forward to working
with you to make sure you get the most of your account, and we wish you success with your online
venture.

We have received and processed your payment of $0.00.
This payment covers your setup and domain registration fees, and your first 3
ACCOUNT.PLAN.VALUES. PERIOD_TYPE_ACCOUNT.PERIODIDs.

NOTE: Variable message fields such as user® first and last name or user login are
replaced in Preview by the Parallels H-Sphere intuitively understandable fpseudo
textsa FirstName, LastName, USER.LOGIN, and the like.
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2) Edit Formcontains the subject title and the dynamically generated message
body:

Title

INew Account: ${plan.description}

f{toolbox.compose (lang.massmall .welcoms header, i)
account.ci.first_name, account.ci.last_name) }
<Compress>

<agsign u = account.getChild ("unixuser") >
<assign domain = u.getChild("domain")=
{assign cp_url = user.CP_URL>

<if domain>
<agsign opensrs=domain.getChild ("opensrs") >

</if=>
<assign
gize=account.plan.values ["_PERICD_SIZE "+account.pericdId]=>
<agsign billviewer = account.getChild("billviewer™):>
<if billviewer>
<list billviewer.list () as b><assign
hill=kbillviewer.view(b.1id)=>

<list bill.entries as entry><if entry.type=="5" ||
entry.type=="8"><assign palid=entry.amount></if></list>
</ligt>
</if=>

</compress>
${toolbox.compose (lang.massmall.welcome thanks,

gsettings.name) } [f]
d| I
Send the message as I Plain text |

The default message for all languages [+
Send CC |«

Save RﬁmﬂhmﬁmMEI

English Russian{Win-1251) Italian (Win-1252) French Spanish Dutch German Portuguese (Brazil)

Send the message agtting the message® content type, the format in which the
message would be sent (in plain text or in HTML format).

Default message for all laages:this allows to make a custom email message
default for those of the languages listed below that have this option ticked. If you
do not want this message to be default for any of the languages, uncheck this
option for that specific language.

Send CCcheck/uncheck this box to enable/disable sending copies (BCC:) of this
particular message to e-mail addresses specified for this notification group in the
Settings>Notification Recipientsenu. This box is checked by default.

On the bottom of the form there is the language panetith all interface languages
available in Parallels H-Sphere. Click to choose the language you wish to modify
the message for.

4 Click Saveto apply changes.

If you change the message code correctly, you will get the note that changes have
been successfully saved (in the Parallels H-Sphere database), and you may see
these changes in the Preview Message
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Otherwise, you will receive an error, and changes wona apply:

Failed to apply changes.
Unexpected instruction at line 18

Welcome Letter

Preview Message

Subject:
New Account: PLAN.DESCRIPTION

Body:
Dear FirstName LastName,

IMPORTANT:

1. System email messages are generated from Freemarker code. To correctly
customize the code, you should be familiar with Freemarker commands and with
Parallels H-Sphere advanced customization and resources.

2. There is no need to customize lang texts represented in the code as
${lang.text_name} and set in the bundle files in the
/hsphere/local/lhome/cpanel/shival//psoft/hsphere/lang/ default bundle
directory or in custom bundles directory. Instead, you could set the text directly for each
interface language here in the given form. For this, please make sure you uncheck the
The default message for all languag@swhen editing the message for each language.

3. Changes applied to the system emails through the given form are stored in the
system database and do not affect the .txt system email notification templates that are
located in the /hsphere/local/home/cpanel/shiva/shiva -
templates/common/mail . Moreover, you can restorethe hardcoded system
notification from the template by pressing the Restore Frorfiemplatdutton at the bottom
of the form.

We don@ recommend customizing the default templates!
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Configuring User Notification Rules

When customers approach their traffic, summary disk usage limit or disk quota, they
get respective e-mail warnings.

i

Tochoose how closely to the limit these warnings will be issued:
Select User Warnings the Settings-> Notificationsmenu.
Specify when users will be e-mailed. Choose if the accounts will be
suspended:

Approaching Limit Wamings

Traffic

I™ Disable traffic warning messages

Warn if tfraffic approaches limit by IEiEI— + %

[+ Suspend account if traffic limit is exceeded

Traffic limit suspend percentage IW + %

Disk guotas™
[ Disahle guota warning messages

Warn if disk guota is used by IEIE + %

® Affects web, mail, database and other disk gquotas

summary Disk Usage
I™ Disable disk usage warning messages
Warn if disk usage approaches limit by IED— + %
[+ Suspend account if disk usage is exceeded

Disk usage suspend percentage |1 20 + %

Submit |
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Online Invoices

When creating plans with plan wizards, you choose whether you want Parallels H-
Sphere to e-mail order confirmations to users right after they buy resources. If you
enable sending order confirmations, customers will receive them for every single bill
entry, e.g. overlimit traffic. Order confirmations are sent from the e-mail address
specified in the Look and Feel menu -> Company Info. If this feature is off, customers
will get no order confirmations, even at the end of the billing period.

To turn sending order confirmations on or off:
Start a plan edit wizard.
On the first step scroll down to the Settingssection.

Check the E-mail order confirmatiomox.
Complete the wizard.

A WON PP

After signup, users can change this option in their accounts.

U To turn sending order confirmations ON or OFF for all your customers regardless of
their current settings:
1 Select Otherin the E.Managemenu.

Click ON or OFF in the E-mail order confirmatiorsection:

N

E-mail order confirmations

Force sending order confirmations for all existing users ...
OM OFF



E-Mail Notifications 55

Forcing sending order confirmations on or off overrides current user settings. However
it doesnd prevent customers from switching this option back afterwards for their own
accounts.

oNo ChargeNotifications

You can configure the system to send clients automatic iNo Charges Made for Your
Accountonotifications at the end of each billing period or month. To choose the rule,
select Billing Settingsn the Settingsmenu:

Billing settings

Credit-limit based billing .
Anniversary based billing 3
"Mo charge" Notification Settings

Motify users of current balance at the end of every billing period '
Motify users of current balance at the end of every month 3
Don't send notification &

Submit Query |

For credit limit based billing, customers are notified if their balance does not exceed
credit limit. For anniversary based billing, they are notified if during given billing period
or month there were no billing operations (charges for purchases or exceeded monthly
resource limits).



CHAPTER 7

Control Panel Configuration

This chapter discusses the configuration steps required to set up and manage your
Parallels H-Sphere Control Panel.

In this chapter:

Company INfOrMatioN ..........ouuiiiiii e e 57
SUPPOITEA TLDG ...ttt nnnnes 58
Provider® SNar@ SSL ......cuuiiuiiiiii e e e e e e e e eaas 59
Shared SSL Certificates INStallation ...........o.uiiieiiiiiiii e 60
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Domain REQIStrar MAN@QET ........uuuuuuuieieiieiuiieiiiiieeieiineenseeinneneesneneeeeeeeeeeeeeeneeenene 66
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Company Information

The system holds your company®& name, mailing address and other details that are
used across the control panel, including the letters e-mailed to the user. 1t& especially
important for Enom and OpenSRS - incorrect or no info may decline domain
registration.

U To enter your company info:

1 Select Company Infin Look and Feelnder the Setthgs menu.

2 Enter your corporate details:

Company Info

Owner first name I_]u::hn +
Owner last name |5mith +
Company ISampIE Company +
Address 1 IF? Sylvan Dr +
Address 2 I

Address 3 |

City lAustin +
State ITE::as j
State (if other) | +
Country I United States |
Postal Code [11235 +
Phone E |+l.123455?8910 +

® For Morth America:

either NXX-NXX-XXXX/ YYYY
or +1.ZZZZZZZZFZ/YYYY

® For cther countries:
+CCC.ZZZZZFFZFIZZ/YYYY

Fax (optional) [
e-mail

Hostmaster Email
(user.domain.com)

Website

Examples:
BO0-234-5678 (USA)

+1.BO02245678 (USA alternative)

+44.2081234567 (UK)

| +

Iemail@e:n:ample_cnm +

Ihustmaster.example.cm +

Save |
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A Owne® first and last namenter your name.

A Company, Adress, City, State, Country and Postal&beleyour company& postal
address information.

A Phone Faxnumbers of your company.

A email:Parallels H-Sphere will use this address to send user notifications, mass
mails, etc.

A Hostmaster Hnail: your sysadmin e-mail address. Use a dot fidinstead of i@0oin
the e-mail address.

A Websiteenter your company website if any.
3 Click Saveto preserve changes.
Dond forget to configure Misc. Texts as well.

Supported TL®

This document outlines the Top Level Domains (TLD&) supported by domain registrars
in Parallels H-Sphere.

DomairRegistrar TLD

OpenSRS .com, .net, .org, .name, .info, .biz, .ca, .tv, .us, .co.uk, .de

Enom .com, .net, .org, .us, .info, .biz, .tv, .ws, .nu, .bz, .cc, .ca, .cn, .com.cn,
.net.cn, .org.cn, .br.com, .cn.com, .de.com, .eu.com, .hu.com, .no.com,
.qc.com, .ru.com, .sa.com, .se.com, .uk.com, .us.com, .uy.com, .za.com,
.de, .in, .jp, .uk.net, .se.net, .tw, .co.uk, .org.uk

OnlineNIC .com, .net, .org, .biz, .info, .us

RRPproxy .com, .net, .org, .info, .biz, .ws, .cc, .bz, .nu, .ag, .tv, .us, .fm, .name, .la,
.cn, .1k, .tc, .vg, .ms, .gs, .pl, .jp, .sg, .tw, .ac, .am, .be

Ascionic .co.hu, .co.pn, .com.my, .com.pa, .com.pe, .de, .dk, .hu, .in, .pn, .tm
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Provide&s Shared SSL

This document explains how to enable your parent host® shared SSL for use by your
end users.

1 Select Shared SISManagem the E.Managemenu:

DNS Manager
Server Aliases
Shared S5L Manager
CP 55L Manager
Other

That will list all your DNS zones that you can provide secure hosting on:
Shared SSL Manager

Shared
MName Admin e-mail SSL
support

DNS zones with S5L support inherited from main reseller's account

Your own service DNS zones
dormainl.com webmaster.domainl.com @

dormain2.com webmaster.domain2.com 57 |

2 Turn on Shared SSL suppdidr the secure DNS zone offered by your
parent host.
Now if your end users enable shared SSL on their third-level domains
registered on your main DNS zone, they will get additional access to
their domains through https protocol on your parent host dedicated
dns zone.
EG.
http://domain.your_dns_zone.com
after enabling shared SSL will be accessed at
https://domain.inherited_secured_dns_zone.com
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Shaed SSL Certificates Installation

Shared SSL certificates, also known as wildcard or server-wide certificates, are used to
service multiple third level domains.

Thawte determines a wildcard certificate as fa single certificate, with a wildcard
character in the domain name field. This allows the certificate to secure multiple hosts
within the same domain. For example, a certificate for é*.domain.com ¢ could be used
for www.domain.com, wwwl1.domain.com, www2.domain.com, in fact, any host in the
domain.com domain. When a client checks the host name in this certificate it uses a
shell expansion procedure to see if it matches.o

According to VeriSign, a shared SSL certificate fenables Internet Service Providers
(ISPs) to provide SSL (Secure Sockets Layer) encryption and business authentication
to Web business customers, but without the need to issue unique digital certificates to
each hosted customer. The service offers ISPs the convenience and streamlined
management of a single specially licensed SSL digital certificate to share among
multiple hosted web sitesa

Shared SSL certificates work only within one domain level. For example, if you get a
domain name for *.domain.com, it will work for www.domain.com and
subdomain.domain.com. But it won& work for www.subdomain.domain.com or
http://domain.com, and visitorsdbrowsers will show a warning message: iThe name on
the security certificate does not match the name of the sitea

Parallels H-Sphere Shared SSL is based on shared IPs and wildcard SSL certificates
and is bound to a particular service DNS zone. Since different servers use different
shared IPs, Shared SSL is associated with a certain shared IP tag, which identifies
these IPs on each server. When you install a wildcard certificate, it is set up on all web
servers. Just make sure that shared IPs on the web servers have the same shared IP
tag.

Wildcard certificates can be purchased, for instance, at Comodo Ca.

The cost of a shared SSL certificate usually depends on the number of subdomains
that it covers and varies depending on the certificate authority.

Important: when obtaining SSL certificate, make sure it is generated for Apache
regardless of whether you inted to install it on windows or unix box.

U Toinstall a shared SSL certificate:
1 Select Shared SSL Manager in the E.Manager menu:

DMNS Manager
Server Aliases
Shared 55L Manager
CP 55L Manager
Other
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That will list all your DNS zones that you can provide secure hosting on:

Shared SSL Manager
Shared

MName Admin e-mail SSL
support

DNS zones with S5L support inherited from main reseller's account
Your own service DNS zones

dormainl.com webmaster.domainl.com G |

dormain2.com webmaster.domain2.com 57 |

2 Turn on Shared SSL suppdidr your own DNS zone to install a shared
SSL certificate on your own DNS zone following the wizard (see
below). If you see your parent host& DNS zone, you may also enable

shared SSL on it for use by your end customers.

Shared SSL installation wizard

1 The window that appears on enabling Shared SSL support for your
own service DNS zone will give you two options:
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Mew SSL Support

Generate a temporary 551 certificate and certificate request

Shared IP Tag |2 =|

S5L Server Private Key

SSL Certificate

Submit |
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A Generate a temporary wildcard certificate by clicking the link at the top of the
window;

A Enter your existent wildcard certificate by entering it in the form. When you click
the Submitbutton, the certificate will be installed.

If you have created a temporary wildcard certificate, you can request a permanent
wildcard certificate in the future from a trusted certificate authority. To install the
SSL certificate, click the Editicon next to the domain name and enter the certificate
key and certificate file. Then click the Uploadbutton.

Edit S5L

Dommin twriters.psoft

name

Shared IP
2

Tag
List of web-servers with certificate pair:
web techwriters.psoft
web . twriters.psoft
pasqltwriters. psoft
Certificate File:

Install

Certificate

based on

previously

generated

Certificate

request

Upload |

Sometimes, you may have to use a Certificate Authority File provided with the
Certificate by your Certificate Authority (e.g. Comodo Ca, Geotrust, Equifax, etc.).
To use the Certificate Authority File, you have to add a line to the apache config of
each virtual host that uses shared SSL. Parallels H-Sphere can do this for you:
enter the file in the Certifiate Authority Fileext box and click the Uploadbutton.
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List of web-servers with certificate pair:
web.techwriters.psoft

web. twriters.psoft

pasqliwriters.psoft

Certificate
Authority
File
{either
PECS#T or
X509
bundie)

Upload |

Note: If you are using more than one shared IP, each of them must have a unique
shared IP tag. You cand create more than one certificate on one shared IP tag.

2 Go to Plan Edit Wizard and enable Shared SSLBy doing this, you will
also automatically enable Third Level Domain Aliashird Level DNS Zgne
Domain Alias A DNS Record

3 If you have added a new web server and want it to be serviced with
the shared SSL certificate, click the Editicon next to the domain name
and enter the certificate key and certificate file in the Install completely
new certificate key and file pagxes. Then click the Uploadbutton. This will
update the shared SSL certificate installation on all servers, including
the newly installed one.

Besides, you can create dgeseller dedicateddDNS zone domain, secure it with your
shared SSL and allow resellers to secure their end user third-level domains (registered
on this domain) with your own shared SSL.

Credit Card Brands

U To add support for a credit card brand (vendor) that is not provided with Parallels H
Sphere:

1 Find a credit card processing center that automatically processes
payments with this credit card brand.

2 Go to your admin control panel and select CC Brandsn the Settings
>Payment Settingmenu.

3 On the page that opens, enter the full name and the short name of the
custom credit card brand:



Control Panel Configuration

65

Credit card brands

Name

WISA
MasterCard
American Express
Discover
Diners Club
Carte Blanche
1CB

enRoute

Solo

Switch
Electran
Eurocard

Mova

Add credit card brand

Namel

Short name Controls
VISA

MiC

A

DISC
DIMERS
BLAMCHE
JCB
EMROUTE
S0LO
SWITCH
ELECTROM
ELROCARD
MOWA

Short name 1 Add



66 Control Panel Configuration

Now you can associate your credit card with this merchant gateway in the merchant
gateway manager.

Domain Registrar Manager

Parallels H-Sphere comes with Domain Registrar Manager. It supports automatic
domain registration services with multiple domain registration providers. In order for you
to provide domain registration services, your hosting provider needs to set up a
connection with a supported domain registration provider. You cand create your own
connections. This document provides step-by-step instructions on how to set default
prices for the domain registration services you will offer.

IMPORTANT:

1. Before you start, make sure to have your company info carefully entered, as it will
be used as Billing and Tech info for registered domains. With your company info
incorrect or incomplete, end users may start encountering problems with domain
registration. Company Info is set on the Look&Feet> Company Infpage.

2. TLDs with asynchronous registration, such as .co.uk or .org.uk, .de, etc. can be
handled by admin only by OpenSRS.

3. TLDs that are not registered with supported registrars, such as .pt, or .jp should be
handled by admin with Email Domain Registrar (See Administrator Guide for details).
4. Parallels H-Sphere supports .US, .CA, .INFO, and .BIZ domains. Supported domain
registration providers require that registrant phone and fax numbers be entered in a
special format. Users registering .US and .CA domains are also asked for additional
information.

Phone/fax format depending on the country of residence:

- North America: NXX-NXX-XXXX/YYYY;

- Other countries: +CCC.ZZZ272ZZZ7ZZIYYYY.
Here:

N is a digit from 2 to 9,

X any digit,

YYYY optional extension,

CCC country code,

27777277777 phonel/fax number inside the country.

Administrators/resellers should also change the format of phone and fax numbers in
their Company Infpages.

You can set different domain registration prices in different plans. However, you first
need to set default domain registration prices to be applied every time a plan-specific
price hasnd been specified.

1 Log into your admin CP.

2 Select Domain Registran the Settingsmenu.

3 Click Define Terms/Pricder the top level domain youd like to configure.
4 Set the default prices for various periods:
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Define Terms/Prices for New OpenSRS Registrar, TLD is com

Please specify prices (0 is allowed) for all available registration periods

Duration in years 1 2 3 4 5 B

Price 15 g 4o | | | [

Submit Query | Reset |

These are actual prices for the billing periods, they are not prorated to one year.
This means, you need to enter fiL5 30 45 60 75 90 105 120 135 1504 not fiL5 15 15
151515151515 15a

Repeat steps 3-4 for each TLD.

Now that you have entered default prices, set domain registration
prices for individual plans (on page 171).

Warningif you dond set default or plan-specific prices, end users wond
be able to register domains from their control panels.
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Merchant Gateways

This chapter provides information on how to configure Merchant Gateways in Parallels
H-Sphere.

In this chapter:
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2] o T @do] 01110 [V = L1 To] o U USUPPPPPPN 78
Cardia Services CONfIgUIAtION ............uuuuuuuuiiiiiiiiiiiiiii b enneeeaee 79
ECHO CONFIQUIALION......eutiiiiiiiiiiiiiiiiiiiieieeiiiiebe bbb eeneenennennes 80
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eWay ConfiQUIatioN...........oouuiiiii e e e e 83
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PSiGate (XML API) CONfIQUIALiON .........uuuuuueiiiiiiiiiiiiieiiieiiiiiiieineeeneneeenneenneeennenee 105
SecurePay COoNfIUIATION. ..........uuuuiiiiiiiiiii b eeeeeeene 107
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SecurePay.com.au Configuration ............ccceeiiiiiiiiiiiiiiee e 110
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Merchant Gateway Manager

Merchant Gateway Manager is a configurable Parallels H-Sphere add-on that allows
you to set up and alter merchant gateways, the media for conducting transactions with
online credit card processing centers. The software tracks gateway usage and provides
statistical information on the number of transactions and total charges for every
particular gateway.

Merchant Gateway Manager allows you to setup different merchant gateway accounts
for different types of credit cards (like VISA, MasterCard, Discover, American Express).
In this way you can maximize your profits by processing every type of credit card with
the gateway that offers the lowest rate for this type of card.

Before configuring a merchant gateway, register an account with a supported merchant
gateway.

Resellers can& use admin merchant gateway settings. They should register their own
accounts with chosen Merchant Gateways.

IMPORTANT!

New merchant gateways are integrated to Parallels H-Sphere by means of packages.
You can:

- download merchant gateway packages compiled by Positive Software

- build your own packages using Merchant Gateway SDK.

In this section:

Setting Up Merchant GatEWay .............cuuuuiieiiieeeeiieiiieee et e e aaaaa s 70
Editing Merchant Gateway SettingS............uuuuuuuuuummiiniiiiiiiiiiiieiiiieeiieeiieeeeees 70
Associating Merchant Gateways with Credit Card Vendors.............ccccceeeeeeenne.. 71
Editing Description for User Credit Card Statements.............cccoovvviiiieiieeeeeiennnn, 71
Handling CC Charge Request Failures...............uuuuuuuiiiiiiiiiiiiiiiiiiiiiiniiiiiiiiinnennnns 72

ONE SEEP GAEWAYS ... eeeeieeeiiiiiei e e ettt e et e e e et e e b e e e e e e e nene s 73
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Setting Up Merchant Gateway

Once you have registered an account with a credit card processing center, you can set
up a merchant gateway to your Parallels H-Sphere configuration:

1 Go Settings-> Payment Settings> Merchant Gateway
2 The following page will appeatr:

Merchant configuration

Add new gatewsay | Dummy Gateway | ﬂl

Active %154 bMoneris 10.0/0.0 1/0 Deactvate

SetActive |Securepay.c0m.au x| FPaymenttype | WIS A x| Activate |
Edit Gateway | honeris | _Edit |

Edit Description Edit the description that will appear on vour client's credit card statements. IF you leave the Degcription Only

box unchecked. the statement will alzo contain customer's plan name & account [0

| [T Description Only  Submit Guery |

3 If you need to test Parallels H-Sphere billing without making real
charges, select Dummy Gatewayn the Add new gatewdyox and use it in
the subsequent configuration steps. To configure real gateways, see
the box Configuring Specific Gateways the right for links to instructions.

Editing Merchant Gateway Settings

U To edit the configuration of the merchant gateway:

In the Edit Gatewapox choose necessary merchant gateway from the
drop-down box.

2 Click the Editbutton. On the form that appears you can make
necessary changes.

3 Click the Submit Querputton to save changes.
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Associating Merchant Gateways with Credit Card
Vendors

Now that you have configured one or more merchant gateways, you need to associate
them with credit card vendors. You can have different credit card brands processed
with different processing centers. For example, you can configure Parallels H-Sphere to
process VISA and MASTERCARD with AuthorizeNet, and AMERICAN EXPRESS -
with CyberCash.

To set the associations:

In the Set Activeield, choose the credit card brand and the processing
center it will be charged through.

2 Click the Activatebutton to create the association. Now your Merchant
Gateway Manager form should look similar to this:
Merchant configuration

Add new gateway | Dummy Gateway x| Add |
WISA bMoneris 10.0/0.0 1/0 Deactivate

Active MC AuthorizeNet (SIM protocol] 0.0/0.0 00 Deactivate

SetActive | toneris x| Paymenttype £ VIS4 fw|  Activate

Edit Gateway | Moreris | ﬂl Masterc ard

Edit Description Edit the dezcription that will appear on your clent's credit o SEEQS:P Express the Description Only

bow unchecked, the statement will alzo contain custamer's) =
[T Description Onl Diners Club
I H ¥ _ Cane Blanche

JCE

Maximum allowed failed

charge atternpts for credit | Submit | ggﬁoﬂme

cards Switch

Fetry intersal after failed : Electron
' I Submit

aftemptto pracess CC(min) M ELS:J:&M

Make sure to create associations for each credit card brand you would like to support.
Users wond be able to pay with the credit cards that haven& been associated with any
processing center.

Editing Description for User Credit Card Statements

Use this feature to let your customers know from their credit card statements what
charges are related to hosting with Parallels H-Sphere.

1 Select Merchant Gatewagy the Settingsmenu.

2 Enter the description text in the Edit Descriptionext box.
3 Click Sulmit Query
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Handling CC Charge Request Failures

Parallels H-Sphere handles rejected credit card transactions by setting the maximum

failed charge attempts and the retry interval. If a processing center rejects a CC charge

request, Parallels H-Sphere will:

1 debit the account;

2 notify the administrator by e-mail (end user isna notified);

3 send this CC request again in the defined period of time;

4 disable any other paid operations with this CC until this period
elapses.

With the first successful credit card transaction, the charge failure counter is reset.

U To configure this behavior:
1 Select Merchant Gatewag the Settingsmenu.
2 Fill out the last two fields on the Merchant Gateway Manager page:

Maximurm allowed failed

charge atternpts for credit |3 Submit |

cards
Retry interval after failed _ :
atternpt to process CC (min) IE- _ Subrit_|

A Maximum llowed failed charge attempts for credit camstrict the number of CC
charge request failures.
- Retry interval after failed attempt to process CC gmairthie period (in minutes) to
elapse before the system resends the charge request. Until then, the system will
disable any transactions with this CC.

If charge failures reach the maximum number allowed, Parallels H-Sphere will mark
such credit card as nonchargeable until you reset the charge failure counter:

1 Select CC processing erroia the Reportsmenu;

2 Retrieve the needed account;

3 In the Controlscolumn of the Search Resultpage, click the Reseticon for
this account.
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One Step Gateways

To offer completely automated credit card processing, a merchant gateway must
support the following 4 types of transactions:

A AUTHORIZE specifies that a transaction authorizes the credit card.

A CHARGE specifies that a transaction charges amount without prior authorization.
A CAPTURE specifies that a transaction is completed.

A VOID specifies that a transaction cancels an amount.

Most credit card charges involve only the CHARGE transaction. An exception is domain
registration, which involves two steps:

1. Lock required amount on the credit card (AUTHORIZE) before domain registration
2.a. If domain registration succeeds, debit the locked amount to the credit card
(CAPTURE)

2.b. If domain registration fails, unlock the amount and cancel the initiated transaction
(VOID)

Some merchant gateways dona support CAPTURE or VOID transactions, requiring that
they be performed manually through a web interface. In case of domain registration,
you will receive email notifications requesting to complete or cancel a transaction every
time a user registers a domain name.

AssureBuy Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select AssureBuyin the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:
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AssureBuy

Title |#ssureBuy

Server |gateway.assurebuy.cnn
Port pas3

Path fics_gateway. exe

User ID |

Passward |

Currency | U5, Dallar =

AW E checking level |N|:|ne (accept the transaction no matter what the AYS response) =|

I Test Mode
slbimit Cluery | Reset
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Title give a name to this AssureBuy connection
Serverthe name of the AssureBuy server

Port the port of the AssureBuy server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

User IDyour AssureBuy User ID
AssureBuy Passwarthe password which comes with User ID
Currencythe currency in which your end users will be charged

> > > >

AVS AVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Banks do not decline transactions based on the AVS check. The AVS
response is returned as two single tab-delimited characters: YY, NN, YN, NY (Y-
dnatches§ N for @oes not matchd. This information is just an advice. However,
the Parallels H-Sphere system will either allow or decline the transaction
depending on the selected AVS status. AVS is available only for US
cardholders.

Important: To provide non US cardholders CC processing, disable AVS check-
up in the merchant gateway configuration.

A Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

4 Click Submit Query

CVV (Card Verification Value). To enable fraud protection using CVV, enable and
configure CVV support in your AssureBuy account. More on CVV credit card
verification.

Authorize.Net (Sim Protocol)
Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

In order to configure Authorize.Net, download and install the latest Authorize.Net.hsp
package: http://download.hsphere.parallels.com/downloads/index.html#web payment.
(on page 119)



http://download.hsphere.parallels.com/downloads/index.html#web_payment
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Setting Up Authorize.Net

U Once you have registered an Authorize.Net business account, enable Authorize.Net in
your control panel:

1 Select Merchant Gateways the Setings-> Payment Settingmenu.

2 On the Merchant Configuratigpage, choose Authorize.Nefrom the drop-
down menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the Authorize.Nefiorm:

Authorize.Net

Payment Server Address ISEcure.authurize.net
Payment Server Port I443

URL path Ilgatewa'_-,rftramact.dtt
Login [smf2pP4Ls

MD5 Hash Value frossa

Transaction KE‘Y I****************

[+ Activate

SubmitQuer'_.,rl Reset
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A

Payment Server Addreske name of the server you will be redirected to for
payment operations

Payment Server Pait the Authorize.Net server
URL patho the server side handler file which can be a script or a binary file.

Login API login ID for the payment gateway account obtained from the Merchant
Interface.

MD5 Hash Valuthis security feature enables merchants to verify that the results
of a transaction received by their server were actually sent from the Payment
Gateway. This value should be configured in the Authorize.Net interface by the
users with the appropriate permissions will be able to access this setting. To set
the MD5 Hash Value in the Merchant Interface:

1. Select Settings from the Main Menu in the Merchant Interface

2. In the Security section click on MD5 Hash and enter the MD5 Hash Value

3. Confirm the MD5 Hash Value entered and click Submit to save changes

Transaction Kegbtained from the Merchant Interface by users with the
appropriate permissions will be able to access this setting To obtain the
transaction key from the Merchant Interface;

1. Select Settings from the Main Menu in the Merchant Interface

2. In the Security section click on API Login ID and Transaction Key

3. Type in the answer to the secret question configured on setup and click
Submit

Check Activateto enable Authorize.Net for new signups and existing accounts.

5 Click Submit QueryAuthorize.Net now must show as active.
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Bibit

Configuration

Preparation

No p

reparation is needed before configuration.

Configuration

1 Select Bibitin the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:

> > > >

> > >

A

Bibit

Title |Bibit

Server |secure.l:|il:|it.r:|:|m

Fath Fjsp;'rn erchantxml/paym:
Part |443

Merchant Code I

Login |
Passward I"“H*"**
currency | U.S. Dollar |
Submit Query I Reset I
Title give a name to this Bibit connection
Server the name of the Bibit server
Port the port of the Bibit server
Path the path to the server side handler file. This can be a script or a binary file

that is launched with an http request.

Login your Bibit login

Passwordthe password which comes with login/username
Mertant Codeyour Bibit account ID

Currencythe currency in which your end users will be charged

4 Click Submit Query
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Cardia Services Configuration

Preparation

To configure Cardia Services, download and install Cardia Services .hsp package from
http://download.hsphere.parallels.com/downloads/index.html#merchant _gateways (for
Java 1.4 and up).

This package can be installed on Parallels H-Sphere 2.4.x and higher as suggested in
Installing Parallels H-Sphere packages in Customization Guide..

Configuration

1 Select Cardia Services the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:

Cardia Services

Title ICardia Sernvices
Merchant Token |

Store |

Currency |EUR

Submit Query I Reset |

Title: give a name to this Cardia Services connection

Merchant Tokeryour Cardia Services account ID

LD > >

Store Your Cardia Services unique ID, sometimes also referred to as Config File
A Currencythe currency in which your end users will be charged
4 Click SubmitQuery


http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways
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ECHO Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select Echoin the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:

Echo

Title IEcI'u:u

Login |

FIN |

E-mail |

Submit Query I Reset I

A Title: give a name to this Echo connection
Login your Echo login

v I

A Pin once you register an account with Echo, you are given this to verify charge
requests

A E-mait the email address you provided on signing up with Echo
4 Click Submit Query
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ePDQ Configuration

Preparation
Make sure that the CcxClientApi.jar file is present in the
/hsphere/local/home/cpanel/java_rt/ directory.

If it® not there:

1 Contact ePDQ and obtain the CcxClientApi.jar file.
2 Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

/etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
/etc/rc.d/init.d/httpdcp start

For FreeBSD:

1 /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

Configuration

1 Select ePDQn the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:
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ePDQ

> > > B>y > >y > D> D

Title |EF‘DQ

Server |secure2.epdq.cc'.uk

Fort |12mm

IP Address |

Login |

Client ID |

Passwaord I

currency | 5. Dallar |

Enable FraudShield IFALSE _v]
Test Mode I FALSE _vj

Submit Query I Reset I

Title give a name to this ePDQ connection

Sener. the name of the ePDQ server

Port the port of the ePDQ server

IP Addressyour external control panel IP address

Login your ePDQ login

Passwordthe password which comes with login/username
Client IDthe unique client ID code you get from ePDQ
Currery: the currency in which your end users will be charged

Test Mode

- FALSE: credit card transactions will be completed and credit cards will be
charged,;

- TRUE: authorization requests will be sent for verification without settlement
requests and credit cards wond be charged.

* In Test Mode, all transactions appear to be processed as real transactions.
The gateway accepts the transactions, but does not pass them on to the
financial institutions. Accordingly, all transactions will be approved by the
gateway when Test Mode is turned on.

4 Click Submit Query
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eWay Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select eWayin the Add New Gatewdnox.

2 Click the Addbutton.
3 Fill out the form that appears:

eWay

Title

eWay Customer ID
Server

Part

Path

Matification Email for VOID transactions

IEWa'_,r

|r5545=3=39

IWWW.EWEI}".CDI'I'I.EILI

|443

Pg ateway/=mlpayment.as

|s|:|fr_’-E_iJ something.net

Submit Query I Reset I

Title give a name to this eWay connection

eWay Customer:IBour unique eWAY customer ID assigned to you when you join

eWAY, e.g.: 11438715
Serverthe name of the eWay server
Port the port of the eWay server

Pat: the path to the server side handler file. This can be a script or a binary file that

is launched with an http request.

Notification Email for VOID and CAPTURE Transaetidag doesnd support VOID and

CAPTURE transactions. Instead, Parallels H-Sphere sends a notification to this

address that the transaction needs to be canceled or completed manually through

eWay web interface.
4 Click Submit Query



84 Merchant Gateways

HSBC Configuration

Preparation

In order to configure HSBC merchant gateway, download and install HSBC .hsp
package
(http://download.hsphere.parallels.com/downloads/index.html#merchant gateways).

This package can be installed on Parallels H-Sphere as suggested in our instruction on
Installing Parallels H-Sphere packages in Customization Guide.

Configuration

1 Select HSBGn the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:

HSBC

Title |HSBC

Server Iwww.r.ecur&epaymentg._a

Port |443

Client ID |

U=er Mame I

Password I “““““

Currency I U.s. Dollar j
|_ Test Mode

Submit Query | Reset |
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Title give a name to this HSBC connection

Server the name of the HSBC server

Port the port of the HSBC server

Client IDthe unique client ID code you get from HSBC
Usernameenter the name given to you by HSBC provider
Passwordthe password which comes with login/username
Currencythe currency in which your end users will be charged

> > > >y > > D> D

Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

4 Click Submit Query

Innovative Gateway Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select InnovativeGatewan the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:

Innovativelateway

Title IInnu:uvative Gateway
Semver Itransa;:tinns.innnvativega‘
Port ja43

Fath p‘servlet.fcnm.gateway.aaj..é
Login Iadmin

Paszword [

Test Mode I FALSE j

Subrnit Query I Hesetl
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Title give a name to this InnovativeGateway connection
Serverthe name of the InnovativeGateway server

Port the port of the InnovativeGateway server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

p

Login your InnovativeGateway login

>

Passwordthe password which comes with login/username

A Test Mode
- FALSE: credit card transactions will be completed and credit cards will be
charged;
- TRUE: authorization requests will be sent for verification without settlement
requests and credit cards wond be charged.
* In Test Mode, all transactions appear to be processed as real transactions.
The gateway accepts the transactions, but does not pass them on to the
financial institutions. Accordingly, all transactions will be approved by the
gateway when Test Mode is turned on.

4 Click Submit Query

CVV (Card Verification Value). To enable fraud protection using CVV, enable and
configure CVV support in your InnovativeGateway account. More on CVV credit
card verification.

LinkPoint (API v3.01) Configuration

LinkPoint deprecated support for its old API. It may cause problems with signup and
billing. To update API to v3.01, users should convert the certificate from PEM to P12
format (see below)

Preparation
Make sure that the JLinkPointTxn.jar file is present in the
/hsphere/local/lhome/cpanel/java_rt/ directory.

If it& not there:

1 Contact LinkPoint (API) and obtain the JLinkPointTxn.jar file.
2 Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

letc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
fetc/rc.d/init.d/httpdcp start

For FreeBSD:
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1 /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

When your linkpoint account is created you receive linkpoint welcome email which
contains username, password and the certificate in the PEM format. You need to
convert this certificate from PEM to P12 format. One way to do this is to run the
following from a command prompt:

openssl pkcs12 -export -in YOURPEM.pem -inkey YOURPE M.pem - out
YOURPEM.p12 - passout pass:YOURPASS - name AYOURNAME
Where:

A g YOURPEM - the name of your PEM file;

A g YOURPASS - your merchant password (the password you specified in merchant
gateway settings);

A g YOURNAME - any arbitrary name.

For example:
openss | pkcsl2  -export -in cert.pem - inkey key.pem - out
1234567.p12 - passout pass:987654321 - name fLinkPoint 0

PEM files example:

key.pem:

MIICXAIBAAKBgQC6gLgc6l+vevoSkIJHFZfzt/sJRy6rBwAtf8AUMguAgqgCg8sz2H
tlYHeng/71Z0uuPXUQY7veFUXDAXFvn4SLCresf5cHI9hXIgNITRY2MhTn92TLIV
ImfzCZtBdhshncWydpQ6HcHOWRYUL8Urelyw6iOlk7Q8ja6GstqiKbTWDQIDAQAB
A0GAWV8C1dgCgzAulI3EL2APa7KQoWS5BIfDzjXYUNNNgggejexeoOU3AZFPOEPuU2f
2UR2dk/qglgv6jRaNwDZNsH6G8831PyTmUJoMZB+vuAeYFYEV6UWYzBFYJohubB2g
V+fxgq8wSalKKvmuyoUqr2TKexweumppUMCK+pruxfge X uWECQQDtfpdiohLeTDaQ
Q84yIHABD1HB80r9KLfdc77ROf5Y5BL+Obh+p/5T&bdue7HBB673QzNBOCrHOJJIQI
XNiPYTrJ/AKEAYQj5UX8dSVR8Xhcw/gVogaB3WnyzmT4VSi8Y 2tKIRETLNxIBTKAC
6BV9jkllOIIojFOI9kkj90aMIF/fTm/ZcwJAPzihyAnpB/A13jWOoF1uM30Gk0Ozu
yyptXPoaiaCINsyCycGbAEAfM32ax2ceqEL9JqY/HATXTDUEK|TgiVr2tQJABrIW
HXOy9xDsV/IOmMj8VOPIPIP96HUOKTDIMBYWmIXJIrmZvwjz101qzpV534Yi+xOpc/
Zd+HahmL+ip6vZTglQJBANfO45PBIDZV71kHCmVDKNMUtR7FsJ7yKfZ2i/P8+23I
k7GP9Ip/fj7MKLLjdui8hdjkdoiZ5ylCYXgIvbE=



88 Merchant Gateways

MIICZDCCAc2gAwIBAgIBADANBUNdj8JJkolUUTDCILIINQswCQYDVQQIEWJOWTE
R kKNNgTfDhBgFYGVNHGIUy8YHKjUY980jHL9hkjHI87YTIIXJIIGRIdMVsb3BIc|EY
MBYGA1UEAXMPTWF4aW0gS2FCMGDhhNSHYDJLLLSALLLCIveNAQKBFhBta2Fud
HNA
cHNvZNnQubBSGDUuUNHYiMMMUjhjhBKuuKLLLIIHHUUJKHIJE1MzIzMVoweDELMAKG
A1UECBMCTIKXETAPBgNVBACTCESIdyBZb3JrMRswGQYDVQQKEXJILVNwaGVyZS
Bk
ZXZIbGOWZXIXGDAWS8jGFUUJ7B577b6655HGFHHHG5DSGH]EfMBOGCSqGSIb3DQ
EJ
ARYQbWthbnRzQHBzb2Z0Lm5IdOUYGD7SH389SUNWFABHXQEFAAOBjQAwgYkCg
YEA uoC4HOIPr3L6EpFBVYmMX87f7CUcuqwcALX/AFDILgKoAQvLIIUDSUYID8732UJjjh
SDIUDSTYR478745KWOS89SF7TL3I7RFHIDFPWP09866UJFO99SPWQQ209D99
W4LJ ghdjuKKuhhkktgjyr3tcsOojpZO0PI2uhrLaoim01g0CAWEAATANBgkghkiGOwOB
AQQFAAOBgQBNmM1GvV+jrioeiortu+etikugOIUOULLKOFLHJIOIjglkr94mjosij
Ommdsktuier/wUUYTUGDJKHGASDIUYODIYF/589739IDJLCKJI48kudow9JKHIOJ
BUokxewLJHK/I1fJQbEr90SJK59DK409SL3Zn0r4sQVTTTQWDTAXjMVYABA==

Configuration

1 Select Link Point (API v3.0ih) the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:

Link Point (APl v3.01)

Title |Link Point (aP1v3.01)

Store I

Mame

Server |seu::ure.|inkpt.net

Port [1123

Password |

A5 | Full (accept the transaction only if %Y is returned) =|

Test Mode IFP.LSE =|

slibimit Cluery | Reset |
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> >

> > > >

Title give a name to this LinkPoint (API) connection

Store NameYour LinkPoint (API) unique ID, sometimes also referred to as Config
File

Server the name of the LinkPoint (API) server
Pott: the port of the LinkPoint (API) server
Passwordthe password which comes with login/username

AVS AVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Banks do not decline transactions based on the AVS check. The AVS
response is returned as two single tab-delimited characters: YY, NN, YN, NY (Y-
dnatches@ N for @oes not matchd. This information is just an advice. However,
the Parallels H-Sphere system will either allow or decline the transaction
depending on the selected AVS status. AVS is available only for US
cardholders.

Important: To provide non US cardholders CC processing, disable AVS check-
up in the merchant gateway configuration.

Test Mode

- FALSE: credit card transactions will be completed and credit cards will be
charged,;

- TRUE: authorization requests will be sent for verification without settlement
requests and credit cards wond be charged.

* In Test Mode, all transactions appear to be processed as real transactions.
The gateway accepts the transactions, but does not pass them on to the
financial institutions. Accordingly, all transactions will be approved by the
gateway when Test Mode is turned on.

Click Submit Query
In Edit Giteway select the newly created connection and press Edit

Note the two new parameters that appeared on the gateway
configuration page, Key File and Certificate FilePut the key and
certificate files on the control panel server to the locations suggested
here.
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MainStreetSoftWorks Configuration

Preparation

1 Go to www.mainstreetsoftworks.com/p/17.html page.
2 Download the following APIs:
A www.mainstreetsoftworks.com/freedist/java_mcve-3.2.tar.qz

A www.mainstreetsoftworks.com/freedist/libmcve-3.2.2.tar.qz

3 Place these APIs somewhere on your control panel server.

4 Log into your control panel server as root user.

5 Unpack libmcve-3.2.2.tar.gz

6 Go to the libmcve-3.2.2 and follow the instructions in the INSTALL file.

7 Unpack java_mcve-3.2.tar.gz

8 Go to the java_mcve-3.2 and follow the instructions in the INSTALL
file.

When restarting the Control Panel, make sure that you are logged into the CP server as

root.

For Linux:

letc/re.d/init.d/httpdcp stop
killall -9 java

sleep 10
letc/re.d/init.d/httpdcp start

For FreeBSD:

1 /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

Make sure that MCVE.jar is in the /hsphere/local/lhome/cpanel/java_rt/ directory. If not,
copy this file from the java_mcve-3.2 directory.

Configuration

1 Select MainStreetSoftWorks the Add New &ewaybox.
2 Click the Addbutton.
Fill out the form that appears:


http://www.mainstreetsoftworks.com/p/17.html
http://www.mainstreetsoftworks.com/freedist/java_mcve-3.2.tar.gz
http://www.mainstreetsoftworks.com/freedist/libmcve-3.2.2.tar.gz
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MainStreetSoft\Works
Title

Lser name

Fazzward

Server

Fart

Tirneout

Fath to the certificate file

Submit Query I
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PN WD I e

>

Title give a name to this MainStreetSoftWorks connection
Usernameenter the name given to you by MainStreetSoftWorks provider
Password the password which comes with login/username

Server the name of the MainStreetSoftWorks server

Port the port of the MainStreetSoftWorks server

Timeout minutes to wait for the server reply before merchantgateway API fails with
IOEXxception

Path o the certificate fileon the control panel server, the path to the SSL certificate
you received when you signed up with MainStreetSoftWorks

Click Submit Query

CVV (Card Verification Vald&).enable fraud protection using CVV, enable and
configure CVV support in your MainStreetSoftWorks account. More on CVV credit
card verification.

Moneris Configuration

Preparation

In order to configure Moneris merchant gateway, download and install Moneris .hsp
package from

http://download.hsphere.parallels.com/downloads/index.html#merchant gateways (for
Java 1.5.x only).

This package can be installed as suggested in our instruction on Installing Parallels H-
Sphere packages in Customization Guide.

Configuration

1
2
3

Select Monerisin the Add New Gatewdox.
Click the Addbutton.
Fill out the form that appears:

Moneris

Title |M|:|neris

Serser |esqa.mnneris.cn:|m
StorelD 55555

ARl Token |

Slbimit Cluery | Reset



http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways
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> > >

A

Title give a name to this Moneris connection
Server the name of the Moneris server
StorelDyour unique ID received from Moneris
API Tokenyour Moneris account ID

4  Click Submit Query
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NetBilling Configuration

Preparation

NetBilling certificate is trusted by Equifax and provided by GeoTrust. In Java 1.3.x and
older the standard java cartcerts file doesnd include GeoTrust root Certificates and
therefore Parallels H-Sphere returns &Connect error, untrusted server cert chainbwhen
trying to connect to the merchant gateway. That® why GeoTrust Root certificates
should be imported into cacerts file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by Parallels
(http://download.hsphere.parallels.com/cacerts):

lusr/java/<java home>/jre/lib/security/cacerts

B. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
d&onnect error, untrusted server cert chaing please check the connection to your
payment server from your control panel server by running the following command from
the control panel server console to check connection:

telnet [server.name] [port]

Make sure that the direct -java - 2.3.3.jar file is present in the
/hsphere/local/lhome/cpanel/java_rt/ directory.

If it& not there:

1 Contact NetBilling and obtain the direct-java-2.3.3.jar file.
2 Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

/etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
/etc/rc.d/init.d/httpdcp start

For FreeBSD:
1 /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java

sleep 10
/usr/local/etc/rc.d/apachecp.sh start.


http://download.hsphere.parallels.com/cacerts
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Configuration

1 Select NetBillingin the Add New Gatewdnox.
2 Click the Addbutton.
Fill out the form that appears:

MetBilling

Title |NetBiIIing

Protocol Im

Server |5ecure.netbi|ling.cu:um
Account |

SiteTag |

Motification Email for VOID transactions I

Submit Query I Reset I
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Title give a name to this NetBilling connection

Protocoal http or https protocol to connect to the gateway server
Serverthe name of the NetBilling server

Account your NetBilling account ID

Site Tagyour brief site nickname

> > > >y > >

Notification Email forQID transactiondNetBilling doesna support VOID
transactions. Instead, Parallels H-Sphere sends a notification to this address
that the transaction needs to be canceled manually through NetBilling web
interface.

3 Click Submit Query

CVV (Card Verificatidalue) To enable fraud protection using CVV, enable and
configure CVV support in your NetBilling account.

NTPNow Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select NTPNown the Add New Gatewdnox.
2 Click the Add button.
3 Fill out the form that appears:

NTPHow

Title

Server

Fort

Login 1D

Mlotification Email for WOID transactions

|
|
|
Path |
|
|
Currency |

U.5. Dollar =

™ avs
alibimit Gluery | Reset |
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Title give a name to this NTPNow connection
Server the name of the NTPNow server

Port the port of the NTPNow server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

p

Login IDyour NTPNow login ID

Notification Email for VOID transactioiBPNow doesnd support VOID
transactions. Instead, Parallels H-Sphere sends a notification to this address
that the transaction needs to be canceled manually through NTPNow web
interface.

>

A Currencythe currency in which your end users will be charged

A AVS checkboxAVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Unchecking the AVS box you configure Parallels H- Sphere to allow the
transaction regardless of the response. AVS is available only for US
cardholders. To provide non US cardholders CC processing, disable AVS
check-up in the merchant gateway configuration.

4 Click Submit Query
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Paradata Configuration

Preparation
Make sure that the trans_client_jsse.jar file is present in the
/hsphere/local/home/cpanel/java_rt/ directory.

If it® not there:

1 Contact Paradata and obtain the trans_client_jsse.jar file.
2 Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

/etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
/etc/rc.d/init.d/httpdcp start

For FreeBSD:

1 /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

Make sure to include trans_client_jsse.jar after the rt.jar string but before
the jcel_2 1.jar string (java cryptography extension).

Configuration

1 Select Paradatan the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:

Paradata

Title |Parac|ata

Account I
Token

Submit Query Reset




Merchant Gatvays

99

A Title give a name to this Paradata connection

A Account Tokerthe unique code generated on the basis of your login and
password that you get when opening the Paradata account.
Adding TEST before the token will set the account to test mode

4  Click Submit Query

PayGate Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select PayGatan the Add New Gatewdox.

2 Click the Addbutton.

3 Fill out the form that appears:

PayGate

Title

Server

Part

Path

Capture transaction Path
Merchant ID

Password

Currency

Motification Email for VOID transactions

|F‘a yGate

|www.netka uf.de

|443

ppayg ate/direct.aspx

Fpayg ate/capture.aspx

|
e

| U.5. Dollar |

Submit Query I Reset I
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> > > >

> >

p

Title give a name to this PayGate connection
Serverthe name of the PayGate server
Port the port of the PayGate server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Path for Capture transactigrath to the script that does the Capture transaction

Merchant Idyour PayGate account ID. This is NOT the merchant number
supplied by your bank

Passwordthe password which comes with login/username
Currencythe currency in which your end users will be charged

Notification Email for VOID transactidteyGate doesnd support VOID
transactions. Instead, Parallels H-Sphere sends a natification to this address
that the transaction needs to be canceled manually through PayGate web
interface.

4 Click Submit Query
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Paylunction Configuration

Preparation

In order to configure PayJunction merchant gateway, download and install PayJunction
.hsp package from
http://download.hsphere.parallels.com/downloads/index.html#merchant _gateways (for
Java 1.4 and up).

This package can be installed as suggested in our instruction on Installing Parallels H-
Sphere packages in Customization Guide.

Configuration

1 Select PayJunctionn the Add New Gatewy box.
2 Click the Addbutton.
3 Fill out the form that appears:

Pay.Junction

Title |Pay Junction

Server |pag-'jun|::ti|:|n.|::|:|m

Part pa3

Fath |Iiuefuendurfquick_linm
Lagin |user_junction
Fasswoard I xxxxxxxx

™ Test Mode

Submit Cluery | Reset |



http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways
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Title give a name to this PayJunction connection
Serverthe name of the PayJunction server

Port the port of the PayJunction server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

p

Login your PayJunction login

Passwordthe password which comes with login/username

v

A Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

4 Click Submit Qery

PayMeNow Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select PayMeNowin the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:

Pay-Me-How

Title |Pay-te-Mow
Server hrans.atsbank.cnm
Port K43

Path Vogi-bindtrans. coi
Lagin 1D |

Submit@ueryl Reszet
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Title give a name to this Pay-Me-Now connection
Serverthe name of the Pay-Me-Now server

Port the port of the Pay-Me-Now server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

A Login IDyour Pay-Me-Now login ID
4  Click Submit Query

CVV (Card Verification Valde).enable fraud protection using CVV, enable and
configure CVV support in your Pay-Me-Now account. More on CVV credit card
verification.

PosNet Configuration

Preg@ration

In order to configure Posnet merchant gateway, download and install PosNet .hsp
package from

http://download.hsphere.parallels.com/downloads/index.html#merchant gateways (for
Java 1.4 and up).

This package can be installed as suggested in our instruction on Installing Parallels H-
Sphere packages in Customization Guide.

Configuration

1 Select PosNein the Add New Gatewdyox.
2 Click the Addbutton.
3 Fill out the form that appears:

PosHMet
Title IF‘::us Met
Server http:.l’.fsetmpus..rkb.cnm
User Mame l:Ju:usnet_user
Password o

Encryption Key |

Currency et =
IP address of the client (Firewall IP if one is used) |

terchant ID FE45745625
Terminal 1D 4435657

Subrmit Cuery | Feset I



http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways
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A Title give a name to this PosNet connection
Server the name of the PosNet server

C >

A Username, Password and Encryption f@ge parameters are generated in
PosNet control panel by Generate Key menu option.

A Currencythe currency in which your end users will be charged

. >

IP Addressyour external control panel IP address

A Merchant ID, Terminal #hter, accordingly, 10-digit and 8-digit code given to you
by PosNet

4 Click Submit Quey

Protx (VSP Direct Protocol 2.22)
Configuration

Preparation

No preparation is needed before configuration.

Configuration

1 Select Protxin the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:

Protx

Title |Prot:

Server hkvps.prntx.mm

Port 443

Sale and Auth transactions Path WPSDirect.&uthIPaymentGE
Fepeat transactions Fath P\fpSEDD.fdntransaJ:tiDn.dll
Login |

MNotification Email for WOID transactions |

Currency I U.5. Dallar |

Submit Query | Reset |
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> > > >

p

>

A

Title give a name to this Protx connection
Server the name of the Protx server
Port the port of the Protx server

Sale and Auth transactions Pdltie path to the server side handler file. This can be
a script or a binary file that is launched with an http request

Repeat transactions Pathe path to the server side handler file. This can be a
script or a binary file that is launched with an http request

Login your Protx login

Notification Email for VOID transacti®iretx doesnd support VOID transactions.
Instead, Parallels H-Sphere sends a natification to this address that the
transaction needs to be canceled manually through Protx web interface.

Currencythe currency in which your end users will be charged

4 Click Submit Query

Note: To work with the Parallels H-Sphere correctly, configure your Protx account to
support the following transactions: PREAUTH, PAYMENT, REPEAT

In terms of transaction types supported by Parallels H-Sphere, it®& AUTHORIZE,
CHARGE, and CAPTURE correspondingly.

CVV (Card Verification Vald&).enable fraud protection using CVV, enable and configure
CVV support in your Protx account. More on CVV credit card verification.

PSiGate (XML API) Configuration

Preparation

PSiGate does not allow auth transactions by default. In order to enable auth
transactions, log into PSiGate control panel, go to Fraud Settings and set the @llowedd
menu for both PreAuth and PostAuth to &’ESG

Configuration

1 Select PSiGaten the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:
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PSiGate (XML API)

Title |F'5iGate (XML AP
Server ||:|sin;|ate.n:n:|rn

Port [7589

Path L'Messenger;'KMLMesseng
Store ID |

Passphrase |

[~ Test Mode

> > > >

> >

Submit Query I Reset |

Title give a name to this PSiGate connection
Serverthe name of the PSiGate server
Port the port of the PSiGate server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

StorelDyour unique ID received from PSiGate

PassphrasePSiGate provides the Passphrase within the PSiGate Welcome
Email

Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

4 Click Submit Query

Test Note: Do not use real credit card numbers within the testing environment. When
you are ready to go live, send an email to support@psigate.com to receive your
production URL.

Send your test transactions to:
https://dev.psigate.com:7989/Messenger/XMLMessenger. To process a transaction

through the test account, pass the following:

StorelD: teststore

Passphrase: psigate1234

To review your test transactions, log into https://dev.psigate.com with the following
account information:

CID : 1000001

User: teststore

pass: testpass



mailto:support@psigate.com
https://dev.psigate.com:7989/Messenger/XMLMessenger
https://dev.psigate.com/
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SecurePay Configuration

Preparation

No preparation is needed before configuration.

Configuation

1 Select SecurePayn the Add New Gatewdpox.
2 Click the Addbutton.
3 Fill out the form that appears:

> > > >

A

SecurePay

Title |EE|:ureF'ag,.r

Server |www.5ecurepay.cum
Port 143

Path |{5ecurelfindex.35p

Merchant ID |

Submit Query | Reset |

Title give a name to this SecurePay connection
Server the name of the SecurePay server
Port the port of the SecurePay server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Merchant Idyour SecurePay account ID. This is NOT the merchant number
supplied by your bank

4 Click Submit Query
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SkipJack Configuration

Preparation

SkipJack certificate is trusted by Equifax. In Java 1.3.x and older the standard java
cartcerts file doesn@ include Equifax public certificates and therefore Parallels H-
Sphere returns &onnect error, untrusted server cert chainbwhen trying to connect to
the merchant gateway. Therefore Equifax certificates should be imported into cacerts
file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by Parallels
(http://download.hsphere.parallels.com/cacerts):

/usr/java/<java home>/jrel/lib/secu rity/cacerts

B. If you need to keep your cacerts file, you can fix this problem using the keytool
feature available in the standard Java installation:

1 Download equifax.crt.cer file:
wget
http://download.hsphere.parallels.com/shiv/files/merchants/equifax.crt.

cer
2 Place equifax.crt.cer in the /usr/javal/jdk1.3.1/jre/lib/security/ directory

3 As root, allow read/write access to the
/usrl/javaljdk1.3.1/jrel/lib/security/cacerts file
chmod 666 /usr/java/jdk1.3.1/jre/lib/security/cacerts

4 Log in as the cpanel user:

su -|cpanel

5 Go to the /usr/javal/jdkl.3.1/jre/lib/security/ directory:

cd /usr/javal/jdk1.3.1/jrel/lib/security/

6 Run the following command:

keytool -import - alias equifax - file equifax.crt.cer - keystore cacerts

7 When prompted, enter the password (the default password is:
changeit)

8 When asked to trust the certificate, enter: yes

9 As root, change permissions back on the
/usr/javaljdkl1.3.1/jrel/lib/security/cacerts file:
chmod 44 4 /usr/javal/jdk1.3.1/jre/lib/security/cacerts

C. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
&onnect error, untrusted server cert chaing please check the connection to your
payment server from your control panel server by running the following command from
the control panel server console to check connection:

telnet [server.name] [port]



http://download.hsphere.parallels.com/cacerts
http://download.hsphere.parallels.com/shiv/files/merchants/equifax.crt.cer
http://download.hsphere.parallels.com/shiv/files/merchants/equifax.crt.cer
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Configuration

1 Select SkipJackin the Add New Gatewdox.
2 Click the Addbutton.
3 Fill out the form that appears:

SkipJack

Title ISkipJack

Sarver |skipjackic.c::nm

Port 243

Account ID |

Developer Account ID |100634949653

Submit Query | Reset |

Title give a name to this SkipJack connection

Server the name of the SkipJack server

Port the port of the SkipJack server

Account IDthe HTML Serial Number you are given by SkipJack

> > > > >

Developer Account:lhe ID you are given when you sign up for a trial SkipJack
account

4 Click Submit Query
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SecurePay.com.au Configuration

Preparation

In order to configure SecurePay.com.au merchant gateway, download and install
SecurePayComAu .hsp package
(http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways) (for
Java 1.4 and up).

This package can be installed on Parallels H-Sphere as suggested in our instruction on
Installing Parallels H-Sphere packages in Customization Guide.

Configuration

1 Select SecurePay.com.an the Add New Gatewdpox.
2 Click the Addbutton.
3 Fill out the form that appears:

SecurePay.com.au

Title |Securepay.com.au
Senser |https:fﬁwww.securepay.
Port M43

Path Htestipayment

bearchant 1D |444444

Fassword |

Currency | U.S. Dollar |

Submit Gluery | Reset |

Title give a name to this SecurePay.com.au connection
Serverthe name of the SecurePay.com.au server
Port the port of the SecurePay.com.au server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

>

Merchant Idyour SecurePay.com.au account ID. This is NOT the merchant
number supplied by your bank

A Passwordthe password which comes with login/username
A Currencythe currency in which your end users will be charged
4 Click Submit Query


http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways
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SecureTrading Configuration

Preparation

Download xpay.zip from SecureTrading and place its content into
/hsphere/local/home/cpanel/XPay directory on your control panel server:

1 Log into your control panel server and go to XPay directory:

ig /hsphere/local/home/cpanel/XPay

2 Unpack xpay.zip:

unzip xpay.zip

3 Copy XPay.jar file into /hsphere/local/home/cpanel/java_rt directory:
cp XPay.jar /hsphere/local/home/cpanel/java_rt

4 Create the keystore file for XPay client:

keytool  -import - file securetradingxpay.cer - alias xpay - keystore xpay
5 Edit the examplepolicy file and set the correct path to your keystore
file, e.g:

keystore file: /hsphere/local/home/cpanel/XPay/xpay

6 Go to the startup directory and edit the xpay.sh file. Modify the
variables: XPAYPOLICY, CLASSPATH and JAVAPATH. See
configuration options:

1. Set the location of the policy file
XPAYPOLICY=/hsphere/local/lhome/cpanel/XPay/examplepolicy
2. Set the location of the XPay jar file:
CLASSPATH=/hsphere/l ocal/home/cpanel/java_rt/XPay.jar
3. Set path to java executable:
JAVAPATH=/usr/java/jdk1.3.1/bin

7 Run the xpay.sh script to start XPay client.

For more information about XPay client configuration see Readme.txt in the
xpay.zip bundle.

Configuration

1 Select SewreTradingn the Add New Gatewdpox.
2 Click the Addbutton.
3 Fill out the form that appears:
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SecureTrading

Title ISecureTrading
Currency | 5. Dallar |
Site Reference |te5t

Motification Email for YOID and CAFTURE

transactions heﬂ@example.cum

Submit Query I Reset I

A Title give a name to this SecureTrading connection

Currencythe currency in which your end users will be charged

v T

A Site Referencenter valid site reference sent to you by SecureTrading upon
registration

A Notification Email for VOID and CAPTURE TransaSéouseTrading doesnd
support VOID and CAPTURE transactions. Instead, Parallels H-Sphere sends a
notification to this address that the transaction needs to be canceled or
completed manually through SecureTrading web interface.

4 Click Submit Query
5 In the Edit Gatewapox choose Secure Trading from the drop-down box.

6 Click the Editbutton.
The page that appears shows the Path and name for certificate. fifeou
need to place the certificate which you received from Secure Trading
under that name on the Control Panel server.

SecureTrading

Title |5ecureTrading

Path to the certificate file psoft_config/securetrading/8_cert.pem
currency | IU.5. Dollar fd |

Site Reference Itest

Motification Email for VOID and

estidexample.com
CAPTURE transactions. It = B

Submit Query I Reset

7 Click Submit Query
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Thd?ayDesk Configuration

Preparation

ThePayDesk certificate is trusted by Comodo Trusted Network. In Java 1.3.x and older
the standard java cartcerts file doesna include Comodo Trusted Network root
certificates and therefore Parallels H-Sphere returns &Connect error, untrusted server
cert chaindwhen trying to connect to the merchant gateway. Therefore Comodo Trusted
Network certificates should be imported into cacerts file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by Parallels
(http://download.hsphere.parallels.com/cacerts):

lusrl/javal<j ava home>/jre/lib/security/cacerts

B. If you need to keep your cacerts file, you can fix this problem using the keytool
feature available in the standard Java installation:

1 Download GTECyberTrustRoot.cer file:

wget
http://download.hsphere.parallels.com/shiv/files/merchants/GTECyberTrus
tRoot.cer

2 Place GTECyberTrustRoot.cer in the /usr/javal/jdkl1.3.1/jre/lib/security/
directory

3 As root, allow read/write access to the
/usr/javaljdkl1.3.1/jrel/lib/security/cacerts file

chmod 666 /usr/java/jdk1.3.1/jre/lib/security/cacerts

4 Log in as the cpanel user:

su - | cpanel

5 Go to the /usr/javal/jdkl.3.1/jre/lib/security/ directory:

cd /usr/javal/jdk1.3.1/jrel/lib/security/

6 Run the following command:

keytool -import - alias root - file GTECyberTrustRoot.cer - keystore

cacerts

7 When prompted, enter the password (the default password is:
changeit)

8 When asked to trust the certificate, enter: yes

9 As root, change permissions back on the
/usr/javaljdkl1.3.1/jre/lib/security/cacerts file:
chmod 444 Jusr/java/jdk1.3.1/jre/lib/security/cacerts

C. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.


http://download.hsphere.parallels.com/cacerts
http://download.hsphere.parallels.com/shiv/files/merchants/GTECyberTrustRoot.cer
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Note: If your certificate is already imported into cacerts, but Java still generates
&onnect error, untrusted server cert chain please check the connection to your
payment server from your control panel server by running the following command from
the control panel server console to check connection:

telnet [server.name] [port]

Configurabn

1 Select ThePayDesk the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:

> > > >

> >

ThePayDezk
Title [TheFayDesk
Server thepaydesk.com
Port M43
Path Feall php
terchant 1D |56123
M otific:ation Email for VOID transactions hest@example.cum
Submit QDuery | Reset |
Title give a name to this ThePayDesk connection
Server the name of the ThePayDesk server
Port the port of the ThePayDesk server
Path the path to the server side handler file. This can be a script or a binary file

that is launched with an http request.
Login your ThePayDesk login

Merchant ldyour ThePayDesk account ID. This is NOT the merchant number
supplied by your bank

Notification Email for VOID transactidireePayDesk doesnd support VOID
transactions. Instead, Parallels H-Sphere sends a natification to this address
that the transaction needs to be canceled manually through ThePayDesk web
interface.

4 Click Submit Query
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Tucows Configuration

Preparation

Tucows certificate is trusted by GeoTrust. In Java 1.3.x and older the standard java
cartcerts file doesnd include GeoTrust root certificates and therefore Parallels H-Sphere
returns &onnect error, untrusted server cert chainbwhen trying to connect to the
merchant gateway. That®& why GeoTrust certificates should be imported into cacerts
file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by Parallels
(http://download.hsphere.parallels.com/cacerts):

/usr/java/<java home>/| re/lib/security/cacerts

B. If you need to keep your cacerts file, use the keytool feature available in the
standard Java installation in the Tucows manual (SSL notes).

C. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
&onnect error, untrusted server cert chaing please check the connection to your
payment server from your control panel server by running the following command
from the control panel server console to check connection:

telnet [server.name] [port]

Configuration

1 Select Tucowsin the Add New Gatewdnox.
2 Click the Addbutton.
3 Fill out the form that appears:
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Tucows
Title [Tucows
User name factrin
Passward fese

Motification Email for WOID tranzactions Iadmin@example.mm

Currency I 1.5, Dollar ;l

Mote: for US-iszued cards only, leave fields empty to dizable A4S check.
[ % Exact katch, 9 digit zip
™ % Exact Fatch, & digit zip
I & Address Match only

™ -digit zip match anly
=z B-digit zip match only

™ M: Mo address or zip match
I U: Address unavailable

™ B lssuer gpstem unavailable
7 E Mot a mailiphone arder
I 5: Service not supparted
I G: Non-.5. lssuer

AS

[+ Test Made
Subimit Query I Fieset I
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Title give a name to this Tucows connection
Usernameenter the name given to you by Tucows provider

Tucows Passwordhe password which comes with Tucows username

> > > >

Tucows Notification Email for VOID transactitusows cannot cancel previously
authorized transactions. Therefore Parallels H-Sphere sends a notification to
this address notifying that the transaction needs to be canceled manually
through Tucows web interface.

A Currencythe currency in which your end users will be charged

A AVS AVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Banks do not decline transactions based on the AVS check. The AVS
response is returned as two single tab-delimited characters: YY, NN, YN, NY (Y-
dnatches§ N for @oes not matchd. This information is just an advice. However,
the Parallels H-Sphere system will either allow or decline the transaction
depending on the selected AVS status. AVS is available only for US
cardholders.

Important: To provide non US cardholders CC processing, disable AVS check-
up in the merchant gateway configuration.

A Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

4 Click Submit Query

CVV (Card Verification Valld&).enable fraud protection using CVV, enable and configure
CVV support in your Tucows account. More on CVV credit card verification.
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Webbased Payments

This chapter describes how to make payments through Web payments Systems in
Parallels H-Sphere.
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Web Payment Systems Manager

Unlike Merchant Gateways, Web Payment Systems require that users make payments
through their payment web page.

Work Principles

Once you have registered an account with such a gateway, you enter the account
details in Parallels H-Sphere. When clients select a web payment system during
signup, Parallels H-Sphere passes account ID, amount payable, and possibly other
details to the gateway. The user is then taken to the gateway® web payment page to
enter the credit card number and complete the transaction. When Parallels H-Sphere
receives a payment notification, it creates the account.

Since Parallels H-Sphere doesnd store credit card numbers of customers using web
payment systems, further payments are also made outside Parallels H-Sphere.

Configuration Procedure

To configure a web payment system with Paraiiggtdhete:
Register an online account with this web payment system.

2 In Parallels H-Sphere admin control panel, select Merchant Gateways
the Settings-> Payment Settingmenu:

Settings

Look And Feel

Maotifications

Payment Settings Merchant Gateway
Blacklist CC Encryption
Suspension Rules CC Brands

3 Select the payment system from the drop-down menu and click Edit

web Payment Processor Configuration

Inactive ¢ PayPal v| Edit |
active
Oth
er GestPay
Moderated CC Paysystems
sighup PayMova

sccept checks W |
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4 Enter your account settings (for instructions, follow links in the blue
box on the right).

5 Once you enter correct settings, the web payment system will appear
in the list as active:

Web Payment Processor Configuration

Inactive  |WordPay  »| Edit |

Active PayPal Deactivate

Deactivating a payment system disables it for new signups and existing accounts.
Although the gateway settings will be preserved, users won be able to make payments
from Parallels H-Sphere. You can also deactivate payment systems from their
configuration pages.

Setting Web Payment Instant Notification URL

Some Web payment systems, like PayPal, WorldPay and GestPay require setting the
so-called instant notification URL used by your Web payment system to report Parallels
H-Sphere about received customer payments.

Parallels H-Sphere instant notification URL has uniform format for all supported Web
payment systems:

The URL structure is:
CP_PROTOCOL://CP_HOST:CP_PORT/psoft/servlet/psoft.hsphere. Payment

ServletName.payment

A Here:

A CP_PROTOCOL: http or https

A CP_HOST: domain name you host, e.g.: cp.example.com

A CP_PORT: port of your CP, e.g.: 8080 (it may have a different look if customized),
A PaymentServletName is set in the

~cpanel/shiva/psoft/hsphere/merchants.xml XML config file as the
servlet attribute of the processor tag for a respective Web payment system.

For example, for PayPal instant notification URL will look like:
http://cp.example.com:8080/psoft/serviet/psoft.hsphere.PayPal.payment
For WorldPay instant notification URL will look like:
http://cp.example.com:8080/psoft/serviet/psoft.nsphere.WorldPay.payment
For GestPay instant notification URL will ook like:
http://cp.example.com:8080/psoft/serviet/psoft.hsphere.GestPay.payment
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2CheckOut Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

0 Once you have registered a 2CheckOut accoatlee?2 CheckOut payments in the
control panel:

1 Select Merchant Gateways the Settings-> Payment Settingsienu.

2 On the Merchant Configuratigpage, choose 2CheckOutrom the drop-down
menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the 2CheckOutorm:

2CheckOut Merchant Account Information

o 10.10.10.10
2Checkout Server [P
|123.55.4s.111 + Add |

2CheckOut Merchant ID |111 +

[¥ Use Authorize.Net WebLink parameter names
7 Test Mode

[+ W2 System Support

[+ Activate

Submit |

A 2CheckOut Servers\ere payment notification requests come from. Payment
requests from other IPs will be rejected which helps to avoid fraud.
Note: You can enter IP mask instead of IP, for instance 127.0.0.* or 127.0.*.*

2CheckOut Merchant kur ID provided to you by 2CheckOut.
Check the box if you want to Use Authorize.Net WebLink parameter names
With Test Modenabled you can test your online 2CheckOut transactions.

> > > >

If V2 System Suppdd checked, the system will apply a new http routine used
with the V2 2Checkout system.

Note: 2CheckOut is transferring all customers to V2 System. Therefore we
recommend enabling this option.

A Activate check it if you want to enable 2CheckOut for new signups and existing
accounts.

5 Click Submit 2CheckOut now must show as active.
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Authorize.Net (Sim Protocol)
Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

In order to configure Authorize.Net, download and install the latest Authorize.Net.hsp
package: http://download.hsphere.parallels.com/downloads/index.html#web payment.
(on page 119)

Sdting Up Authorize.Net

i

Once you have registered an Authorize.Net business account, enable Authorize.Net in
your control panel:

Select Merchant Gateways the Settings-> Payment Settingsienu.

On the Merchant Configuratigpage, choose Authorize.Nefrom the drop-
down menu.

Click the Editbutton to activate it.
Enter the required parameters in the Authorize.Nefiorm:

Authorize.Net

Payment Server Address ISEcure.authurize.net
Payment Server Port |443

URL path Ilgatewa'_-,rftramact_dll
Login [smf2P4Ls

MD5 Hash Value frossa

Transaction KE‘Y I****************

[v Activate

SubmitQueryl Reset
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A

Payment Server Addreske name of the server you will be redirected to for
payment operations

Payment Server Pait the Authorize.Net server
URL patho the server side handler file which can be a script or a binary file.

Login API login ID for the payment gateway account obtained from the Merchant
Interface.

MD5 Hash Valuthis security feature enables merchants to verify that the results
of a transaction received by their server were actually sent from the Payment
Gateway. This value should be configured in the Authorize.Net interface by the
users with the appropriate permissions will be able to access this setting. To set
the MD5 Hash Value in the Merchant Interface:

1. Select Settings from the Main Menu in the Merchant Interface

2. In the Security section click on MD5 Hash and enter the MD5 Hash Value

3. Confirm the MD5 Hash Value entered and click Submit to save changes

Transaction Kegbtained from the Merchant Interface by users with the
appropriate permissions will be able to access this setting To obtain the
transaction key from the Merchant Interface;

1. Select Settings from the Main Menu in the Merchant Interface

2. In the Security section click on API Login ID and Transaction Key

3. Type in the answer to the secret question configured on setup and click
Submit

Check Activateto enable Authorize.Net for new signups and existing accounts.

5 Click Submit QueryAuthorize.Net now must show as active.
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ChronoPay Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

In order to configure ChronoPay, download and install the latest ChronoPay .hsp
package from
http://download.hsphere.parallels.com/downloads/index.html#web payment.

Setting Up ChronoPay

U Once you have registered a ChronoPay éssiaccount, enable ChronoPay in your
control panel:

1 Select Merchant Gateways the Settings>Payment Settingsmenu.

2 On the Merchant Configuratigpage, choose ChronoPayrom the drop-
down menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the ChronoPayjorm:

Chronopay

69.20.58.35 ||
Server address or IP the payment request should be chronopay.com If
received from. |e:-:amp|e.|:|:|m +

Add

Payment Server Address |secure.chrnnnpay.mm
Fayment Server Port |443
URL path |inu:|n.=-_:-:_sh|:||:|.|:|;|i
Product Id |UUUUUU-UUUU-UUUI
Interface Language Im

v adivate

Submit Query | Reset |
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A Server address or IP the payment request should be receiveskfrtra IP where
payment notification requests come from. Payment requests from other IPs will
be rejected which helps to avoid fraud.

Note: You can enter IP mask instead of IP, for instance 127.0.0.* or 127.0.*.*.
Also you can specify the server name.

A Payment Server Addregsu will be redirected to for payment operations
Payment Server Ppenter the port to be used

v

A URL path the path to the server side handler file. This can be a script or a binary
file that is launched with an http request.

A Product IBthe ID provided to you by ChronoPay system upon registration.

A Interface Languagehoose the language from the drop-down box

A Check Activateto enable ChronoPay for new signups and existing accounts.
5 Click Submit QueryChronoPay now must show as active.

GestPay Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

0 Once you have registered a GestPay account, enable GestPay in the control panel:
Select Merchant Gateways the Settings-> Payment Settingsienu.

2 On the Merchant Configuratigpage, choose GestPay from the drop-down
menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the GestPayorm:

GestPay

Merchant Login |123456?89
Interface Language Im
Currency Euro |
¥ Activate

Subrmit Query |
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A
A
A
A

Merchant Logirthe ID you received from the payment provider.
Interface Languagthe language of GestPay website.
Currencychoose between Italian Lira and Euro.
ActivateGestPay for new signups and existing accounts.

5 Click Submit QueryGestPay now must show as active.

6 Set Instant Notification URL to receive information about payments
made via GestdPay. (See Web Payment Systems Manager for
details.)

Notification URL works as follows:

A Customer submits a payment form through GestdPay;
A GestPay sends notification about payment made to the callback URL you specified.

PayNova Configuration

Before proceeding, make sure to read about Web Payment Systems Manager. Once
you have registered a PayNova account, enable PayNova payments in your Parallels
H-Sphere control panel:

1 Select Merchant Gateways the Settings-> Payment Settingsienu.

2 On the Merchant Configuratigpange, choose PayNovdrom the drop-down
menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the PayNovdorm:

A

A

A

A
A

Unique Merchant:lis value is given to you by PayNova payment provider upon
signup.

Currency choose the currency you will be working with from the drop-down
menu.

Secret Key generated by Paynthis key is generated and provided to you by
PayNova. With invalid Secret Key transactions may be declined.

Test Modecheck this if you want to test your online PayNova transactions

ActivatePayNova for new signups and existing accounts.

5 Click Submit QueryPayNova now must show as active.
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PayPal Configuration

Before proceeding, make sure to read about Web Payment Systems Manager (on page
119).

Preparation

PayPal certificate is trusted by VeriSign Trust Network. Since the standard java
cartcerts file doesnd include VeriSign Trust Network public certificate, Parallels H-
Sphere returns &onnect error, untrusted server cert chainbwhen trying to connect to
the merchant gateway. The following are the solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by Parallels
(http://download.hsphere.parallels.com/cacerts).

B. If you need to keep your cacerts file, you can fix this problem using the keytool
feature available in the standard java installation: How do | update my cacerts file?
(http://sunsolve.sun.com/search/document.do?assetkey=1-26-57436-1)

Setup Procedure

Once you have registered a PayPal business account, enable PayPal in your control
panel:

1 Select Merchant Gateways the Settings-> Payment Settingsienu.

2 On the Merchant Configuratigpage, choose PayPafrom the drop-down
menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the PayPaform:

PayPal

Server |www.paypa|.cnm
Port |43

Path pcgi-binfwebscr
PayPal ID |payer@dnmain.cnm
Pass-Through Value |PayPaItest

Logo Image URL |

[+ Activate
Submit Queryl Reset
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(HS 2.5 and up) Serverthe server used to run transactions. It can be
www.paypal.com or paypal.com in regards to what you issued certificate for.

(HS 2.5 and up) Port:enter the port to be used.
(HS 2.5 and up) Path:indicate the path.
A PayPal IDthe email you are registered in PayPal with.

A PassThrough Valuenter your fcustomovariable e.g: fPayPalTestoto match
payments with a customer or transaction ID for tracking and identification
purposes. It will be passed through the PayPal system and returned to user in
payment notification emails. Important; variable should not contain spakes

A Logo Image URImage 150 by 50 pixels in size, you would like to use as your
logo. This is optional: if not entered, your customers will see your Company
Name or email address in place of logo.

A Activate/Deactivate PayPal for new signups and existing accounts.
5 Click Submit QueryPayPal now must show as active.

6 Set Instant notification URL to receive information about payments
made via PayPal.

7 Log into your Business PayPal account

8 Go to the Profile Summary>Selling Preferences Instant Payment Notification
Preferences

9 Enter a callback URL (on page 119)
PayPal& IPN system works as follows:

A Customer submits a payment form and PayPal sends notifications about payments
made to your notification URL.

A On receiving the payment notification, your server will send the confirmation,
including the encrypted code, back to a secure PayPal URL.

A PayPal will authenticate the transaction and send your server a WVERIFIEDOor
fINVALIDOresponse.

A If verified, the payment is regarded as successfully completed. If you receive an
AINVALIDOresponse, it should be treated as suspicious and investigated.

Parallels H-Sphere supports PayPal multicurrency transactions. Fees are charged in
the currency which is set in the admin control panel. To charge users in two different
currencies, you need to have two resellers.

PayPal Testing Modio run PayPal transactions in testing mode, create a development
account at PayPal Sandbox and under this account create fake PayPal accounts for
testing purposes. Then, set PayPal sandbox parameters in the PayPal setup form in
Parallels H-Sphere:

Serverwww.sandbox.paypal.com
Port:443
Path:row/cgi-bin/webscr

Pay Pal IDfake PayPal account
Pass Codeanything.
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Sentry Configuration

Sentry (http://shop.privatbank.ua/about/sentry) web payment system is developed by
Card Tech Ltd. In Parallels H-Sphere, Sentry is implemented for transactions in the
Ukrainian currency Hryvnia (UAH).

In terms of Parallels H-Sphere, payments via Sentry are similar to check payments,
admin adds it to Parallels H-Sphere manually. If your customers choose to pay via
online payment providers, their credit card info wond be stored in their billing profiles
and billing info wona show in the control panel.

Preparation

Prior to setting up a Sentry bank payment system in Parallels H-Sphere:

1 Register your Sentry merchant account
http://shop.privatbank.ua/register

2 Secure your control panel with SSL (Please refer to User Guide for
more info)

3 Download Sentry Parallels H-Sphere package from
http://download.hsphere.parallels.com/downloads/index.html#web pay
ment

Contact Privatbank if you have questions to PrivatBank about Sentry or any other
issues of registration process.

Setup Procedure

Toenable Sentry in your control panel:
Go to Settings-> Payment Settings> Merchant Gateways

2 In the section Web Payment Processor Configuratioaose Sentryfrom the
drop-down menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the Sentryform:


http://shop.privatbank.ua/about/sentry
http://shop.privatbank.ua/register
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>

>

A

Sentry

Payment Server Address

Payment Serser Port

URL path

Merchant Id

Password

F Test Mode
|7 Activate

Submit Quer'y| Reset

Serverthe server used to run transactions.
Port: enter the port to be used.

Path:indicate the path. Note: Server, port and path should compose the URL
where users are redirected for online payments, i.e:
https://www.verification.privatbank.ua/SENTRY/PaymentGateway/Application/R
edirectLink.aspx

Merchant IDgiven to you by PrivateBank upon registration.
Passwordprovided by Sentry. You can change it afterwards

Test Modecheck it if you want to test your online Sentry transactions. The
amount of test transaction shouldn& exceed 1 UAH.

Activate:enable Sentry for new signups and existing accounts.

Sentry® IPN system works as follows:

A

A

Customer submits a payment form and Sentry sends notifications about payments
made to your notification URL.

On receiving the payment notification, your server will send the confirmation,
including the encrypted code, back to a secure Sentry URL.

Sentry will authenticate the transaction and send your server a WERIFIEDOor
AANVALIDOresponse.

If verified, the payment is regarded as successfully completed. If you receive an
AINVALIDOresponse, it should be treated as suspicious and investigated.
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Webmoney Configuration

Webmoney payments are similar to check payments in that they are added to Parallels
H-Sphere manually.

Before proceeding, make sure to read about Web Payment Systems Manager (on page
119).

0 To enable Webmoney in Paralle®&pHere:

1. Set your own purse

Visit http://merchant.wmtransfer.com. Enter the following data:

A Secret Keyoptional set of symbols. Store it as youdl have to enter it to Parallels
H-Sphere when activating Webmoney.

A Result URL
http://cp.url:8080/psoft/serviet/psoft.nsphere.payment.WebMoney.payment.

A Success URL
http://cp.url:8080/psoft/serviet/psoft.hsphere.payment. WebMoney.payment?acti
on=success; method of requesting Success URL: LINK.

A Fail URL
http://cp.url:8080/psoft/serviet/psoft.hsphere.payment. WebMoney.payment?acti
on=error; method of requesting Fail URL: LINK.

A Signature algorithnMD5.

As a result, you should be assigned a unique merchant® purse ID which consists of a
letter and twelve digits. Store it for future use in Parallels H-Sphere. Presently, Z, R, E,
U, and D purses are in use.

2. Activate Webmoney payments in your Parallels H
Sphere control panel

1 Select Merchant Gateways the Settings-> Payment Settingsienu.

2 In the Web Payment Processor Configurasieation, choose Webmoneyrom
the drop-down menu.

3 Click the Editbutton to activate it.
4 Enter the required parameters in the Webmoneyorm:

A Merchat® purse your purse ID consisting of a letter and twelve digits (see
above).

A Payment Serveou will be redirected to for payment operations. You can choose
between default webmoney.ru or wmtransfer.com.

A Secret Keyoptional set of symbols which you entered when setting your purse
(see above).
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5

A Test Modecheck it if you want to test your online Webmoney transactions.
A Activate check it if you want to enable Webmoney for new signups and existing

accounts.
Click Submit QueryWebmoney now must show as active.

If your customers choose to pay with Webmoney, their credit card info wona be
stored in their billing profiles and billing info wona show in the control panel.

WorldPay Configuration

Before proceeding, make sure to read about Web Payment Systems Manager (on page
119).

Setting Up WorldPay

Once you have registered a WorldPay business account, enable WorldPay in your
control panel:

1
2

Select Merchant Gateways the Settings-> Payment Settingsienu.

On the Merchant Configuratigpage, choose WorldPayfrom the drop-down
menu.

Click the Editbutton to activate it.
Enter the required parameters in the WorldPayorm:
WorldPay Merchant Account Information

155.136.68.* ||'L

WorldPay Server IF |155_135_53_11 +
Add

WaorldPay Installation ID |53123

WaorldPay Account ID |12398455

WarldPay Currency | USs Dallar ;|

Use custom result page |7

Request Only Authorizations |7

Page name

Page name must be exactly the same as your page name in Ihttp:;';'seIect.wnrldpay.cn

WaorldPay file management system!

Test Mode

Please be careful. If you set Test Mode 1o 100, H-Sphere will

consider all your transactions wia WorldPay as real and they will
I 100 -
be approved. It may affect user's billing. Setting Test Mode to —I

101 will decline all your WorldPay transactions. Please use test
modes only for system testing!

[« Activate

Submit Query I
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A WorldPay Server ##here payment notification requests come from. Payment
requests from other IPs will be rejected which helps to avoid fraud.
Note: You can enter IP mask instead of IP, for instance 127.0.0.* or 127.0.*.*

Installation IPprovided to you by WorldPay system upon registration.
WorldPay Account |provided by WorldPay upon registration.

WorldPay currendyom the drop-down box.

> > > >

Check Use Custom Result Pa§gou want your customers to receive your custom
email payment notifications.

p

Request Only Authorizatiommable AuthMode in WorldPay

p

Enter the Cusbm Pagaame which should be exactly the same as in the
WorldPay account.

A Set a Test Modeariable for testing online transactions via WorldPay:

A with variable set to 100, Parallels H-Sphere will consider all your transactions
real. They will be approved that will reflect on user® billing.

A with variable set to 101, Parallels H-Sphere will decline all your WorldPay
transactions.

A with variable set to 0, Parallels H-Sphere will perfom real transactions in a
live mode.

A Check Activateto enable WorldPay for new signups and existing accounts.
5 Click Submit QueryWorldPay now must show as active.

6 Set Instant notification URL to receive information about payments
made via WorldPay:

1. Log into your WorldPay Business account

2. Inthe Installationssection, click the Confguration Optiongon;
3. Enter a callback URL (on page 119)

4. Check Callback enablelox.

Callback URL works as follows:

A Customer submits a payment form through WorldPay;

A WorldPay sends notification about payment made to the callback URL you
specified.
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Resources

In this section we consider types of resources provided in Parallels H-Sphere.

In this chapter:

User/Account/Domain ManagemeENt..........cuuuuiiiieeeriieeiiiiee e e e e et eeeeeeneees 134
THAITIC e 139
DISK SPBCE ...ttt 149
Blacklists in Parallels H-SPhere..............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiivieeeeeees 152

User/Account/Domain Management

On the user side, Parallels H-Sphere operates with three tiers:
- users

- accounts

- domains

In this section:
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Users

A user is, for the most part, nothing but a login and password to enter Parallels H-
Sphere control panel. One user can have many accounts created under different plans
and platforms, and switch between them without having to log in every time. For
example, a user can have an account under a Unix plan for SSH access and an
account under a Windows plan for ODBC and ColdFusion hosting.

Accounts

Parallels H-Sphere primarily operates with accounts, not users. One account, also
referred to as CP account, can be defined as an instance of a plan. One account
regardless of its type (admininstrative, reseller, reseller administrative or user), requires
one license. Once an account is deleted, the license gets released and can be taken by
new accounts.

One user can have many accounts created under different plans and platforms, and
switch between them without having to log in every time. For example, an owner of a
Unix account and a Windows account under the same username will use two Parallels
H-Sphere licenses. The unique thing about each account is not username, but a
numeric account ID.

The four account types are:

Account Type | Variations Main Functions Created FTP home
directory
Administrati | main - allows Parallels H-Sphere N/A
ve admin owner to administer the
entire hosting system with administrative
plan
tech - allows Parallels H-Sphere
support owner® support staff to
manage/answer trouble
tickets from customers
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Reseller

N/A

- represents reseller as a
user to the system and
distributor of parent host
resources

- allows reseller to create
reseller administrative
account

with reseller plan

N/A

Reseller
Administrati
ve

admin

- represents reseller as an
administrator to their
customers

- allows reseller to distribute
parent host resources
grouped into plans to their
customers at retail prices

from reseller
account CP

N/A

tech
support

- allows reseller® support
staff to manage/answer
trouble tickets from
customers

from reseller
administrative CP
with administrative
plan

N/A

User

customer

- provides Parallels H-
Sphere owner and resellers
with a dnediuméto distribute
hosting services to
customers

- allows customers to
manage their sites

service

- allows Parallels H-Sphere
owner and resellers to
manage their promotional
corporate sites

with user plans

YES
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Multiple Accounts

Depending on account& plan permissions (on page 181) its owner can create other
accounts of the following types under the same login:

Useis Original Account Type Accounts that User Ca&ald Under the Same Login
administrative - administrative

- user
reseller - user

- administrative

reseller administrative - reseller administrative
- user
user - administrative (valid only for parent host®& users)

- reseller (valid only for parent host®& users)

- reseller administrative (valid only for reseller®
users)

- user

Generally, a user with several accounts can:
* login to different accounts with one login/password
* switch between accounts without logging in every time
* have accounts under different plans and platforms
* use the same billing and contact information for different accounts (optional)

To create a new account under the same user:

Select Add Accountn the Admin Usemenu. You will be taken to the
signup page.

2 Follow the signup process. Note that the system suggests the contact
information previously entered for the first account created under this
user.

To switch between accounts within the same user:
Select Choose Accounh the Admin Usemenu.
2 Click the Selecticon to log into the selected account.
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Domains

Domains represent the third tier in the end-user side hierarchy. Your customers can
have as many domains as they want under their one control panel license, unless you
limit the domains they can have. In terms of a web server, a domain is little more than a
correspondence to a web-site. Domains within one account share one control panel
(one menu tree with the same look and feel), and, having no traffic usage or disk quota
of their own, are billed in bulk with the same invoices.

It is not recommended to run more than thirty or forty domains on one account,
because some pages of the user control panel may become very slow or even time out
when displaying the entire list of domains.

To provide registration and maintenance of the following domain types from user
accounts make sure service DNS zone is registered, instant alias template is created ,
and there is shared or free dedicated IP on the web server .

Domain Type | Explanation

second- level | new standard domains registered with a domain
registrar

Importantin addition to the above requirements, make
sure domain registrar is configured.

transfered existing domains transfered onto one of your Parallels
H-Sphere& IP
third-level new domains created based on the hosting company®

service domain, e.g.user-domain.service- domain.com

stopgap not an actual domain, just FTP service; the site can be
accessed from the Internet by an instant domain alias
or dedicated IP

parked domain hosted elsewhere; a DNS zone mapping this
domain to the IP of the server where your site is hosted.

service domain to:

A host your promotional site
provide third level domain hosting
provide shared SSL

provide instant access to the site through domain
aliases

> > >

To offer registration and maintenance of any of the above domain types, include the
corresponding resource in the account® plan creation/edit wizard.

U To delete domains of a user:

1 Find the account by domain name (on page 292)

2 Click the Trashicon next to the domain you want to delete
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3 On the page that appears, chose the Delete domaionption

Traffic

This document explains how Parallels H-Sphere handles traffic and covers the
following issues.

In this section:

Traffic CalCUIAtION.........oeeeeiee e 140
= U o I 0 140
B Lol od o] o RSP 140
Restricting Traffic Usage and Traffic Limit ............ccccoooiiiiiii e, 141
Charging fOr TraffiC. ..........uueeiiiiii e 142
Traffic Configuration Changes............uciiiii i 148

Tracking End User Traffic Consumption ............ccceeeeiieeiiiiiiiiiiie e 149
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Traffic Calculation

Parallels H-Sphere Control Panel calculates traffic per server, e.g. web server, mail
server, Windows server, etc. with its own built-in utility that collects data from:

mail traffic logs with /hsphere/shared/scripts/cron/mail_anlz.pl
ftp traffic logs with /hsp here/shared/scripts/cron/ftp_anlz.pl
http traffic logs with /hsphere/shared/scripts/cron/cron_analyze.pl ,

parses them every 24 hours with java psoft.hsphere.TrafficLoader and then
adds up to make up Summary TraffiSummary Traffic statistics is updated every 24
hours and is shown to end users in their Control Panels. Because of that, Summary
traffic doesnd include the current day® traffic consumption.

Traffic Reset. Calculation of Traffic Overlimit Usage

Regardless of account® billing period, charges for exceeding traffic limit are calculated
and traffic run up is reset at the end of each month. No user side account activities
(changing billing period or switching to another plan) force traffic month closure. For
example, if a customer signs up on March 7 for a billing period of 6 months, traffic
month will always close on the 7" of each month.

Types of Traffic

Summary Traffic is not broken up into incoming or outgoing. Nor is it differentiated by
the platform (operating system), however users can see Traffic Detail§or specific kinds
of traffic consumption such as FTP User, Mail, HTTP, Real Server FTP traffic, etc.

Third Party Tools

Third party tools like ModLogAn, Webalizer, etc. can also be used to calculate the
HTTP traffic statistics on usersédomains. Since these tools generate statistics only for
HTTP traffic, it will always differ from control panel Summary Traffic readings.

Traffic Limit

Traffic Limidefines how much traffic users can run up for one traffic month without
being charged usage fee. Initially traffic limit equals free set for the plan. If users have
or expect high hit rates, to prevent overlimit charges, they can reserve more traffic. With
their traffic limit increased, each traffic month users will be accrued recurrent fee for the
whole booked amount, which is usually lower than the usage (overlimit) payments.

Traffic Pricing

Traffic prices are set with plan edit wizards.
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Free*:GB of traffic you allow your users to run up during one traffic month free of
charge.
Freemakes up initial traffic limit.

Note: free GB of traffic set explicitly for two and more month billing period are not
divided by the duration of the billing period in months.

E.g.: setting 10GB free for two month billing period, you allow your customers to run
each month 10GB (not 5GB) without being charged.

Recurrentpayment accrued each traffic month for each GB of difference between
the traffic limit and free units. If the traffic limit is the same as free units, no recurrent
fee is charged.

If users increase their traffic limit in the middle of a traffic month, they are accrued
absolute(not prorated) recurrent fee for the whole traffic month.

E.g.: increasing traffic limit by 5GB on the 15" day of the traffic month means that
the user will be immediately charged the recurrent fee for the 5GB for the whole
traffic month.

Recurrent payments are non-refundable if users fail to use the reserved traffic.

Extra or Usagaverlimit payment accrued at the end of each traffic month for each
GB consumed over traffic limit.

The pricing for extra traffic is fractional, per KB. So if you set the price of $1/GB, and
the user consumes only 10MB overlimit, he will be charged $0.01.

When increasing plan& free traffic, use mass mail (on page 356) to let the
customers under this plan know they need to increase their traffic limit to new free in
their user CP without any charges.

* When decreasing plan& free traffic, use mass mail (on page 356) to let the
customers under this plan know they need to decrease their traffic limit to new free,
otherwise they will be charged recurrent fee.

Restricting Traffic Usage and Traffic Limit

Traffic usage can be restricted, which means when end users run up a certain amount
of traffic, their sites will get suspended, and visitors wonda be able to see the pages, and
mailboxes and virtual ftp accounts will stop working. To configure the system to
suspend user accounts when their traffic limit is exceed by certain percentage:

1
2
3

Select User Warnings the Setthgs-> Notificationsmenu.
Check the Suspend account if traffic limit exceetdeat.

Enter percentage of the traffic limit usage, exceeding which user
accounts will be suspended.

Also, you can restrict the maximum possible traffic limit end users can set. To set the
Max value:

1

2
3
4

Select Managen the Plansmenu.

Click Resourcdor the selected plan.

Click Editfor the Summary Traffi,esource.

In the Maxfield, enter the maximum allowed traffic limit value (in GB).
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Charging for Traffic

Examples below, starting with easy further to more difficult, illustrate how end
customers are charged for using traffic.

A Staying within traffic limit doesnd cause any overlimit charges:

Plan & Account Settings:

Traffic consumption:

System Behavior:

Free = 10GB;
Recurrent = $2;
Usage = $4;
Traffic limit = Free

By the end of the
traffic month user runs
up 9GB.

- Traffic month closes.

- Traffic usage is calculated,
but as user stays within
traffic limit, he doesnd pay
anything.

- A new traffic month opens
and traffic is reset to O.

A Exceeding traffic limit brings overlimit (or usage) charges:

Plan & Account Settings:

Traffic consumption:

System Behavior:

Free = 10GB;
Recurrent = $2;
Usage = $4;
Traffic limit = Free

By the end of the
traffic month user
runs up 15GB.

- Traffic month closes.

- Traffic usage is calculated
and user is accrued usage
fee for 5GB overlimit (= 15GB
run up - 10GB of traffic limit).
- Usage fee accrued makes
$20 (= 5GB overlimit x $4
usage price).

- A new traffic month opens
and traffic is reset to 0.

A Changing traffic limit neither closes traffic month nor resets traffic already run up.

Because of that:

A when reserving more traffic than plan@ free GB in the middle of the traffic
month, users are immediately accrued absolute (not prorated) recurrent fee for

the whole traffic month.

Plan & Account Settings:

Traffic Consumption:

System Behavior:
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1 month billing period
starts Jan 1;

Free = 10GB;
Recurrent = $2;
Usage = $4;

Traffic limit = 10GB

By January 15, the user
runs up 9GB and
increases traffic limit to
12GB.

By January 30, the user
runs up 13GB.

- Traffic month doesnd close
on January 15.

- User is accrued absolute
recurrent fee for 2GB over
free (=12GB of new traffic
limit - 10GB free).

- Recurrent fee accrued
makes $4 (= 2GB over free x
$2 recurrent price).

- On January 31 traffic
month closes.

- Traffic usage is calculated,
and user is accrued usage
fee for 1GB (= 13GB run up -
12GB traffic limit).

- Usage fee accrued makes
$4 (= 1GB x $4 usage price).
- A new traffic month opens,
traffic is reset to 0 and user
is accrued recurrent fee for
2GB over free (= 12GB of
traffic limit - L0GB free).

- Recurrent fee accrued
makes $4 (= 2GB over free x
$2 recurrent price).

A when downgrading account traffic limit to plan& free in the middle of the
traffic month, users are refunded absolute (not prorated) recurrent fee already
prepaid at the beginning of the traffic month.

Plan & Account Settings:

Traffic Consumption:

System Behavior:
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1 month billing period By January 15, the user | - On January 1 user is
starts Jan 1; runs up 4GB and accrued absolute recurrent
Free = 10GB; decreases his traffic fee for 2GB over free (=
Recurrent = $2; limit to 10GB. 12GB of traffic limit - 10GB
Usage = $4; By January 30 the user | free).

Traffic limit = 12GB runs up 9GB. - Recurrent fee accrued

makes $4 (= 2GB over free x
$2 recurrent price).

- Traffic month doesnd close
on January 15 and 4GB of
traffic already run up arend
reset. User is refunded
absolute recurrent fee for
2GB of downgraded traffic
limit.

- Refund of recurrent fee
makes $4 (= 2GB over free x
$2 recurrent price).

- On January 30 traffic month
closes.

- Traffic usage is calculated,
but as the user stays within
his traffic limit, he pays
nothing.

- A new traffic month opens,
traffic is reset to 0.

A Changing billing period or switching to another plan neither closes traffic month
nor resets traffic already run up.
At such occasions the system checks account traffic limit and if:

A traffic limit = current plan/billing period free GB,
updates it to new plan/billing period free GB:

Plan & Account Settings: Traffic Limit and Traffic | System Behavior:

Consumption:




Resources 145

A Source plan:
Free = 10GB;
Recurrent = $2;
Usage = $4;
Traffic limit = 10GB;
Traffic month starts
January 1.

Target plan:
Free = 50GB

By the time the user
switches to a new
plan, he runs up
14GB.

- Changing plans doesnd close
traffic month.

- Traffic charge calculations
dond take place.

- Traffic already run up isné
reset.

- Traffic run up for the rest of
the traffic month under a new
plan is added to 14GB run up
under the former plan.

- Traffic limit is upgraded to
new plan& free 50GB.

- If by the end of the traffic
month user exceeds 50GB
traffic limit, he is charged at
the new usage price.

- On January 31 a new traffic
month opens and traffic is
reset to 0.

A traffic limit > new plan/billing period free GB > current plan/billing period

free GB,

updates it to new plan/billing period free GB. Users are refunded the absolute
recurrent fee already prepaid at the beginning of the traffic month:

TrafficConfiguration for 1 and 2
Month Billing Periods:

Traffic Limit and Traffic
Consumption:

System Behavior:
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Traffic limit = 6GB By the time a user on | - At the beginning of the traffic
1 month billing period | month user is accrued recurrent

1 month billing period switches to a 2 fee for 1GB over free.

Free = 5GB month billing period, | - Recurrent fee accrual makes

Recurrent = $2 he runs up 10GB. $2 (= 1GB over free x $2
recurrent price).

2 month billing period - At the billing period change,

* set explicitly: traffic month isnda closed.

Free = 12GB - Traffic already run up isné
reset.

- Traffic run up for the rest of
the traffic month is added to
10GB run up before changing
to a 2 month billing period.

- Traffic limit is updated to
12GB free.

- User is refunded absolute
recurrent fee prepaid at the
beginning of the traffic month.
- Refund accrual makes $2 (=
1GB over free x $2 recurrent
price).

- If by the end of traffic month
user exceeds 12GB traffic limit,
he is charged at a new usage
price.

A traffic limit > current and new plan/billing period free GB,
leaves it as it is. If the absolute recurrent fee calculated based on new plan/billing
period free and the new recurrent price is bigger than the recurrent fee already
prepaid, the user is accrued the difference. If it is smaller, the user is refunded the
difference:

Traffic Configuration for 1 and 4 Traffic Limit and Traffic | System Behavior:
Month Billing Periods: Consumption:
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1 month billing period
Free: 5GB
Recurrent: $2

2 month billing period
* set explicitly:

Free = 12GB
Recurrent = $3

By the time user on 2
month billing period
with 14GB traffic limit
switches to a 1
month billing period
he runs up 15GB.

- At the beginning of the traffic
month user is accrued recurrent
fee for 2GB over free (= 14GB of
traffic limit - 12GB free).

- Recurrent fee accrual makes $6
(= 2GB over free x $3 recurrent
price).

- At the billing period change,
traffic month isnd closed.

- Traffic already run up isna reset.
- Traffic run up for the rest of the
traffic month is added to 15GB
run up before changing to a 1
month billing period.

- Traffic limit remains 14GB.

- As recurrent fee calculated
based on 1 month billing period
free ($18 = 9GB over free x $2
recurrent price) is bigger than
recurrent fee already prepaid
(%6), the user is charged the
difference of $12.

- If by the end of the traffic month
user exceeds 14GB traffic limit,
he is charged at the new usage
price.
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Traffic Configuration Changes

This example shows how changes to traffic configuration in plan edit wizard affect end

user charges for traffic consumption:

Plan and account settings:
Free: 2GB

Traffic Limit: 4GB
Recurrent: $3

Extra (usage): $5

Billing period: 2 months

At the beginning of the traffic month the user is accrued recurrent fee for 2GB over free

(= 4GB traffic limit - 2GB free).

Recurrent fee accrual makes $6 (= 2GB over free x $3 recurrent price).

In the middle of the first traffic month traffic configuration is changed from the plan edit

wizard:

Increasing Prices

Decreasing Prices

Free 2GB -> 5GB Free 2GB -> 1GB
Monthly $3-> %4 Monthly (recurrent) $3 > %1
(recurrent)

Extra (usage) $5 -> $6 Extra (overlimit) $5 > $2

By the end of the traffic month the customer runs up 8GB.

A Traffic limit remains 4GB.

A Recurrent fee isna recalculated.
No refunds.

A Usage calculations are based on
new Free as they cover traffic
limit and new Extra price:
8GB run up - free 5GB = 3GB
overlimit
3GB x Extra $6 = $18 usage fee.

A
A
A

Traffic limit remains 4GB.
Recurrent fee isnd@ recalculated.

Usage calculations are based on traffic
limit and new Extra price:

8GB run up - 4GB of traffic limit = 4GB
overlimit

4GB overlimit x Extra $2 = $8 usage fee.

The traffic month is closed. User traffic

is reset. A new traffic month is open.

A Traffic limit remains 4GB.

A User isn@ accrued any recurrent
fee as now his 4GB of traffic limit
are covered with free 5GB. If by
the end of the traffic month user
exceeds his free units, he is
charged for excess at new Extra
price.

A
A

Traffic limit remains 4GB.

User is accrued $3 recurrent fee:
4GB of traffic limit - free 1GB = 3GB;
3GB x $1 recurrent = $3.

If by the end of the traffic month user
exceeds his 4GB traffic limit, he is
charged for excess at new Extra price.

Tip:
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A when decreasing plan® free traffic, use mass mail feature available at the bottom of
the search result page to let your customers know they will be charged recurrent fee
unless they decrease their traffic limit to new free.

A when increasing plan& free traffic, use mass mail to let your customers know they
can increase their traffic limit to new free without being charged.

Tracking End User Traffic Consumption

To see how much traffic your customers consumed over a certain period, use Transfer
Traffic Report (on page 306).

Disk Space

Disk space in Parallels H-Sphere is allocated to customers through quotas, which are
set separately for:

A user& home directory on the web server
A each user mailbox
A each user database

Quotas are obligatory plan resources and can be disabled. Customers cané upload
and store more MB than the resource quota allows (except for My/Pg SQL DBs) and
will get an error message if they try to do so. If end users need to upload more MB than
their resource quota allows, they can increase it. To keep users from increasing
resource quota, it can be MAX restricted. This is done directly in plan edit wizards

All files with the owner& ID including those outside user& home directory (e.g. Transfer,
Referrer, Agent and Error logs that are used for user website statistics) are counted
toward used disk space. That& why quota usage may be different from the size of the
user home directory.

Important: when creating a plan for MS SQL DB®& service, dond set MS SQL quota of
OMB, as just created MS SQL databases already contain system information of 2MB
(for MSSQ 2000) or 3MB (for MSSQ 2005) of disk space!

Summary Disk Usage

Every 24 hours a cron script scans end user® FTP home directory, all mailboxes, and
DBs to summarize the disk space and make up summary disk usage for the last day.
Summary readings of each daily scan are added up and divided by days elapsed from
the beginning of the billing month. The resulting amount makes up user® average
summary disk usage.

In this section:

Charging Users for DISK SPACE ..........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeee 150
Enabling/Disabling Summary DiSK USage........cciieeiiiiiiiiiiiaiee et 151
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Charging Users for Disk Space

There are two approaches to charge customers for disk space. To avoid double billing,
dond use both of them in the same plan.

A Charging for Increased Quotas
Set free units and recurrent prices for quotas. If end users need to upload more MB
than free quota allows, they have to increase it.

A When they increase FTP, mailbox and MS SQL quotas they will be charged
recurrent fee for billing period resources.

A When they increase My/PG SQL DB quotas they will be they will be charged
recurrent fee for monthly resources .

Important:

Unlike FTP/Mailbox/MS SQL db quotas, My/PG SQL db quotas can be exceeded.
If by the end of the month users exceed their My/PG SQL db quotas, they are
charged usage (overlimit) fees.

A Charging for Increased and/or Exceeded Summary Disk Usage Limit
Enable the summary disk usage resource and set free units, recurrent and extra
prices for it. Summary disk usage free units make up user® initial summary disk
usage limit. If by the end of billing month user& average summary disk usage
exceeds it, they will be charged usage (overlimit) fees. To prevent it, users can
increase their summary disk usage limit (unless it is MAX restricted) and be charged
recurrent fee for monthly resources which is usually less than usage (overlimit) fees.

Customers are not refunded if they havend used up all the reserved disk space.
If customers reduce prepaid quotas or summary disk usage limit, they are refunded as
described in Money Returns (on page 221).
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Enabling/Disabling Summary Disk Usage

In a Certain Plan

In All User/Reseller Plans

Enabl

1 Include Summary Disk Usage
in the plan.

Log into each existing user account
under this plan and in the Control
Areaon the left (or Quick Access
page, the Accountmenu for the Left
Menudesign) press the Addbutton
next to Disk Usage

1 Log into the CP server as the
cpanel user.

2 Execute the
SummaryQuotaUpdate class:
java

psoft.hsphere.converter.Summary

QuotasUpdated enable
3 Restart Parallels H-Sphere.

Summary Disk Usage free units will be set to

equal Free Disk Quota, its monthly and
usage prices will be removed.

Disabl
e

Exclude Summary Disk Usai@m the
plan.

1 Log into the CP server as the
cpanel user.

2 Execute the
SummaryQuotaUpdate class:
java

psoft.hsphere.converter.Summary

QuotasUpdated disable
3 Restart Parallels H-Sphere.
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Blacklists in Parallels-Ebhere

Master admin and resellers can create Black Lists directly from Parallels H-Sphere
control panel.

If you want to make some domains, domain aliases or emails unavailable for end users,
you have to include the domains/emails into blacklist. So when users try to add a
domain (domain alias, etc.) or email from the blacklist, they will get a failure message -
Domain {0} or it& pattern exists in black list (or Email {0} or it& pattern exists in black
list).

Domains in blacklist

Use blacklist controls in your CP to add/delete/edit a domain. For this, go to Settings
>Blacklists>Domains in Blacklisénter either the full domain name or a domain name
with a wildcard (e.g. *.smth.com) into the text box, and click on the corresponding
button:

Domains in blacklist

* test.odu

KNAYYY
ZZZ.VVV

[]

*.smth.com + Add | Delete | Edit |

Blacklist dormains of main administrator
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Blacklist domains of main adistratortext link allows you to see all the blacklisted
domains of your main administrator only.

Emails in blacklist

Use blacklist controls in your CP to add/delete/edit an email. For this, go to Settings
>Blacklists>Emails in Blacklisenter either the full email or an email with a wildcard (e.g.
@smth.com) into the text box, and click on a corresponding button:

E-mails in blacklist

test@test.com

[]

@ smth.com + Add | Delete | Edit |

Blacklist e-mails of rmain administrator
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Blacklist emails of main administratext link allows you to see all the blacklisted emails
of your resellers.

Uploading and Exporting Black Lists

Parallels H-Sphere allows uploading from a file or export to a file black lists of domains
or emails.

To upload black lists from a file:

Create a file with a list of domains/emails. Download a predefined list
from http://download.hsphere.parallels.com/downloads/blacklist.txt

2 Go to Settings>Blacklists>Domains in Blackligor Emails in Blacklistand click
on the Uploadbutton to choose the file.

3 Importa selected file:

Domains in blacklist

starpower.net =
thepaydesk.com
t-mobile.com
tucows.com
Ups.com
verisign.com
verizon.net
wans.net m
yahoo.com
worldpay.com -

Delete | Edit |

I Upload |
Import |

I ! Export |

View all domains in blacklist

To export black lists to a file:
Go to Settings>Blacklist>Domains in Blackligor Emails in Blackliyt

2 Click on the Exportbutton to save blacklisted domains or emails to a
file.


http://download.hsphere.parallels.com/downloads/blacklist.txt

CHAPTER 11

Plans

In Parallels H-Sphere a hosting plan determines the account type or, in other words,
priveleges and hosting resources/services granted to an account owner. Plans are
created and edited with plan wizards and can be divided into three main categories:

Plan Category | Used to create: Related docs Available to:
Administrati | administrative and Admin Plans Master admin and resellers.
ve tech support accounts | Providing Technical Resellers can create
Support administrative plans at the
level of their reseller control
panel.
Reseller reseller accounts Understanding Master admin only
Resellers
Creating Resellers
End User system (service) and Hosting Your Own Master admin and resellers
customer accounts Domain
Signing Up Users

Reselleland Userplans determine resource pricing if configured as pay plans.
Userplans can differ by platform: Unix, Windows, Real Unix, Real Windows, etc.

You can also create Demo plans that demonstrate the capabilities of Parallels H-
Sphere without having to use real resources.

Customers can change their hosting plans. You can configure which plans customers
can upgrade from and to as suggested in Compatible Plans.

In this chapter:

Creating And Editing Reseller Plans..........ccooooooiiiiiiiiii e 156
A Typical Plan Wizard ... 159
Unix RealMedia Plan Wizard .............cooeiiiiiiieiie e 172
MyYSQL PIan WIZArd .........coooiiiiie e e e e e eeeees 172
WiINAOWS Plan WIzZard ........ccoooeeiiiiie e 172
Windows RealMedia Plan Wizard............c.ooiiiiiiiii e, 174
E-mail Plan WIzZard ..........oooooiiie e 174
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MarKUpP PlIan WIZAr ..........uueeieiiiiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeseeeeeeesessseseesseeeeeesnsesennennes 175
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Creating And Editing Reseller Plans

This chapter explains how to create and edit plan settings using plan creation and edit
wizards.

In this section:

Starting Plan Creation Wizards..............iiiiiiii i 156
Starting Plan Edit WizardS........ccoooo oo 156
Simplified PIan WIZardS..............uuuuiiiiiiii e 157

Starting Plan Creation Wizards

In Parallels H-Sphere, plans are created with Plan Creation Wizards.

To start a plan creation wizard:
Go to Plans>Createmenu.

2 On the page that appears, choose the type of the plan.
See the next sections for explanations on each plan type.

3 Go through the wizard following the instructions in a A Typical Plan
Wizard section.

4 Newly created plans are disabled by default. Toggling the ON/OFF
button in the Signup column next to the hosting plan, you allow or
prohibit signups under this plan.

Starting Plan Edit Wizards

Plans are edited with Plan Edit Wizards.

c:

To start a plan edit wizard:

[ERN

Go to Plans>Managanenu.

In the list of plans that appears, click the name of the plan you would
like to edit.

Go through the wizard following the instructions in the next sections.

N

w
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Simplified Plan Wizards

Starting with version 3.1 Beta 1, Parallels H-Sphere allows shortening the subsequent
steps (on page 171) of Plan Wizards where you set the prices for the billing period. To
remove the fields for the resources not to be charged for, uncheck the boxes for these
resources. For this:

1 Go to Plans>Simplified Plan Wizards

Simplified Plan Wizard Settings

Check the resources users will be charged for. The price fields will be
displayed for these resources only.

VPS Templates SEUZEEF
group
WPS Template DNS Server [«
VPS Template FTP Server [«
WPS Template Mail Server [«
VPS Template MySQL Database Server =
WPS Template CP+ [«
VPS Template PostgreSQL Database Server [«
= Tames! “Mind e " [

2 Uncheck the boxes next to the resources or the group of resources
you are not going to charge for:

-

Other Domain Resources Set/Clear
group

SubDomain

Stopgap Domain

Third level damain

Third level domain. {(Mail Under Host Domain)
Hosting Domain Alias

Domain alias (old scheme)

B U R e R e R

Parked domain
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3 Submit query

As a result, the Step 2 of Plan Creation Wizard and Steps 2 and 3 of Plan Edit
Wizards will include the fields for the checked in Simplified plan wizarasenu
resources only:

Unix Plan Creation Wizard. Step 2.

Plan Mame: Unix I

Set the prices for the DEFAULT BILLING PERIOD. These are BASE prices used to calculate prices for ACTUAL
BILLIMNG PERIODS (e.g. 2 weeks, 1 month, 2 manth, 1 year, etc)

SETUP - the single-time amount payable at the moment when a unit of the resource is purchased;

FREE - the number of resource units users get for free;

MOMTHLY - the advance payment for one unit of this resource;

EXTRA - the payment for every resource unit used beyond the quota.

*Leave fields blank instead of entering zeros.

Quotas
Summary 1
traffic Free | I GB Monthiy | + $/GB Extra + $/GB Max | + GB
Disk
space  Free | 1 MB Mnnthl',rl— + §/MB Maxl— + MB
Quota

Domain Resources

Domain  Free I + Setupl + ¢ Mu:unthlvl + 4§ Maxl +

Other Domain Resources
Web Services
Statistics

Mail Services

Mailbox 1
quota Freel ' mb Mu:unthl','l + $/mb Maxl + mb

E-Commerce Options

Other

CREATE Unix | I
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Note: if you have already set the price for a resource or the resource has a free value
(e.g. disk quota, traffic etc.), the records on it will be represented in the subsequent
steps regardless of your settings in Simplified Plan Wizard

A Typical Plan Wizard

Most plan wizards follow the same pattern and guide you through two or more steps:

A step 1
- including or excluding particular resources;
- making them active by default;
- configuring settings such as duration of the trial period, credit limit, money-back
period, default type of IP, etc.

A subsequent steps:
- setting custom prices for domain registration services in this specific plan;
- setting free amounts and prices for each resource type for the default(1 month)
and actualbilling periods.
* The number of subsequent steps depends on the actual billing periods for this
plan.

In this section:

Step 1. Selecting Resources and Configuring Plan Settings .........ccccoeeveeevieienn, 160
Subsequent Steps. Setting PriCeS.......ccuviiiiiiiiiei e e e 171



160 Plans

Step 1. Selecting Resources and Configuring Plan
Settings

On the first step, select which resources will be available and active in the plan.
Note that Plan Wizards display only those resources that are enabled globally in the
system. Read about Global Resources for more info.

A Include check the box to have the resource available for users subscribing for the
plan. If you leave this box unchecked, users of this plan will be unable to take
advantage of this resource. Checking Includealone doesnd activate this resource by
default; in newly created accounts it will be off.

- Activateddetermines whether the resource should be enabled immediately at
signup (checked) or activated later by the user (unchecked). If a pay resource has
Activated unchecked, it wond be included in the signup bill, but users will be able to
turn it on when necessary and will be charged for it at the moment of activation. But
if a pay resource has Activated checked, it will be included in the signup bill, and will
be charged for when users enable it in their control panel. If the activated resource
has some pay child resources also activated in the plan wizard, they will be included
in the signup bill and user will be charged for them at the moment of activating the
parent resource.

Some of the plan® resources are integral to the system and cannot be excluded from
the plan. They are not available on this page.

Note: If you exclude resources that are in use by some users, theydl remain functional
but become inaccessible from the user control panel.

First, you enter Plan namdéor the plan you are creating. Later you can change the plan
name in the Plan Settings (on page 185).

Unix Plan Creation Wizard. Step 1.

Flan Mame Lnix | +
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Then, Step 1 allows you to configure the following hosting resources:

Summary Disk Usage

Host Existing Site [
Domain registration

Comain Transfer g

SubDaomain g
Stopgap Domain
Third level domain g

Third level domain. (Mail
Under Host Domain) [l

Domain alias g
Parked domain g
Service Domain g

Signup Without Domains

Quotas
I_ Include

Domain Resources g

F Include
F Include F Leave registrar prices as they are

|_ Include F Leave domain transfer prices as they are

Other Domain Resources
F Include
F Include

|_ Include
|_ Include

I""'_ Include
F Include
I_ Include

F Include
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Summary Disk Usagenchecking this box will stop the system from billing end users
for disk usage.

Host Existing Siteallows to host domains registered outside Parallels H-Sphere
without transfering them into supported registrars.

Domain registratiomllow users to create new standard domains through domain
registration services supported in Parallels H-Sphere.

Leave registrar prices as they: &heck this box to skip the second step of the wizard
and use the default prices. To enter custom domain registration prices, dona@ check
this box.

Domain Transfeallows users to transfer domains already registered outside
Parallels H-Sphere with any registar to OpenSRS or Enom.

Leave domain transfer prices as they@heck this box to skip the second step of the
wizard and use the default prices. To enter custom domain transfer prices, dond
check this box.

SubDomainallow users to create subdomains. Subdomains have the same
functionalities as regular domains.

Stopgap Domaimllow your customers to use hosting services without a real domain.
Stopgap domains don& have DNS zones, and dond allow e-mail service. Still, users
can access their sites using their instant domain aliases.

Stopgap domains support web site management and FTP services. Also, IP-only
access is possible with a dedicated IP.

Third level domairllow your customers to create third level domains based on the
domain names you offer. E.g. if your domain name is example.com, a user can
have a domain like thirdlevel.example.com. Third level domains have the same
functionalities as second level domains, i.e. regular domains.

Domain aliagalso referred to as stack domain) an extra domain name that points to
a @rimaryédomain. For example, the owner of the domain name example.com can
register another domain name, e.g. example.net and have it point to the location of
example.com. This means that every Internet user who goes to example.net will
land in example.com. Domain alias can have its own DNS zone, custom DNS
records and their own mail service.

Parked domairallow your customers to use Parallels H-Sphere DNS server for
designating IPs to domain names serviced and hosted on other servers (hot those
of Parallels H-Sphere).

Service Domairshould be included only for the administrative plans (like System
plan) to host and manage your corporate web- site. To enable users register third
level domains with the second level domain name of your corporate site, register it
as a service domain. For example, the company offers third level domains at
example.com, such as thirdlevel.example.com or userdomain.example.com.
Naturally, the site of the hosting company should be available at example.com or
www.example.com.
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Web Services
CGI Resource I tncude I~ Adivated
cgi-bin Resource ¥ Incude ¥ Adtivated
Front Page I tncude [ Adivated
Server Side Indude @@ [ Incude | Activated
PHP Module (&) I tncude & adivated
Redirect Url (i) " Indude
Directory Index B [“ thoude

Server Side Imagemap

g |_ Include

Throttle Resource g [ Inoude

mnogoSearch [ ™ Indude
phpBB E ™ 1noude
Error Document [ F 1haude

Logical Server Group

(Unix web servers) (il Mo b ey
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CGI Resourcallow your customers to map file extensions as CGI executables.

cgi-bin Resourceallow your customers to create cgi-bin directory, so all the cgi-bin
directory® content is treated as cgi executables which the server tries to run.

Front Pageallow your customers to use FrontPage extensions on their web sites.

Server Side Includellow your customers to use interactive real-time features such
as echoing current time, conditional execution based on logical comparisons,
querying or updating a database, sending an e-mail etc., with no programming or
CGl scripts.

PHP Modulallow your customers to create dynamic web pages with PHP.

Redirect URLallow your customers to redirect visitors from one URL to another.
When an Internet user tries to connect to a URL that is redirected, he is taken to the
address this URL is mapped to.

Directory Indexallow your customers to set their custom directory indexes

Server Side Imagemaglow your customers to have files with a specific extension
regarded as map files

Throttle Resourceallow your customers dhrottleéthe use of traffic in their accounts by
delaying or refusing requests to their sites.

mnogoSearchallow your customers to use Parallels H-Sphere integrated search
engine that searches their sites by keywords.

php BB allow your customers to use php BB, Parallels H-Sphere integrated, high
powered, fully scalable, and highly customizable bulletin board package.

Error documentllow your customers to configure their own error pages that are
shown when the requested pages fail to open.

Logical Server Groupppropriate resources under this plan will be created on a
particular logical server group.

Statistics
Referrer Log I Indude [ Adivated
Agent Log M Incude [ Activated
Error Log I Indude [ Adivated
Webalizer Resource I Include I Adtivated

Modlogan Resource F tnaude | Adivated

Urchin 3 I tncude I Adivated
Urchin 4 I tncude | Adivated
AWStats I Indude [ Adtivated
Transfer Log I tncude | Adivated

Web Stats Password

Protection FIncIude |_ Activated
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Referrer Logcheck the box to have separate referrer logs written into user
directories. Referrer logs contain the URLs from which visitors were referred to your
customer® site.

Agent Logcheck the box to have separate agent logs written into user directories.
Agent logs contain data about visitorsébrowsers or any other Internet-based
software, and related data.

Error Log check the box to have separate error logs written into user directories.
Error logs store data about errors generated by the server (e.g. Page Not Fouretror)
or by their cgi scripts.

Webalizer Resoureend Modlogan Resourc€heck the boxes to install Webalizer and
Modlogan into user directories. These freeware tools parse the transfer log and
produce statistics reports in readable HTML format to be viewed through a browser.

Urchin3and Urchin4 Make sure to have Urchin installed and configured before
enabling it in the plan. Check the sysadmin guide for Urchin installation and
configuration.

AWStatsanother free tool that generates advanced graphical web server statistics
reports. AWStats is set up on each Unix/Linux and Windows web server with
Parallels H-Sphere installation or upgrade.

Transfer Logcheck the boxes to have transfer logs written into user directories.
Transfer logs include combined data about every visit to your customer® site,
including:

A Remote host IP (i.e. visitor® IP)

Time of request (i.e. when visitor requested the page)
First line of request

Error generated by request, if any

Size of message sent in response to the request
Referrer (i.e. from which page visitor was directed)

> > > P>y > >

Agent ID (i.e. type of browser or another agent and related information, such as
user& OS, etc.)

Web Stats Password Protectibrenabled, will allow your users to password protect
their sitesoéstatistics compiled by Webalizer, AW Stats and Modlogan.
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Mail Services

Email Auto Responder @ |- 1nqude

Mail Box Alias i) " tncude

Mail Forward () [ 1ndude

Mailing List (&) ¥ Incude

Mail Domain Alias (i) ™ naude

Mail Relay (&) I tndude [ Adivated
Antispam &) I Indude | Adivated
Antivirus &) I tncude I adivated
Mail SPF &) I Indude | Adivated
Lagical Server Group (Mail

T mail servers

Allow or disallow your customers to create the above mail resources:

> > > >

Email Auto Responddo automatically reply to senders with a uniform response
when mail arrives in a mailbox.
Mail Box Aliago have an alternative address to an existing mailbox.
Mail Forwardo automatically forward all incoming mail to a list of remote addresses.
Mailing Listto send mail to multiple recipients.
Mail Domain Aliago have an alternative domain name to a mail domain. This is an
obligatory resource for Email onlyplans, and therefore it& not listed as an option in
their wizards. ImportantMail Domain Alias in the Email Only Plais the same as
Domain Alias
Mail Relagnable this option to ensure incoming mail is kept on the mail relay server,
if your primary mail server goes down.
AntiSpamto set spam filtering for user mail domains.
AntiVirusto set virus filtering for user mailboxes.
Logical Server Group (Mail seryeappropriate mail resources under this plan will be
created on the particular logical server group
E-Commerce Options

S5L Module &) [ Incude

Comodo SSL [ [< tnaude

Shared 5L &) ™ ineude

Miva Empresa Engine @ | 1noude | Adivated

MIVA Resource fg) I™ 1ncude ™ Adtivated

osCommerce [ 1haude
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SSL Modulesnable your customers to use SSL (Secure Sockets Layer protocol) - a
standard for transmitting confidential data such as credit card numbers over the
Internet.

Comodo SSlallow buying and installing Comodo SSL directly from user CP.

Shared SSlprovide SSL (Secure Sockets Layer) encryption and business
authentication to Web business customers.

Miva Resourcallow your users to create online stores with Miva Merchant. For
more information visit www.miva.com/products/merchant/

osCommerceallow your users to create online stores using an open source e-
commerce solution (osCommerce 2.1 release). For more information visit
WWW.0scommerce.com.

Other
FTP sub-account i) I Inciude

Virtual FTP Server [ [+ Include

Anonymous FTP Server

g [+ Incude
Custom DNS Record & [ 1nclude
Shell Access [ied) ™ Incude
Crontab B I Include
Kanoodle [ I Indude
RLimitCPU (i) I Indude

RLimitCPU Min o +
RLImitCPU Max [0 +
RLImitMEM (£ I nclude
RLimitMEM Min [201456  +
RLimitMEM Max [291456  +
RLimitNPROC () I nclude
RLimitNPROC Min -+
RLimitNPROC Max [+

SiteStudio FII‘IE“.IdE

MySQL g ™ 1nclude

Logical Server Group

(MySOL servers) I mysql_example |

MS SQL Mot configured

PGSOL E rIncIude

Logical Server Group PGSQL servers

(PostgresSQL servers) Please note, there are no servers in the group currently

%7 available for signup.


http://www.miva.com/products/merchant/
http://www.oscommerce.com/
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A FTP sukaccount allow or disallow your customer to create additional logins and
passwords to his directory so his friends or colleagues can independently use it.

A Virtual FTP Servetlow or disallow your customers to let their friends and colleagues
download, upload or view files in the dedicated directories.

A Anonymous FTP Servaitow or disallow your customers to let anybody else
download, upload or view files in the dedicated directories.

A Custom DNS Recomilow your customers to create new custom DNS records.

A Shell Accessallow your customers to access and operate their accounts through
Shell.

A Crontabenable your customers to clock and run their own Unix shell scripts
automatically.

A Kanoodleenable your customers to promote their website.

A RLimitCPUchecking the box will restrict the CPU usage by usersdcgi scripts.

A RLimitCPU Minset the soft resource limit in seconds per process.

A RLimitCPU Maxset the maximum resource limit in seconds per process.

A RLimitMEMchecking the box will restrict the memory usage by userécgi scripts.

A RLimitMEM Minset the soft resource limit in bytes per process.

A RLimitMEM Maxset the maximum resource limit in bytes per process.

A RLimitNPROGhecking the box will restrict the number of simultaneous processes
per user.

A RLimitNPROC Mirset the minimum number of processes.

A RLimitNPROC Maset the maximum number of processes.

A Site Studioallow your customers to use a powerful site construction tool enabling
them to create a professional-looking site in a matter of minutes.

A MySQL, MS SQL, PGSgllow or disallow your customers to create and use their own

databases.
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Settings

Money Back Guarantee

g I + Days ™ Enable

E-mail order

confirmation B -~
T pajd

Billing type &3 £ Trial Duratinnl + Creditlimitl +
{7 Without billing

Credit limit | +

Default IP type & Shared ¢ Dedicated

Shared IP Tag Iz |

Instant alias appearance
for given shared IP tag |dNNN.uNNN.techwriters.psnﬂ d|

Z

Stopgap domain

appearance for given | username.uMNN techwriters.psoft |
shared IP tag [

Demo only mode

Be carefull g r
Mext |
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Money Back Guarantdbe period in days after pay registration when users can claim
back the recurrent fees they have paid if they decide to quit hosting services. The
Money Back amount does not include the Setup Fees and is not affected by the
refund percentage. The blank field sets it to zero, which disables the feature.
Immediately takes effect and influences existent accounts. Recommended Value:
less than 1 billing period.

E-mail Order Confirmatioget the system to send e-mail copies of order confirmations
to users registered under the plan. Note:

e-mail invoices are sent to the e-mail address user provides in his billing info or
contact info (in the absence of the first)

the default can be overridden by individual user settings

toggling the option doesnd affect settings of the existing users
Billing Type

A Paid:no trial period available.Note:dona switch to without billing.

A Trial:paid plan with trial period available. Check the box to enable trial
registration for this plan. If the box is checked, you will have to fill in the following
fields too:

- Durationenter the duration of the trial period in days. Usually trial period does
not exceed one month.

- Credit Limitmaximum amount of credit a trial user can run up acquiring paid
resources. If you set Trial Credit Limit to zero, trial users will be able to acquire
only free resources. Usually this amount either equals the initial registration
payment plus the recurrent fee for one payment period, or exceeds it a bit to
enable trial users to buy some extra resources. After this amount has been
reached, the user cannot purchase any more resources. When trial users
become pay users, they are charged the amount they have run up during the
trial period.

Note: decreasing the trial period affects already signed up trial users so their trial
time is @utb Their accounts can be suspended if they have had their accounts
more than the trial period is set to.

Without billinga totally free plan. Accounts registered without filling in the billing
forms. Note: dond switch to paid.

Credit Limitamount of account® @xpenses6tto be accumulated until it is charged.

Default IP typealefine the kind of IP user domains will get at signup (shared or
dedicated). Each new user to signup for this plan will be given this kind of IP.
Recommended value Shared Note that:

In the case of dedicated IPs, when you run out of dedicated IPs, newcomers wond
be able to signup.

Changing this parameter doesnd affect existent domains. Only new domains
created under reconfigured plan will get the defined IP type. This is done either at
signup or in the existent account.

Shared IP Ta@ digital fmarkothat is assigned to all accounts created under this
plan. Dond change this value unless instructed to do so by your parent host.
Recommended value 2.

Note: dond change the shared IP tag in Windows based plans if they have live
accounts.
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In Unix based plans changed shared IP tag immediately shows up in the system
control panel interface, however it actually takes effect only when the changes to
the server configuration are applied.

A Instant alias appearance for given shared 1Réert a template to create user instant
aliases. Instant aliases are based on your domain names and allow users to view
their sites without using their own domains. The example of an instant alias
appearance is username.KNNN.example.com, where kNNN is the name of the
logical server, on which user® account is located. Changes to this parameter will
apply only to new domains, while the existent domains will retain the @ldéshared IP
tag.

A Stopgap domain appearance for given share:|Belegt a representation for user
stopgap domains. Stopgap domains will allow users to maintain their sites and
access them using instant domain aliases. Stopgap domain is not a real domain
and does not allow the user to have any domain name, DNS zone, and e-mail
service. However, stopgap domain users can have IP-only access if they purchase
a dedicated IP. Changes to this parameter will apply only to new domains, while the
existent domains will retain the @ldoshared IP tag.

A Demo only modallow creating demo end user accounts to demonstrate the
capabilities of Parallels H-Sphere without having to use real resources. In demo
mode, resources and services arend created or used, but their creation and usage
is simulated in the user control panel. For instance, users can create mailboxes,
and the control panel will behave as if the mailboxes have been created, but in fact
they havend.

Subsequent Steps. Setting Prices

On subsequent steps, set prices and quotas for this plan. To enter the price
configuration pages, dond check the Leave registrar prices as yhareon step 1.

To limit amounts of resources users can obtain, set max values in the plan wizard:

Mailbox Free IS + Setupllﬂ + 4 l-10nth|-,'|15 + 4 lﬂaxllﬂﬂ +
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Unix RealMedia Plan Wizard

This plan type allows hosting RealMedia streaming audio content on Unix platforms.

MySQL Plan Wizard

The plans created with this wizard allow customers only to create and use MySQL
online databases. The customer can authorize individual Internet users to connect to
the MySQL database and use it from any remote location.

Windows PlaWVizard

Windows plans are created similarly to Unix plans (see Unix Plan Wizard). The only
difference is that you can include:

A MS Sharepointo allow your clients install Windows SharePoint Services on their
domains

A MS Sharepoint Ustr allow your clients create users within their Windows
SharePoint Services

A Dedicated Application Pdolenable your clients create dedicated application pools
introduced by IIS 6.0 right from their user cp

A Web Directorto enable your clients create web directories with two authentication
levels and different sets of permission right from their user cp

A Web Applicatioto enable your clients assign web applications to web directories, in
the same time choosing a shared or a dedicated pool for each application

Virtual Directoryo enable your users create virtual directories and reorganize data

A ColdFusion Module enable your users to maintain sites created by ColdFusion
(Third party commercial products such as ColdFusion, MS SQL server, Real Server,
and Miva are purchased separately and should be installed prior to Parallels H-
Sphere)

A ASPresource to enable your users maintain sites created by means of ASP

A ASPSecuretb enable your users to manage access to their site resources creating
their own groups and users

v T

A ASPSecuredLioseto enable your customers to use ASPSecuredLicense for multiple
sites

A ASP.NETo enable your customers to use .NET applications

A MS SQL Manager enable your customers to manage their MS SQL databases
through a web-interface with ASP Enterprise Manager

A ODBC Servicallow your customers to use ODBC resource and manage databases
by means of its drivers.
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A ODBC DSN Recomllow your customers to have system DSN records based on
ODBC drivers.

A CF DSN Recardllow your customers to have system DSN records registred in
ColdFusion.

Note: you cand create Windows plans, unless you have ®indowso6physical servers.
Not configuredneans that your system lacks servers pertaining to the services to be run
under the plan.
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Windows RealMedia Plan Wizard

You cand create Windows RealMedia plans unless you have a winbox with properly
configured RealServer.

E-mail Plan Wizard

E-mail plans are created similarly to Unix plans (see Unix Plan Wizard). The only
difference is that they donda include any resources other than domain, mail and Custom
DNS record. Stopgap domains are not supported.

To set the maximum number of resource units a user can buy under this plan, go to
INFO-> Plans-> Resource> Edit(next to the selected resource) -> the Maxfield

VPS Plan Wizard

VPS plans are created similarly to Unix plans (see Unix Plan Wizard). The only
difference is that you can include
A VPS memory limitheck to restrict memory consumption by one VPS account.

A VPS process limitheck to set the maximum number of simultaneous system
processes.

A Summary Disk Usagmandatory resource. Users will be charged for the actual disk
space used.

A VPS context RSS litite maximum resident/virtual memory usage for processes
running and libraries loaded on a VPS server.

VPS files limithe maximum number of file handlers opened inside a VPS server.

A VPS TCP sockets linthe maximum number of TCP connections established on a
VPS server.

A VPS CPU hard limitte maximum CPU usage (of all host server CPUs) for a VPS
server.

A Custom DNS Recorcheck to enable creating custom DNS records.
A VPS server detailgeturns technical server info.

. T
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Hosted Exchange Plan Wizard

Resellers can enable MS Exchange hosting by creating Hosted Exchange Plan.

Users signed up for this plan are allowed to manage MS Exchange Hosting in Parallels
H-Sphere from their user CP.

Markup Plan Wizard

Markup plans are created on the base of other hosting plans configured to allow
reselling.

1 To allow reselling of a plan, go to Plans-> Manageclick the Settingsicon
in the Advancedcolumn next to the plan you would like to configure as
available for reselling and turn on the option oThis plan can be resdld
Otherwise when creating a markup plan it wond list this plan as
available for reselling.

2 Go to Plans->Createand choose Createa markup plaat the bottom of the
form.

3 On the form you will be taken to, pick a base plan for your markup
plan.

4 On the first wizard step can change only Settings options. You cannot
exclude predefined resources.

5 On subsequent wizard steps set retail prices. Base plan prices are
displayed in square brackets.
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Admin Plans

This document explains how to create and edit admin plans. Administrator plan wizards
allow creating Tech Support, Billing and other admin plans.

Creating Admin Plans

U To create an admitap:
1 Select Createin the Plansmenu.
2 Select Administrator plan wizaréllow admins to do the following:

Admin Plan Creation Wizard. Step 1.

Plan Mame lm:lmin | +
Essential Resources
Signup Admin |7 Include
Compatible Plan Groups F Include
Plan nameenter admin plan name.

Signhup Adminsign up new users.
Compatible Plan Grasirrange compatible plans in groups.

Support Center Options

Login as user |~"_Include
TroubleTicket Adrmin " 1nclude
Allow assignment of trouble tickets r

Account Preview " Include

Login as userog into usersdaccounts.

TroubleTicket Admianswer usersétrouble tickets.

Allow assignment of trouble tickedssign usersotrouble tickets to other tech support
members.

Account Previewiew usersdcontact and billing info and other account details.

Billing Management Options

Merchant Gateway Manager |-"_ Include
Admin Billing Manager |-’_Include
Daily Financial Report [ Include

Merchant Gateway Managemfigure merchant gateways.
Admin Billing Manageadminister usersobilling: debit and credit userséaccounts, view
reports.

Daily Financial Repodreate daily user reports.
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Third Party Packages Management
Kanoodle Manager [ Include

Site Toolbox [ Include

Kanoodle Managesign up as a Kanoodle.com Referral Partner from Parallels H-
Sphere.
Site Toolboxconfigure and enable Site Toolbox utility
SpamAssassin Manageanfigure SpamAssassin.
System Management Options
Admin DNS manager [+ Include

Reseller Server Aliases [ Include

Mext |

Admin DNS managenanage DNS settings.
Reseller Server Aliaaccess and create reseller server aliases.
Click Nextto complete plan creation.

Once the plan is created, turn this plan ON in the Signup Accessection
on the plans page in order to allow signups.

Use this plan to create administrative plans for all purposes.

Editing Admin Plans

To edit admin plan:
Go to the Plans-> Managegpage and select necessary plan.

On the Plan Edit Wizaydnake necessary changes by
checking/uncheking resources.

Click Nextto confirm changes.
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Demo Plans

This section explains how to create demo plans using plan creation wizards. Demo
plans allow creating demo end user accounts to demonstrate the capabilities of
Parallels H-Sphere without having to use real resources. In demo mode, resources and

services arend created or used, but their creation and usage is simulated in the user

control panel. For instance, users can create mailboxes, and the control panel will
behave as if the mailboxes have been created, but in fact they havend.

Demo plans, similarly to regular plans, are created with Plan Creation Wizards:

1
2
3

Select Createin the Plansmenu.
In the list of plans select the plan.

On Step 1 of the wizard, enter a name for the plan and choose the
resources you want to demonstrate in the user demo control panel.
Note: In user control panels, many resources will show as disabled
even if you include them into the plan. See below for their list.

Scroll down to the Settingssection and check the Demo Only Mod®ox.

Settings
Money Back Guarantee I— + Days |_ Enable
E-mail order confirmation [«

& paid

Billing type " Trial Duration| + Credit limit +

" Without billing

Credit limit | +

Default IP type * Shared ¢ Dedicated
Shared IP Tag |2 =

Instant alias appearance for given shared IP

tag IdNNN.uNNN.tE5t242.psnft ;l

Stopgap domain appearance for given shared
IP tag Iusername.uNNN.testME.psnft ;l

Demo only mode
Be carefull
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Important: You wond be able to turn this option off in the plan editor later.

5 Click Nextto proceed. Skip domain registration page if it appears.
6 Step 2 shows the fields to enter free amount of resources necessary

for the system to operate.

Unix Plan Creation Wizard. Step 2.

Plan Mame: Unix I
Prices
Quotas
Summary traffic Free |5— + GB
Free 3+ me

Disk space Quota
Domain types

Web Services
Statistics
Mail Services

Freelz + MBE

E-Commerce Options

Other
CREATE Unix | |

Mailbox quota
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Note: You dond need to enter prices or free units.

Click Nextto complete plan creation.

Once the Demo plan is created, go back to Managen the Plansmenu
and turn the newly created plan ON for user signups.

If you want to create more payment periods for the plan, go to Plans->
Manage > Settingsand add as many payment periods as you need.

Now that the plan is created and enabled, users can sign up for it and navigate their
control panels. If they like the system and want to go ahead and buy it, they will have to
sign up again under a paid plan. Demo Mode doesnd allow switching plans.

Remember that a demo account takes a user license like any other Parallels H-Sphere
user account.

Demo plans demonstrate how to:

Dy >y D D By D Dy Py D> Dy D

Transfer domains previously created

Add subdomains

Add Stopgap domains

Create Third level domains

Add domain aliases

Create Parked domains

Use Trouble Ticket support system

Add Front Pagextensions

Change disk quota and traffic usage

Change billing period

Create MySQL, MS SQL and PgSQL databases
Set Summary Disk Usage

Create FTP sub-account - additional logins and passwords to main directory
View Error, Transfer, and Agent logs

Demo plans dond allow to:

>y > P> > >

Have a home directory on the web server

Have mailboxes and other mail resources

Have MySQL / PGSQL / MS SQL databases
Register domains through the domain registrars
Create Service Domains

Use Site Studicsite construction tool

Use third party products such as Miva, osCommerce, Modlogan, Webalizer, cgi
scripts, etc.
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Access o Plans

This section explains how to set permissions to plans, i.e. who can create accounts
under given plans.

Accounts can be created from outside the control panel (ffrom the streetd or from
existing accounts in Parallels H-Sphere. An account can be created ffrom the streetoif
it has unrestricted access. You can also restrict plan access to users of selected plans
or only to administrators.

To set up plan access:
Select Managen the Plansmenu.

Click Accessfor the plan to restrict access to.
Check authorized plans:

w N =

Unix IT Access resources settings show

IF no boxes are checked, full access to this plan is granted
[ admin

|_ Tech Support

Tech Support Admin

Unix I

Unix II

Unix systermn

VPS

VPS I

WPS MEW

L U R A R

VPS_Reseller
Change |

A Admin onlyTo make this plan available only to the administrator, check only
Admin For example, all Admin level plans should be unavailable to other users
other than administrators.

A Registered User3:o make this plan available only to registered users under
specific plans, check these plans in the list.

A Full accessTo make this plan available ffrom the streetq uncheck all plans in the
list.
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Plan Controls

This section describes the advanced plan controls. However it is recommended to
avoid using them, if the same task can be done with the plan edit wizard.

To access plan controls, enter the admin Control Panel and go to Plansmenu ->
Manage Here you can see a list of available plans and multiple control options to handle

the plans:

Flans

::E;ﬂ FPlan Description Group Signup Access Advanced Action
i Admin < @ & kR J o
7004 PEN @ @& &R <« 3D
7001 Tech SupportAdmin < @ & g Q J 3
7000 Tech Support @ & LN J @
7003 Unixltestz < @ Srund & Y 1 @
7002 Unix system @ 5 & Kk Q 1)
7005 reseller < @ & & Q 1) @

Signup Links Deleted plans
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>

Clicking the lens icon near the plan will start the signup wizard.

ON/OFF iconturn the plan ON to enable signup under the plan for all users including
admin. Turning it OFF will disable signup and with it all plan settings will be
preserved.

Access - set permissions to create accounts under a plan for the users of other
plans. FULL against the plan identifies that full access to this plan is granted.

Show: select resources that will show on signup pages for the plan.

Settings - configure template locations. This page is partly reserved for Parallels H-
Sphere development and should not be used in production control panels.

Editin the Actionsection - click to open the Edit Plan wizard.

Copy: create a copy of this plan. You may need this option to create a new plan
based on the selected plan.

Delete: delete a plan.

Show

This pages shows all resources included into the plan in the Plan Creation Wizard.

Her

e you can select resources that will show to users on signup wizard pages.

Check resources to display on signup paqges for "Unix 1* plan resources settings access

=
=
=

=
-

-
=
=
-

Server Side Include
=50 Module

Webalizer Resource
Front Fage

hime Twpe

Email Auto Responder
hail Fonward
Anonymous FTP Serser
Yirtual FTF Server

Change |



184 Plans

Simply check all necessary resources and click Change

Copy

Alternatively to the Plan Creation Wizard, yo u can use this
feature to create custom plans based on the predefined plan
samples. To create a new plan, click Copy for the selected plan
sample. The newly created copy will appear in the plan list. You
can now modify it according to your needs via Plan E dit Wizard

or above discussed configuration tools.

Delete

Although deleting plans is quite a rare procedure (as plans are essential part of the
whole system), you may want to delete needless or harshly created plans.

To delete a plan, click the Trashicon in the selected plan entry.

Warning: Deleted plans cannot be restored by any means! Do not delete any of the
system default plans because they serve to create custom plans!

It is impossible to delete a plan if there is at least one account created under it. In other
words, you can delete only the plans without any accounts.

To see your deleted plans list, click the Deleted Planknk under the System Planshart on
the Planspage, Infomenu.
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Plan Settings

Plan settings on the Planspage allow to configure template locations, payment intervals
and promotions.

To access plan settings:

Enter the admin Control Panel and select Managédn the Plansmenu.
Click the Settingsicon in the Advancedsection for the target plan.

On the page that shows you can manage the following options:

w N =

Unix | test? Settings resources access show

Plan Configuration

Flan Mame |Llni>-c | test? +  Change |
Default Template |designfinﬂ:u.html +  Change |
Template directory | + Change |

Contact Info [



186

Plans

This page is reserved for Parallels H-Sphere development and debugging and should
not be used in production control panels.

A
A

Plan Namethis is the only place where you can edit the name of the plan.

Default Templatgefines the page that opens when a user logs into the control panel.
To specify a custom page, enter the file name and the path relative to the template
directory. If your template works incorrectly, you can remove it to return to the
system defaults.

Template Directogpecifies the name of the directory with templates used by this
specific plan. If a template is not found in this directory, the system takes generic
Parallels H-Sphere template with the same filename.

For example, you have a plan called EPECIAL§ where the Template Directory
parameter is set to special/ and the current skin is set to No Menud When the
system tries to find, for instance, the design/login.html template, it will first scan the
~cpan el/shiva/shiva -

templates/nomenu/replacements/special/design/ directory, and if fails,
it moves on to the ~cpanel/shiva/shiva - templates/nomenu/design/
directory in search of this template.

As seen from the above, the Template Directory parameter is NOT used for creating
custom templates. Instead, when a new plan is added to the system, plan-specific
templates are placed in this directory. Besides that, when you customize Parallels
H-Sphere templates, you should check the replacements/ directory of each design
location for plan-specific templates and customize them if necessary.

Contact infoit®& highly recommended to use this feature only for admin plans! With
this feature turned OFF, user contact info will be unavailable which will disable
billing for all accounts under this plan and sending system email notifications.

Billing Configuration

Credit limit [+
Change |

Faymentintersals  [interval] [Size] [Setup D] [Usage D] [Recurrent D] [Control]
MONTH 1 % % % i
2

Credit limitenter a credit limit for the plan. Read more in Credit Limit (on page 213)
documentation.

Paynent Intervalenter how far in advance recurrent fees for billing period resources
are prepaid.

Promotions management

Fromotions usage @

[Promotion name] [Billing description] [Control]
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Promotions managemeassign flexible discounts to the particular plan. One plan can
have several associated promotions.

Custom Yalues

menuld |uni>c;

Submit |

Add Custom Yalue

Marme |

“Yalue |

Subimit |

A Custom Values: menuld Parallels H-Sphere, each plan type has its own
corresponding menu configuration. These menu types are configured in the
/hsphere/local/home/cpane I/shiva/psoft/hsphere/menu.xml file. We
use the menuld variable to specify the menu type. These are the standard menu
types for the corresponding Parallels H-Sphere plan types:

unix - Unix plan;

admin - Admin plan;

ttadmin - Trouble Ticket Admin plan;
bill - Billing plan;

reseller - Reseller plan;

winduz - Windows plan;

real - Real Server plan;

mysqgl - MySQL Only plan;

email_only - E-Mail Only plan;

vps - VPS plan.

You can add your custom menu to menu.xml and specify the custom menuld in the
form to assign it to the plan. In menu.xml, you should add the new menudef tag:

<menudef id= ocustom_menuld 0>

;}menudef>

Note:Menu customization should be done very carefully, according to the Menu
Customization Documentation (Customization Guide).

WARNING: If you set an incorrect value to menuld or leave this field empty in the
form, the left menu in your Control Panel wona show up!

A Add custom valuelond add them unless you definitely know how to use them.
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Controlling RAM And CPU Usage

To prevent overconsumption of your server® resources by usersocgi scripts, you can
use Resource Limit Controls. It allows you to control the usage of the CPU, memory
and server processes on the box with the web server.

A RLimit Controls use directives of Apache 1.2.X modules and, therefore, are not
applicable for Windows hosting.

Enable RLimit in Plans

To apply RLimit to user scripts under a certain plan, scroll down to the Othersection of
the Plan Edit Wizard Step 1. It lists the following resources:

RLimitCPU [+ tnclude

RLImitCPU Min o +
RLIMitCPU Max 20 +
RLimitMEM [+ Include
RLIMItMEM Min [6291456 +
RLIMItMEM Max [6291456 +
RLimitNPROC [« Inoiude
RLIMitNPROC Min B+
RLIMItNPROC Max B+
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> > > P>y > B>y > D>y D

RLimitCPU restrict the strain of CPU usage.

RLimitCPU Minset the soft resource limit in seconds per process.
RLimitCPU Maxset the maximum resource limit in seconds per process.
RLimitMEM restrict the memory used by processes run on the server.
RLimitMEM Minset the soft resource limit in bytes per process.
RLimitMEM Maxset the maximum resource limit in bytes per process.
RLimitNPROEstrict the number of the processes run simultaneously.
RLimitNPROC Mirset the minimum number of processes.

RLimitNPROC Maset the maximum number of processes.

Configure RLimit Values

In most cases the default values are the best to prevent overconsumption of system
resources on the one hand and allow correct performance of cgi scripts on the other.
To set custom values for these resources, select Managen the Plansmenu. Then, click
the resourcedink next to the plan you would like to edit. On the page that appears, find:

RLimitCPU

The Minparameter sets the soft resource limit for all processes and the
Maxparameter sets the maximum resource limit.
CPU resource limits are expressed in seconds per process.

RLimitMEM

The Minparameter sets the soft resource limit for all processes and the
Maxparameter sets the maximum resource limit.
Memory resource limits are expressed in bytes per process.

RLimitNPROC

The Minparameter sets the soft resource limit for all processes and the
Maxparameter sets the maximum resource limit.
Process limits control the number of processes per user.

Dond change any parameters other than Minand Max

WARNING:

Enabled RLimitMEM may affect the performance of certain CGI scripts and may result
in FrontPage, Miva, and AW Stats failures. Users may get the fpremature end of script
headersdmessage. Therefore, you should disable RLimitMEM if your customers use
FrontPage, Miva, and AWStats, because these products use a lot of RAM.

For more info, please refer to Apache Documentation: What does it mean when my
CGls fail with fPremature end of script headersd?
(http://httpd.apache.org/docs/misc/FAQ-F.html#premature-script-headers)

The above changes will be applied only to accounts created thereafter. If you need to
apply these changes to a specific existing account, enter this account® control panel,
go to the Web Optionpage, and click Apply Changes

Limiting Resource Use For Individual Accounts
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To switch RLimitMEM OFF for one account in a plan where RLimitMEM is ON:
Switch RLimitMEM OFF for the whole plan

Enter this accountsdcontrol panel

Go to the Web Optionpage

Click Apply Changes

Go back to your admin control panel

Switch RLimitMEM back ON for the whole plan

The reverse procedure can be used to switch RLimitMEM ON for one account in
a plan where RLIimitMEM is OFF.

o 0ol A WN PP



CHAPTER 12

Billing

One of Parallels H-Sphere® biggest assets is that it provides fully automated billing for
credit card payment accounts. It also supports other types of payments including check
payments, web payment systems, wire transfers, etc. This chapter provides an
overview of all billing features in Parallels H-Sphere.

Plans

Hosting resources and services are sold in plans, each having its own price scheme. In
plan settings, the administrator needs to set:

- which resources will be available in the plan;

- prices, free units, and max units for each resource;

- credit limit, moneyback period, billing type, etc. More >> (on page 155)

Billing fpes

Plans in Parallels H-Sphere can be commercial and free. Free plans are typically used
to host your corporate site, use an external billing system, or to disable billing for any
other reasons. Commercial plans require payments by credit cards or checks.
Commercial plans can allow trial hosting for a limited period of time. More >> (on page
206)

Trial Hosting

Trial hosting enables users to sign up for a plan and use it for a certain number of days
without paying. If a trial user decides to continue and become a pay user, Parallels H-
Sphere charges (1) for the resources that were purchased/used during the trial period
and (2) recurrent fees for the next billing period. If a user decides to quit, the account
gets suspended when the trial period ends. More >> (on page 279)

Billing Profiles

For the system to be able to charge customers for the resources and services, each
pay user should enter the information about credit cards or check account. Such info is
contained in user® billing profile. One billing profile can be used for several accounts.
At the same time customers can have multiple billing profiles, but only one active at a
time. Trial and free accounts don@ have billing profiles. More >> (on page 206)
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Prices

The system charges users three types of fees:

A Setup: only when a user purchases a resource.

A Recurrent: at the beginning of the billing period or billing month.

A Overlimit: for resources used beyond the pre-paid limit (e.g. summary disk space
usage, traffic, etc.).

Fees are calculated based on prices and billing periods. More >> (on page 215)

Billing Periods

You can create many billing periods within a plan for customers to choose from. Billing
periods allow you to set discounts for each individual price type - setup, recurrent, and
overlimit. The bigger billing period, the bigger the discount. More >> (on page 207)

Crediting Accounts

You can manually credit (put money to) individual accounts. Do this when you receive
check or other non-credit-card payments from customers or when you need to refund a
payment. These amounts are credited to the account balance, not credit cards. More
>> (on page 295)

Debiting Accounts

You can debit (take money from) individual accounts. Accounts are debited manually
when you need to charge your customers extra amounts.

You can configure your system to debit accounts on regular basis for services offered
outside Parallels H-Sphere, for instance, antivirus protection. More >> (on page 296)

Billing Modes

Parallels H-Sphere allows you to switch between the two modes of charging: credit limit
based and anniversary based. In credit limit based mode customers are charged every
time their balance exceeds credit limit. In anniversary based mode charges are done at
the end of each billing period or month, depending on type of the fee.

Traffic
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Actual use of traffic cannot be physically restricted, but can be regulated by charging
higher prices for overlimit traffic consumption. At the beginning of the billing period
customers pay for traffic they expect to run up. If they go over this pre-paid limit, they
are charged for the excess gigabytes at the overlimit rate at the end of each billing
month regardless the duration of the billing period. More >> (on page 139)

Disk Space

Parallels H-Sphere offers two approaches to paying for disk space. Disk Space Quota
used to charge users for booked disk space. Web, mail, and database resources take
separate quotas within the same account. Disk quota cana be exceeded, but users can
raise it if they need more disk space. Summary Disk Spageused to charge users for
actually used disk space. With summary disk space, users can exceed disk space limit,
and pay for excess megabytes at the overlimit rate at the end of each billing month
regardless the duration of the billing period.

E-mailing Invoices

When creating plans, you choose whether you want Parallels H-Sphere to e-mail
invoices to users immediately after they buy resources. With e-mail invoicing on,
customers will receive invoices for every single bill entry, e.g. overlimit traffic. With e-
mail invoicing off, customers will get no invoices, even at the end of the billing period.
After signup, users can change this option for their accounts.

Taxes

Parallels H-Sphere allows you to apply taxes, such as VAT, to customer charges.
Taxes are added to the summary invoice amounts.

You can wave individual users from paying taxes. At signup, users enter tax exemption
code, then you need to approve or reject it. More >> (on page 218)

Promotions

You can apply promotions to plans. You can give a promo codeo eligible users to offer
them a discount. Or you can create an unnamed promotiahat will apply to all accounts
under this plan for a specified period of time, for instance the month before Christmas.
More >> (on page 226)

Suspending Debtors

You can set how many days your customers can stay in debt before they receive a
negative balance warning, or get their account suspended or deleted. More >> (on
page 301)
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Money Returns

On some account activities, such as quitting hosting, changing plans, or deleting paid
resources, Parallels H-Sphere automatically returns recurrent charges by crediting
customer® account balance. Refunds are calculated based on the moneyback period,
refund percentage and the resource billing type. If a customer quits with positive
balance, you need to send him the remaining amount by check. More >> (on page
221)

Billing Statements

A billing statement is a detail cumulative record of paid activity reflecting all charges
and credits incurred during a billing period. This means each billing statement
represents user& paid activity during the billing period.

Billing statements get sequential numberingn other words, each billing statement is

identified by account id and statement id in the format account_id-statement_id. For
example, account_id-1, account_id-2, ...

In this chapter:

RESEIET BilliNG ...ttt 195
BillING T YD ettt 206
BilliNg Profil@S.... ..o e 206
Billing Periods and DISCOUNTS ........cciiiiiiiiiiiiiiie et e e e et e e e e e eaneees 207
Changing Account® Billing Period................uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeees 210
Changing Billing Period Start DAte ...........ccoeiiiieiiiiiiiciie e 211
L@ =T 11 I ] 213
Fees Collected From CUSIOMEIS .......uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiieieeeesneeenesneeneeeneeeneeenee 215
LIz ¥ U PP PTTUPPTPPPTRUPPN 216
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MONEY RETUINS ...t e e e 221
MaNAGING DEDIOIS ...ttt nenne 224
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EXIra PACKAGES .....ooviiiiiiii it e et e e e e e e e e e e e e e e e e e e e aaaaees 230
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Reseller Billing

This document explains how you pay for resold resources and services. It complements
the guides on billing that explain how you charge your end customers.

Reselling with Parallels H-Sphere doesnd accord one-to-one with the general concept
of reselling. You dond buy resources before selling them. You pay AFTER you sell.

When a customer signs up for your plan and gets an account, physical resources are
created, and the system charges him the fees you have set up in the plan. At the same
time, your parent host charges you at their own prices. The difference between the
resource price set by your parent host (wholesale price) and the price you set (retalil
price) makes your profit.

You can resell hosting services in a currency which is different from that of your parent
hosting provider. This doesnd require currency conversion. You pay dollars, and charge
whatever you set in the regional settings.

In this section:

Wholesale Prices vs Retail PriCeS........uuuuieiiiiiiiiieeieee et 196
How do | view my billing NiStOry? ........ccoiiiiiiicie e 199
HOW dO I PAY 7. 203
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Wholesale Prices vs Retalil Prices

There are two pages that tell you what you are going to be charged: Online Price and
Reseller Price. Online priceells you what your provider charges you for your reseller
account (CP Account), reseller traffic, and summary disk usage. The In Usecolumn
shows the summary disk usage limit and summary traffic limit you have set in your

reseller control panel. Reseller priceells you the prices you will be charged for the
resources purchased and used by your end customers.

To open the Reseller pricpage, log into your reseller account and go to Billing-> Reseller
Price

OSupport Center
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This will bring up a chart with the wholesale fees you will be charged for resources
created and used under your end customersdaccounts:

Table 1.
Resource prices for reseller
Units Fees Roflind
Resource

Free uI:e Max Setup |Recurrent| Usage |Percentage
Actual account 2 2 10| $4.00 £5.00 100%;
Darmain 0 3 5| £2.00 +£3.00 100%:
lser Account | 23 Z00($£11.00 £6.00 100%:

Units

A Free:the amount of resource units your parent host gives you for free. In other

A

words you can distribute them between your end-customers and not be charged.
E.g.: with 5 free actual accounts you can create one reseller administrative account,
one account to host your own site, so called system account, and not pay for it.
Besides, you can distribute the rest 3 accounts among your end-customers, either
for free or as payable resource. In the latter case all the money you charge your end
customers for account creation will make up your net profit, as you are not
supposed to pay you parent host anything for them. When you run out of the
resources allocated as free, you will have to pay your parent host the fee he set for
each new account created by your end-customers.

In Usethe amount of resource units your end users are already using. In case of
guota resources such as Disk space Quota, this value shows the total of all end
user quotas regardless of actual disk usage.

Max:the amount of resource units you are restricted to distribute at most.

Fees

A

A

Setup Feethe amount of money you are charged single-time by your parent host for
creation of each payable resource unit under your end customer accounts.

Recurrent Feghe amount of money you are regularly charged by your parent host
as monthly payment for maintenance of each payable resource unit created under
your end-customer account.

Usage Feeot valid yet, reserved for future implementation.

Refund Percentagpercentage of the recurrent fee to be returned to you in case your
end customer decides to quit hosting and get his money back. This sum is adjusted
to the time left to the end of the end-customer® billing period and is calculated
according to the formula:

money your parent host returns you = setup fee x days left to the end of the billing
period x refund percentage / billing period duration in days / 100%.

E.g.: if your customer quits hosting on the 15" day from the beginning of his 30
days billing period, with $7 setup fee and 50% refund, parent host will return you
$1,75 (=$7x15x50/30/100).

The example below shows how this works:
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You created custom hosting plan fBronzedand set such prices for the resources

included:

Table 2. Prices you set for plan Bronze (retail prices)

free setup monthly usage (extra)
Account 0 $20 $8 N/A
Domain 0 $2 $11 N/A
Webalizer 0 $0 $4 N/A
Summary Traffic 1GB N/A $3 $5

A user comes to your site and signs up for this plan. As soon as he is through with
signup procedure with his domain transferred:

You charge your customgee table P

You are charged by your parent l{ese table )L

setup for account creation - $20 | setup for creation of your customer account - | $5
recurrent for account $8 recurrent fee for maintenance of his account - | $7
maintenance -

setup for domain transference - $2 setup for domain transference - $2
recurrent for domain $11 | recurrent for domain maintenance - $10
maintenance -

setup for creating Webalizer- $0 setup for creating Webalizer resource - $3
recurrent for using Webalizer - $4 recurrent for using Webalizer - $1

Then the user buys additional 2 GB of traffic because he doesn& want to pay you for overlimiting $5 fo

GB run up on his site.

recurrent for traffic increase

$6

A if you havena distributed $0
and run out of 10 GB free
traffic you were restricted
to by your parent host

B if you have distributed and | $2

run out of 10 GB free traffic
you were restricted to by
your parent host
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Total= $51

Total=

$28 (A) or

Use the following formula to calculate how much you finally net:

Net money you make = money you charge your customersi money you pay to

your parent host.

$5171 $28 = $23 (for A case)
or
$51 1 $30 = $21 (for B case)

How do Irew my billing history?

To learn how much you were accrued and charged, go to Billing-> Online Invoice or
Online Sum Invoic&he latter allows you to view invoices for all your billing profiles, in
case you use different credit cards or billing info for your checks on the contrary to

online invoice which shows invoices only for your active billing profile you currently use:

Account Billing Info

Credit Limit [i] $10.00

Balance [1] |421.10cCR

Your current billing period started on &pr 2, 2002 and ends up on Jun 2, Z00Z m

Description |i| Total m
Unix #1010{4/2/02 [i] - Open [i]} $3.90
Unix #1010 (3/2/02 [i] - 4/2/02 [i]) $185.59
Unix #1010 (2/2/02 [1] - 3/2/02 [1]) $134.78
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On the Invoicepage you can learn you current billing period start and end dates, what
your credit limit and current balance are:

A

A

Credit Limitestricts your ability to buy new resources in case your credit card fails to
be charged or you have run out of your balance money if you pay by check.

Balanceshows how much money you have at your disposal. A negative balance

shows how much you owe for the services used. This is usually appropriate for
users who pay by check and for credit card users whose credit cards failed to be

charged.

Descriptionyour current account ID and plan. In brackets you are shown when a
billing period was opened and closed.

Total:debit accruals + taxes drawn against your account during the billing period.
The amount isnd related to factual charges. And credits are ignored in calculation of
Total as well.

For example:

with - $2 opening balance and 10% tax you were accrued $10 setup fee + $1 tax. You
then sent $20 check and account was charged $13, the Total will show $11.00 (debit
accrual + tax).

* The initial setup fee is put in a separate invoice. To view details of any invoice in the
billing history, click its ID link in the Description column. The picture below illustrates
details for an invoice consisting of separate bills:

* find explanations below the entries/cells they apply to.



Billing

201

Here is the statement for your Reseller Basic account from Apr 2, 2002 until Now

1234356789

F

Opening Closing
Account ID Plan Balance Changes Balance
maoney on your | the difference | money on vour
balance atthe |between balance
beginning of apening and affected by
thiz billing clozing billing
peariad balance transactions
during thiz
billing periad
1010 Reseller Basic £4000 CR| $91.60CR| $131.60 CR
Your activity for your Unix account from Apr 2, 2002 until Now
Date Description Debits Credits Taxes Balances
time and date of the transaction | -type of fae tax-free debit accrual | tas-free credit | tranzaction balance
- the period this transaction accrual tau affected by
applies to this
-notes on what called the transaction
transaction and tax
Monthly fee for Reseller
4/2/02 3:21 PM Basic plan (4/2/02 - £200.00 £20.00 -£180.00
5,/2/02)
4/2/02 2:21 PM Recurrent reseller £36.00 £3.60 £219.60
' (4/2/02 - 6/2/02) T ' ' '
4/2/02 3:21 PM rEcly Shges o $350.00 $0.00| $131.60 CR

cancelled transaction is ignored in invoice calculations and doesn't affect it in any way

Ending balance as of: Apr 25, 2002

M - charged, | - cancelled

$301.00

total tan-free debit
accruals for this
billing pericd

$350.00

total tan-free
credit accruals
for this billing
peariad

$23.60

total tanes for
this billing
period

$131.60

money on your
balance
affected by
billing
transactions
during thiz
billing periad

HNDS(10.0%)

Note: if by the end of the billing period you are accrued the amount which doesna
exceed the credit limit, it isn@ charged, but carried over to the next billing period and
included into the proceeding charge.

To see what makes your &nd customersdcharges or accruals, click the invoice icon in
the descriptionentry. This will bring you to the page similar to the one below:

Dec 23 Recurrent Dec 28, |]an 28,
B win |1 ! [dornain] z0o01 2002 :
0 0 @ D
userl 7475 | domainl Rlan | MONTH :21040;38 o Recurrent $5.00 {12/28/01 - $0.00 4:46:98 | 4146135 userl@dornain.corm
T 1/28/02) P BM
Dec 23 Recurrent Dec 28, |]an 28,
B win |1 ! [cgidir] z0o1 2002 :
0 0 @ D
userl 7475 | domainl Blan | MONTH :21040;45 o Recurrent $1.00 f12/26/01 - $0.00 414646 | 414635 userl@dornain.corm
e 1/28/02) P FM
Dec 23 Recurrent Dec 258, |]an 28,
- lwin |1 S A t|  41.00|[frontpage] 4000|2001 |2002 A
0 0 @ D
users 7761| domain2 Plan |MONTH et PM EBCUrren f12/26/01 - 414646 |4:46:35 user arnain, corm
T 1/28/02) PM FM
Dec 23 Recurrent Dec 258, |]an 28,
B win |1 ! [rnailbox] z0o1 2002 :
, , @ 0
userl 7475 | domainl Rlan | MONTH 42104?6155 o Recurrent $1.00 {12/26/01 - $1.00 4146155 | 4146135 userl@donnain.com
T 1/28/02) PM PM

Prev][1][2][3][4] [Next
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>

> > > >

Reseller Amounthe money that you charge or accrued your end users as the fee
defined in the Descriptiorcolumn.

Descriptionwhat you charged your users for.
Amountthe money that you were charged or accrued by your parent host.
Start/Endthe dates when end customersabilling periods started and end.

Click the underlined column headers to sort the entries.
* Under the chart you can find navigation links.
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How do | pay?

Your billing details, such as billing info (essential for checks) and credit card info (valid
only for credit card payment), are stored in your billing profile.

A Billing Infocomprises the details such as first and second names, company name,
phone, e-mail and address you provided at the sign up aside from your contact info.
This is where the admin mails bills if you has chosen to pay by check. This info is
also used to contact the person responsible for the financial aspects of your
account.

A Credit Card Infoomprises the number, name and expiration date of user® credit
card.

Having multiple billing profiles gives you an opportunity to use several check
accounts or credit cards in turn, activating the one you currently would like to be
used. Also, you can share one billing profile between your accounts. This means
you can pay with one card / receive bills at one address for all your accounts.
Settings are configured individually for each billing profile.

To create a new billing profile or view the settings of the existing profiles, select
Billing Profilen the Billing menu. You would be taken to a page similar to this:
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1T |Billing profile &
- ) I i vI Create |

[71] [Mew Biling Prafile Credit Card
& Receive the invoice by a- ,@,

mail? by
Y | change Billing Prafile |Test, wxoaooooos] 111, IIIHEEIEISj Activate |
[71 |Delete Billing Profile |Test, wooooooooecd 111, 0172003 =] | Delete |
[29 [Plan Unix @
[z1 |Billing Period 2 MONTH #
Billing Info

First name Test2

Last name Test2

Comparny Test2

Address 1 Testz

Address 2

City Test2

State Testz

Postal Code 5555

Country Linited States

Phone 5555

e-rmail test2@psoft.net

Please send the check to the following location:
"Chack address™
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New Billing ProfildHere you can create a new billing profile. After you create it, it will
become active.

Receive invoices byneail? Toggle the ON/OFbutton to receive/unsubscribe from
invoice e-mails that inform you of:

how much was accrued/charged for a) each paid operation, b) as recurrent and
usage fee when passing to a new billing period;

your current balance status.

Change Billing Profiléist of your inactive billing profiles. Select the profile you want to
set instead of the current one and press Activate
* Information on your active profile is displayed in the lower Billing Infasection.

Delete Billing Profilést of your inactive billing profiles. Select the profile you want to
remove and press Delete.

Plan:the plan your account is registered under.

Billing PeriodYour plan may have various payment intervals. It defines WHEN the
system charges the fees. Each billing period may have different set of discounts. A
new billing period opens:

A when your account is activated after signup
- when your suspended account gets resumed
- when you switch to another plan

- when you change your billing period

A billing period closes: - when you quit hosting
- when your account gets suspended

- when you switch to another plan

- when you change your billing period
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Billing Types

Billing types indicate whether and how users pay for hosting services.

Generally, hosting in Parallels H-Sphere can be commercial and free. Free plans are
typically used to host the corporate site of the hosting provider or to disable billing for
any other reasons. Commercial plans require payments by credit cards or checks.
Commercial plans can allow trial hosting for a limited period of time. Accounts in
Parallels H-Sphere can have the following billing types:

No Billing: To disable billing in a plan, select Without Billingn the Billing Typdield on
the first step of the Plan Wizard, and any references to billing information will disappear
from the signup wizard. Billing profiles wona be created, and users wond be charged for
any resources or services including those provided by third parties, such as domain
registration by Enom or OpenSRS. To collect payments only for Enom or OpenSRS
services, create a paid plan and enter prices only on the second page of the wizard.

Credit Cards: Parallels H-Sphere begins to accept credit cards signups after you have
added and configured at least one Merchant Gateway. Removing all merchant
gateways will remove the credit card option from the signup wizard.

Credit card numbers can be encrypted (normally they are kept in clear text in the
Parallels H-Sphere database) and are checked for cc verification number. But unlike
CC numbers, it& not stored in Parallels H-Sphere DB upon the check-up to comply with
legislation in force.

Checks: users send checks to the location you have specified. After you have received
a payment, you should process it as suggested in Processing Check Payments (on
page 330). You can also enable or disable check payments:

1 Select Merchant Gateway the Settings-> Payment Settingsienu.
2 Turn Accept Checksn or off.

Turning off check payments will affect the whole system, not individual plans. After
you have disabled check payments, existing check payment users will still be able
to use this form of payment, but new customers wond see this option in the signup
forms.

Online Payment Systems: You can also collect payments with WorldPay, PayPal,
2CheckOut, and GestPay. If your customers choose to pay with one of these
systems, their credit card info wond be stored in their billing profiles and billing info
wond show in the control panel.

Trial: Commercial plans can allow trial hosting for a limited period of time. Trial
users are not charged for the resources they use, unless they decide to stay with
you upon trial period expiration and become pay users. In this case they are
charged for the resources they have used during the trial period and recurrent fees
for an open billing period. Their custom settings remain unchanged.

Billing Profiles
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A billing profile is a set of billing details such as customer& credit card information
and/or billing info (first and last name, company, address, phone, e-mail, etc.) It is
required to collect payments from a customer.

One customer can have multiple billing profiles, but only ONE ACTIVE AT A TIME. For
instance, a user can have two credit cards, VISA and MASTERCARD, and a check
account. This user can have three billing profiles, two for credit cards and one for
checks. If the VISA billing profile is set active, the MASTERCARD won@ be charged
and no check payments will be necessary.

One billing profile can be used for multiple accounts. This means a user with several
accounts can pay with one card or receive all bills at one mailing address.

Trial users dond have billing profiles until they choose to become pay users. The
system, however, tracks all trial user® purchases and includes them into the first bill.

When edited, the billing profile is not actually modified. Rather, a new version of billing
profile is created, and the old version is preserved to allow tracking payments.

Billing Periods and Discounts

Billing period determines how far in advance recurrent fees for billing period resources
are prepaid.

In addition to a 1 month billing period coming with each new hosting plan, you can
create multiple billing periods of different length for your customers/resellers to choose
from at signup or switch between later. This allows you to configure pricing individually
for each billing period.

Default and Actual Billing Periods. Base Prices

When you create a new hosting plan, you can set prices and free units for the one
month default billing period. These are the base prices and free units used in the
calculation of actual prices and free units. When you have created a plan, you can go
ahead and create actual billing periods for it. Unlike the default billing period, actual
billing periods can be chosen by users. If you dond set a price or free units for an actual
billing period, it will be calculated according to the corresponding base prices/free units
and discounts.

Monthly and Billing Period Resources

Accounting for such resources as traffic, disk usage, MySQL and PGSQL quotas is
determined not by billing periods as it is for the rest resources, but by a billing month.
Billing month equals the number of days in the billing period divided by billing period
duration in months. That& why these resources are referred to as monthly resources as
opposed to billing period resources.
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Opening a New Billing Period/Month

A new billing period/month opens:

A when a new account is activated upon signup or moderation, which makes it start
differently for each individual account
- when the billing period closes
- on resuming suspended account after the end of the billing period
- on changing account® billing period
- on changing start billing date

On other events, the billing period doesnd close.

Creating and Configuring Actual Billing Periods

Each new hosting plan comes with 1 month billing period, but you can create multiple
actual billing periods.

To create or edit a billing period:

Select Managean the Plansmenu.

On the page that appears, click Settingsfor the hosting plan to edit.
Make sure Billingis ON.

In Payment Intervalsthe Billing Configuratiosection, click the Addicon if
you want to create a new billing period, or Editicon next to the existing
billing period if you want to change its duration or discounts:

A WODN PP C

Payment Intervals  [ynteryal] [Size] [SetupD] [Usage D] [RecurrentD] [Control]

MONTH 1 % % % <)
MONTH 2 5% % % &
MONTH 6 10% % % <)
YEAR 1 15% % % &

]
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5 Interval the time unit used to measure billing period duration.

6 Size the number of such time units in this billing period.
Make sure it is set to a positive value, otherwise it will mess up billing
for accounts on this billing period.

7 Setup D, Usage, Recurrent Ddiscounts for different types of fees.

In Parallels H-Sphere billing periods cannot be deleted, but you can change their
duration. For instance, if you decide you dond need your yearly billing period,
you can change its duration to two months.

Warning: Dond& change the duration of a billing period if it has live accounts, as this will
mess up billing for them. Instead you can create an identical plan with the same set of
resources but different billing periods and move accounts to this plan. Once you know
you have no accounts under this billing period, you can safely change its duration.
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Changing Accoudt Billing Period

If there are more than one actual billing periods, users can switch between them:

When switching to a billing period

longer shorter

than the time elapsed from the beginning of the current billing period, the user is transferred to a
new billing period with the start date

the same as of the one the he switches from. | of the day he switches to a new billing period on.

For example, a 1 month billing period starts For example, a 2 month billing period starts on

on September 1. On September 15 a user September 1. On October 5 a user switches to a
switches to a 2 month billing period. He is 1 month billing period. The current 2 month billing
then transferred to a 2 month billing period period is interrupted, closed and a new billing
with the start date of September 1 and period is open with the start date of October 5
closure date of October 31. and closure date of November 5.

Refunds for the interrupted billing period are calculated as described in refund formulas and
subtracted from

new recurrent fees prorated to the time new recurrent fees for a new billing period.
remaining to a new billing billing period
closure.

If the resulting amount is:

- negative, the account balance is credited the difference;
- positive, the difference is charged as additional recurrent fee.

Important: New billing period start date is set to the current date on any billing period
change for accounts whose start billing period date was moved to the past and the
open billing period closes earlier than the current date. In such cases no refunds are
issued for the interrupted billing period.
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Changing Billing Period Start Date

It is strongly recommended to avoid changing start billing date whenever possible, as it
greatly affects customer billing.

If you set the same billing date for many customers, the system may become
overloaded on this billing day.

Changing the billing period start day doesna change the length of the billing period.

U To change billing period start date:

1 Find account (on page 286).

2 Click the Dateicon in the Billing column for this user.

3 Enter the date you want this user billing period to start on.

4 Click Submit

U When you shift the start billing date to the past:

1 Current billing period and billing month are interrupted and forced to
close.

2 Usage fees (if any) are charged.

3 Refunds (if any) are issued.

4 A new billing period and billing month open.

5 Recurrent fees for an open billing period and billing month are

charged.

Thus, most likely, you will want to credit the extra charged amount
back to user® account.

* The recurrent charges for traffic and summary disk usage are
prorated to the period from the date the interrupted billing period
should have normally closed to the closure date of an open billing
period.

Running into a negative balance upon opening a new billing period may result in
suspending or even deleting the account, because by this date, the account is likely to
have been in debt for more days than allowed in the managing debtors control. If you
dond want the account to be automatically suspended, do either of the following:

(a) prior to moving start billing date back, credit the amount that is going to put the
account into a negative balance

(b) set the Outstanding balance date, User® Billing Info, (available by clicking the User
name in the Search result page) to the current date.

U  When you shift the start billing date forward:

1 Current billing period and disk usage/traffic month are interrupted and
forced to close.
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Recurrent fees prepaid at the beginning of the interrupted billing
period for billing period resources are refunded.

* The refunds are prorated to the days remaining to the end of the
interrupted billing period and adjusted to the refund percentage.

Note: Recurrent fees prepaid at the beginning of the interrupted disk usage/traffic
month for monthly resources are not refunded.

Usage fees for traffic/disk overlimit usage are accrued if any.

* Usage fees are calculated as follows:

Disk/traffic usage minus disk space/traffic free units prorated to the
days elapsed from the resource month start date multiply by usage
price.

Traffic and average summary disk usage are reset.
A new billing period and disk usage/traffic month open .
Absolute recurrent fees for billing period resources are accrued.

If a start billing date is set further than the date the interrupted billing
period should have normally closed on, the user is accrued absolute
recurrent fee for disk usage/traffic. If not, the user is accrued the
recurrent fee prorated to the period from the date the interrupted
billing period should have normally closed on to the closure date of
the open billing period.

Shifting the start billing date forward, you create a gap between the billing periods. The
system does not charge the customer recurrent fees for the time gap. Traffic and disk
space used during this gap are tracked and taken into consideration when usage is
calculated at the end of the billing period. If a user purchases some resources during
the gap period, the system will charge the recurrent fee for these resources. However,
it will calculate the price from the moment of purchase till the end of the new billing
period. Say, you close the current billing period on November 11 and set the new
starting date to December 1 (with a one month billing period. This way, the user doesnd
pay recurrent fees for the remaining days of November. Still, if a user buys a resource
on November 20, he/she will be charged the recurrent fee for the interval of 40 days
(November 20 - January 1).
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Credit Limit

Credit limit is the maximum negative balance that can be reached before the customer
is charged or treated as a debtor.

In Parallels H-Sphere credit limit serves two purposes:

- cumulative: This is applicable only to credit cards. All setup, recurrent and usage
fees are accrued until their cumulative amount reaches or exceeds the credit limit. Only
then is this amount charged. This approach minimizes referrals to credit card
processing centers.

- restrictive: This is pertinent to check payments and invalid/expired credit cards.
When the negative balance exceeds the credit limit, the account owner is considered to
run into debts and is blocked from buying any resources, paid or free. Except for this,
the functionality of the debtor& account isnd affected, unless you configure the system
to suspend debtors. Recurrent and usage fees will be still accrued, and the debt will
grow with every new billing period.

Example: If you set the credit limit to $10, a user with a $0 balance purchasing $5
resource wond be charged, even though his balance will become -$5. This is also true
of invalid credit card or check payments.

Further, if this user decides to buy another $10 worth of resources, he will get charged
$15, and his balance will become zero. But in case of an invalid credit card or a check
payment, this user wond be able to buy these extra $10 of resources, and his balance
will remain -$5. If this is the case, and if his usage fee equals $20, at the end of the
payment interval his debt will increase to ( $5 + $ 20 =) $25.

In this section:

Setting Credit LIMit in @ Plan ..o 214
Increasing Credit Limit for Individual ACCOUNLS ............ccovvvviiiiiiiiiiiiiiiiiiiiiiiieee 214
Resetting Credit Limit FOr All USEIS........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiniiieeinneeeneenees 214
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Setting Credit Limit in a Plan

i
1
2

To set plad& default credit limit:

Launch plan edit wizard

On the first step at the bottom of the form youdl find the Credit Limit
entry.

* If you leave the field empty, credit limit is set to 0. This results in
immediate credit card account charges and doesnd allow check paid
accounts acquire resources with no money on their balance.

Plan& default credit limit is the same for all accounts in this plan. However, you can
increase or reduce credit limit for particular accounts by following the instruction below.

Increasing Credit Limit for Individual Accounts

w N R

To ircrease or reduce credit limit for a particular account by a fixed amount:
Find the account using the Searchutility.
Click the credit limit value in the Creditcolumn.

On the page that appears, enter the amount above plan& credit limit
value. For example, the Credit Limit for the plan is $10. To make it
$12 for a specific account, enter 2.

Click Increase The search results page will now show the difference
from the default, not the absolute credit limit.

Resetting Credit Limit For All Users

Sometimes you need to reset credit limit for all accounts to the plan& default value. To
do it in one go, do the following:

1
2

Select Otherin the E. Managemenu.

Click Reset Credit Limib eliminate credit limit increases in your
customer®& accounts.

Note: Remember that resetting credit limit for all accounts will set all increased credit
limits, if any, to the plan defaults. They will show as zero on the Search result page in
the Credit Limisection, where zero is the difference from the default plan value.
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Fees Caobcted From Customers

In Parallels H-Sphere customers can be charged:

- plan fees
- custom debit fees (separate document)
- custom job fees (separate document)

Plan Fees

Plan fees are the fees for user account services provided with its hosting plan. Plan
fees, except for domain registration fee are charged for resources acquired beyond free
units and are calculated based on prices set for the actual billing period. If a price or
free units in the formulas below arend set for the actual billing period, corresponding
base price or free units are then used instead. Fees calculated on base prices are
discounted.

A

Setup fee: single time fee charged at the moment a unit of specific resource is
acquired over free units.
= Setup price for this specific resource

Recurrent fee for billing period resources: service fee for resource maintenance
during the whole billing period; charged in advance the moment it is acquired and
since then at the beginning of each billing period.

= Monthly price for the resource x units over free (for quotas) x days left to the end
of the billing period / billing period duration in days

* if the base price is used, the fee is multiplied by billing period duration in months

Recurrent fee for monthly resources: fee for each GB of traffic or MB of disk space
reserved over free units; charged inprorated for the whole billing month in advance
at the moment of purchase and since then at the beginning of each billing month.
= Monthly price for a monthly resource x units over Free / billing period duration in
months

* if the base price is used, it& not divided by billing period duration in months

Usage fee: fee for each excessive GB of traffic or MB of disk space consumed over
the user reserved limit; charged at the end of each billing month

= Extra price for a monthly resource x units over the user reserved limit / billing
period duration in months

* if the base price is used, it& not divided by billing period duration in months

Domain registration fee: single time setup fee charged at the moment of
OpenSRS or Enom domain registration / renewal performed through Parallels H-
Sphere CP

= Custom price for the term the domain is registered / renewed for

* jf a custom price isnd set for a certain term, the fee equals then the default price
set for a corresponding term.
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Taxes

Prices in your plans are net of any taxes. Parallels H-Sphere further calculates the
amount to be added to the SUBTOTAL of the user invoice based on the tax value.

w N =

4

To adjust prices for taxes:

Select Taxe in the Settingsmenu.

On the page that appears, click the Addicon.
Fill the form that appears:

Add a new tax

Description IVAT +*
Country Inside j
Any ;]
State IIHSide :I I,ﬂ.ny jl +

Per cent IED + %
Submit |

A Descriptionenter the name of the tax that will show in user invoices.

A Country choose a country this tax applies to and choose where this tax will take
effect - inside or outside the country.

A State choose the state from the drop-down box if the tax applies to USA or
Canada. If other, enter the one of your own. Choose where this tax will take
effect - inside or outside this state.

A Per cententer the tax amount. For instance, to apply a 12% VAT to your prices,
enter 12.

Click Submit

To delete a tax, click the Trashicon next to the tax:

Taxes

b Applicable to Tax
Description country/state rate Controls
VAT Any 20.0 % i
Ukrainian taxes LA 20.0 % i

2l
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Customer& online invoices will show taxes like this:
Statement #1064-20 for your account from Aug 8, 2007 until Now =
Opening Closing
Account ID Plan Balance Changes Balance
L1064 Tanyal €0.00 CR -€16.26  -£l6.26

Your activity for your Tanyal account from Aug 8, 2007 until Now

Date

B8/10/07 2:27 PM

8/10/07 2:27 PM

Description Debits

Setup fee for examplel23 FTP
gccount

Full amount : 10.00

Summary discount : 3.00

test : 2.0000

10% discount : 1.0000

€7.00

Monthly fee far examplel23 FTP
account (8/L0/07 - 9/8/07)

Full amount : 9.35

Summary discount : 2.80

test : 1.8700

10% discount : 0.9350

Ending balance asof: Aug 10, 2007 €13.55

VAT(20%) €271

O - charged, @ - canceled

Credits Taxes Balances

€1.40 -£3.40

€1.31 -€l16.26

€0.00 €2.71 -€16.26

Parallels H-Sphere provides detailed tax figures in majority of receipts. When there are

several taxes, total tax amount is calculated in one line based on subtotal as in the

following example:

BILLING STATEMENT

SETUP Setup Fee Mail Forward

Monthly fee for Mail Forward (11/2/07 -
RECURRENT 11/5/07)
SETUP Setup Fee AntiSpam

RECURRENT Monthly fee for AntiSpam (11/2/07 - 11/5/07)
Subtotal $36.45

$15.00
£0.48

£20.00
£0.97

XYZ(15%), VAT(20%) %$12.76

TOTAL %$49.21
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The subtotal is $36.45, 15% XYZ and 20% VAT make up 35% which constitutes
$12.76. $36.45 subtotal and $12.76 taxes result in $49.21 total.

Tax Kemption

Your users can sign up for tax-free accounts. The mode where taxes are not calculated
for an account is called tax exemptionThis feature is available for users from all
countries, but particularly supported by European Union members due to certain
peculiarities of EEC taxation.

w N -

To exempt users from taxes in Paralléphkre, administrator should:
Enable tax exemption in Admin Control Panel,

Set tax exemption mode during user signup;

Activate user accounts with tax exemption code entered.

In ths section:

Enabling Tax EXEMPLiON .......ccoooiiiiiici e 218
Setting Tax Exemption Mode at SignuP ......cuuueiiiieeriiiieciee e eeeens 219
Activating User Accounts with Tax Exemption Code Entered.................ccceo.... 219

Enabling Tax Exemption

Tax exemption option cannot be configured individually for each plan. You can either
enable or disable it globally for all your plans. To do this:

1 Select Taxesin the Settingsmenu.
2 Check or uncheck the Allow Tax Exemptidmox in the Optional Parameters

table below the list of taxes:

Optional Parameters
Allow tax exemption codes [«

Display it as VAT Number

<09

Always reject, store only

Submit |
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You can also choose whether to display customer& VAT number on a user®
invoice. If the Display it as VAT Nunmhmption is checked, VAT Number will be
displayed as a label, instead of Tax Exemption code; If the Always reject, store only
option is checked, VAT number/exemption code will be stored, but marked as
rejected (though rejection signs in Ul are suppressed), taxes will be collected - but
VAT Number will be recorded.

3 Click Submit

Setting Tax Exemption Mode at Signup

To set exemption from taxes for individual user at signup:
Go the the Signupmenu and click the plan to signup.
2 In the Signup wizard get to the Payment Informaticgignup page.

Tax Exemption Code I
+

3 Enter user® own valid individual Tax Exemption Codle the
corresponding field of the signup page.

4 Proceed with usual signup procedure (on page 264).

After signup, the created account is put into the list of accounts awaiting moderation,
regardless of the type of payment.

Activating User Accounts with Tax Exemption Code
Entered

To activate the account with tax exemption option enabled:
Go to the Moderatessubmenu of the Signupmenu.
Choose the account to be moderated.

In the billing section of the table that appears, find the Tax Exemption
Codeline:

w N -

Tax Exemption Code example_code Not Approved [Approve] [Reject] 8] [
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Call the corresponding tax office to verify the tax exemption code
entered by the customer.

According to the result of the validation, approve or reject the tax
exemption code by clicking the respective link. The customer would be
immediately notified by email.

Note: If the customer has entered his or her tax exemption code incorrectly, you
may edit that code by clicking the Editicon.

Activate the account by clicking the Createlink at the bottom of the
form.

Note: You would not be able to activate the account until the tax exemption code is
approved or rejected.

You may also approve or reject the customer® tax exemption code in the account
profile:

1
2
3

Search for the account in the Searchmenu.
Click on the account® id link in the Account IDcolumn.

In the form that appears in the upper frame of the new page, click
VIEWN the Contact&Billing Emaglection. Scroll down to the Tax Exemption
Codeline:

Tax Exemption Code  example_code Approved: Aug 10, 2007 5:29:52 PM [Reject]

Approve or Reject the tax exemption code by clicking the
corresponding link.
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Money Returns

The money in Parallels H-Sphere is returned either by check or by crediting the account
balance, but cand® be issued to credit cards! This document focuses on the automatic
account balance crediting which in the Parallels H- Sphere terms is called refunding.
Only the latest billing period/month recurrent charges can be refunded. Other charges
can be returned by crediting accounts manually. Refunds are listed in the user online
invoice. The fFull refunddmessage in the account Online Invoice implies that it isnd
adjusted to the refund percentage.

In this section:

Events that Trigger REfUNAS ..........coiiiiiiice e 221
RefUNd FOIMUIAS.........uiii i e e e e e e e eeeees 222
MONEYDACK PEIOM. ... .ttt nnennnees 222
Reducing Quotas and LIMILS .........coiiiiiiiiiiiiiiii e e e aanees 222
RefUNA PEICENTAGE ....vueii e e e e e e aaaees 223

Events that Trigger Refunds

Refunds are issued on:

quitting hosting during and after the moneyback period (on page 222)
changing account® plan (on page 155)

changing account® billing period

changing account® start billing period date

reducing quotas and limits (on page 222)

deleting prepaid billing period resources
* Recurrent fees prepaid for monthly resources are not refunded on monthly
resource removal. See also reducing quotas and limits.

>y > > B> D

Important:

- No refunds are issued for the removal of the resource units acquired for free.

- No refunds are issued for prepaid resource units that become free upon the
removal of the resource units acquired for free.

Example: A customer uses 2 dedicated IPs. As a customer& account offers only
one dedicated IP for free, he pays for the extra one. Removing one of them the user
will be refunded only if it is the IP that he prepaid for. If the removed IP was
acquired for free, no recurrent fees are returned for the prepaid IP that appears to
be free now. The system will treat this resource as free starting from the next billing
period.

In such cases users are advised to remove the resouce to get the refunds and then
add it again as free.
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Refund Formulas

Refunds for monthly resources, unlike billing period resources, are never prorated to
the days remaining till the billing month closure. When refunded, recurrent charges for
all resources are adjusted to refund percentage except for when users quit hosting
during the Moneyback Period.

A

Refunds for billing period resources
= (recurrent fee charged over the current billing period x days remaining to its
closure x refund percentage ) / ( billing period duration in days x 100% )

Refunds for monthly resources
= (recurrent fee charged over the current billing month x refund percentage ) /
100%

If recurrent price for resource was changed, the refund will be calcuated based on
prices used to calcuate the latest recurrent fees prepaid.

Moneyback Period

If users quit hosting during the Moneyback Period, they are refunded all recurrent
charges that are neither adjusted to refund percentage nor prorated to the days
remaining to the billing period closure. If users quit hosting after the MoneybackPeriod,
refunds are calculated as described above.

w N =

To set the moneyback period:
Select Managen the Plansmenu.
Click the name of the plan to start the wizard.

Scroll down to the Settingssection and check Enablein the Money Back
Guarantedield. Enter the duration of the Money Back period in days.

Scroll down to the bottom of the page and check Dond change
resources prices.

Complete the wizard.

Reducing Quotas and Limits

Refunds for decreased:

A

FTP/Mail Box/MS SQL DB Quota

= ( decreased MB of prepaid quota x recurrent price they were bought at x days
remaining to the billing period closure x refund percentage ) / ( billing period
duration in days x 100% )

PG/My SQL DB Quota, Summary Disk Usage or Traffic Limit

= ( decreased MB/GB of prepaid quota/traffic limit x recurrent price they were
bought at x refund percentage ) / 100%
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Refund Percentage

The refund percentage defines how much of the recurrent charge will be returned to the
user.

To set the refund percentage:
Select Managen the Plansmenu.
Click Resourcedor the plan.

On the page that appears, click Pricenext to the resource that you are
setting refund percentage for.

4 In the Refund Percentadgeeld, enter how much of the recurrent charge
will be returned to the user

w N -

Notes:

- if no refund percentage is set for actual billing periods, refunds will be calculated
based on refund percentage set for default billing period;

- leaving the refund percentage field empty sets it to 100%;

- if it is set to 0, no refunds will be issued.
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Managing Debtors

In Parallels H-Sphere terms a user runs into debt when their account negative balance
exceeds credit limit.

Punitive Measures

When users run into debts, they are automatically blocked from buying more resources.
Except for this, the functionality of the debtor®& account isnd affected. If you find this
insufficient, use billing balance report to track down debtors and warn them with mass
mail of expected punitive measures if they fail to pay off the debt. When the period to
pay off the debts expires, you can suspend their account. This will close access to their
control panel and display a Suspended page to their site visitors. If the debt is paid by
check, you credit the paid amount and resume the account. If the debt is paid by credit
card, the account will be resumed automatically. If the debtor fails to pay the debt, you
can delete their account along with user& home directory content.

Punitive Measures Automation

You can configure Parallels H-Sphere to apply punitive measures to debtors
automatically:

1 Select Managing Debtoiis the Settingsmenu.
2 Youdl be taken to the Managing Debtof®rm:

Managing Debtors

Outstanding Balance .
+ s
Notification Notify after I day
Warn of probable suspension after another I + and after another I
Suspension Warning P P
+ days
Account Suspension Suspend and notify another I + days
Deletion Warning Warn of probable deletion after another I + and after another I +
days
Account Deletion Delete and notify after another I + days

Save |

a7 1T
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w

Check the boxes next to the measures youd like to apply to debtors.

4 Enter the number of days to pass since the last measure taken before
the enabled option is applied. The notifications and warnings are sent
to the customer® e-mail when a cron runs accounting for the user.

Notes: leave the daysbox empty, to apply enabled measure immediately without
any prolongation periods.

5 Edit debtors warnings and notifications (on page 48).
6 Click the Savebutton at the bottom of the form.

Start Date of Time In Debt

If you want to change the date since when the system starts treating user as a debtor to
apply punitive measures to:

1 Find this user.

2 Click the username link on the search result page.

3 In the Outstanding balance ddield enter the new date.

4 Click the Setbutton.
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Promotions

You can offer promotions (flexible discount or promotion plans) based on the default
Constant Percent Discount calculator or on custom calculators. Promotions apply to
entire accounts, not individual resources or domains.

Promotion Types

Promotion Codes. At signup, a customer enters a promotion code, the system verifies
it, and if it proves valid for the chosen plan, the user is billed with the discount. These
promotions apply only to new signups; you cand apply them to existing accounts. An
example of this promotion is the Constant Percent Discount that comes with Parallels
H-Sphere by default. One account can use only one promo code.

Unnamed Promotions. You can create promotions that dond require promo codes. For
instance, you can create a calculator that will apply Christmas discounts to all accounts
under the given plan. One account can use multiple unnamed promotions.

Calculating Promotion Discounts

If an account is affected by two or more promotions, each of the promotion discounts is
calculated based on the full amount of charge.

Example: An account is affected by two promotions, each offering 20% off. When the
user buys $1 worth of resources, the first promotion takes 20 cents off the full amount
making it 80 cents. The second promotion will apply to the full amount again, not to the
remaining 80 cents, which means the final discounted charge will be 60 cents.

Promotion discounts are rounded to 3 digits after the decimal point, then added, and
the final amount is rounded to 2 digits after the decimal point.

Creating Promotions

This procedure explains how to create a promotion based on the default Constant
Percent Discount calculator. Promotions based on other (custom) calculators may take
a different set of forms.

To create a promotion, you need to have an administrative account with billing
management permissions.

1 Select Promo Managemeint the Settingsmenu:
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Settings

Look And Feel
Motifications
Payment Settings
Blacklist

Domain Registrar
Comedo S5L
Signup Guard

Tech Support
Reseller Client Support
Managing Cebtors
Managing Trials
Taxes

Affiliate Program
Promo Management
Billing Settings
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2 On the page that appears, click Add new promotion
3 Enter promotion settings and click Next

Add new promotion

Promation validator |Cnntununus =|

Promation calculator |Fi;-:ed percent discount |

Promotion name |Disc:|:|unt For Musicians +
Billing description |5°}3 Discount +
|Giftdu + [ This promo does not

Promotion code _
require code

Promotion covers [+ Setup charge
the following types [ Recurrent charge
of charges I Usage charge

[ et

Promotion validatordetermines if the promo applies to a given account at the given
moment in time

Promotion calculatercalculates the amount of the discount for the given account
Promotion namethis will appear throughout the control panel

Billing description this will appear in invoices/bills and price estimators

Promotion code string of alphanumeric characters, analogous to a password

4 On the next page, enter discount percentage and click Next

Promotion configuration ...

Percent of discount

i [=
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5 Your discount now appears in the list of promotions. Now you need to
associate the promotion with target plans.

Associating Promotions With Plans

To take effect, promotions should be assigned to particular plans. One plan can have
several associated promotions.

To associate a promotion with a plan:
In the list of plans, click Settirgs for the target plan.

2 On the page that appears, scroll down to the Promotions Management
select a promotion, and click Add

3 If the promotion requires a code, make sure to communicate it to the
potential customers. They will be able to enter it on the Payment
Informatiorpage of the signup wizard
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Extra Packages

The Extra Packagefsinction enables you to sell users the sets of predefined resources
for which you can assign prices and bill users in the gross.

Creating Extra Packs

Extra Packs are assigned for group of plans. Prior to creating an Extra Package, make
sure there is at least one plan group.

U To create an Extra Package:
1 Go to Plans-> Extra Packages> Add New Extra Package
2 Configure Extra pack:

Define Extra Pack Resources Set

Basic Parameters

|Package 1

I Unix |
Setup Fee |5 + Recurrent Fee IEI- +

Extra Pack Mame
Plan Group

Extra Package

Prices
Domains
[+ Domain Included |2— +
¥ Third level domain Included |2 +
[T subDomain Included I +
r Stopgap Domain Included I +
™ Parked domain Included I— +
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A Set Nameto the package

A Assign pack to necessary Plan Group

A Set Setupand Recurrenprices

A Select resourcesand set Includedvalues for them
3 Click Submit

The package will appear available for users signed up for the plans of this group.

If user wants to buy more resources than the package includes, the prices of the plan
he signed up for will be in effect.

Managing Extra Packs

Now, that a package is created, you can edit package name, prices and resources for
the whole plan and set specific package prices for each plan under group.

Go to Plans-> Extra Packages> Available Extra Packages

Extra Packages
Extra Pack Mame Setup Fee Recurrent Fee Plan Group Controls
Package 1 5.0 3.0 £ F 0

Package 2 25.0 5.0 Unix < &0
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A Click Editnext to the chosen package to change Extra Pack name, prices and
add/remove resources that will affect the whole plan group

A Click Set Prices For Each Plaiyou want to set different Extra Pack prices for
different plans under the plan group

Define $Package 1 Extra Pack Prices

Extra Pack Resource Set

Resources Included Max
Domain 2.0 2.0
Domain alias (old scheme) 2.0 2.0
Mailbox 10.0 10.0
IP Address 5.0 5.0
Third level domain 2.0 2.0

Define $Package 1 Extra Pack Prices

Plan Setup Fee Recurrent Fee
Unix | Ij + |1 +
plan N1 |6 + |2 +

A Click Trashto delete package.

Important: extra package used by at least one account cannot be deleted.
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Dedicated Servers

Dedicated servers feature automates your leasing entire servers, both your own and
your provider® ones, to your end users granting them full control over the server.

Parallels H-Sphere performs complex billing procedures for dedicated hosting.
However, it is not designed for physical administration of dedicated servers. Before
adding a server to the system, prepare it according to your clientsépreference: provide
hardware, install operating system and software to ensure their web presence. If you
apply any changes to dedicated servers via the interface, you have to effect them
manually on the physical level. This means that if, for instance, extra IPs are added via
the interface, the same physical actions have to be done. Or if a dedicated server was
withheld from an account, you also need to block access to the server for the client who
had been owing it and manually clean up the server to prepare it for future use.

In this chapter:

Adding NetWOrk SWILCNES.......ccoiiiiicce e 234
Creating/Managing Dedicated Server Templates .......cccoeeevviiiiiiiiiiiieeeecceeiiiinnn. 236
Dedicated SErver PlanS..........couuuiiiiii e e e e e e eeeaaanaee 238
Managing DediCated SEIVEIS ..........uuuuuuuuiiiiiiiiiiiiiieiiiiiieiiiiaieenereeeeeerereeeeeeneeneaee 241
Custom-built Dedicated SEIVEIS ...........uuuuuuuiiiiiiiiiiiiiiiiiiiiinieeeeaerereeeeaee 244
Dedicated SErver STAtUS..........cuuuuuiiiii e e e et e e e e e e e eeeaeaa e e e eeeeeneees 245
Assigning Additional IP RANQGES...........ccooiiiiiiiiiiiiii 248

Dedicated ServersSOMaINIENANCE .. ....c.. e 254
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Adding Network Switches

Network switches are used in Parallels H-Sphere to monitor the traffic load on
dedicated servers and provide data to calculate bandwidth charges. They send traffic
data to MRTG (The Multi Router Traffic Grapher) logical servers that display bandwidth
graphs. The Round Robin Database Tool is used to store data on each network switch
port in a separate RRD.

If you intend to lease your own dedicated servers to your clients, besides the ones that
belong to your provider, and you want to monitor traffic on them, add your own network
switches to the system.

Make sure switch is connected to network, prior to adding it via the interface. Parallels
H-Sphere will operate with network interfaces (not physical network switches polled by
MRTG servers) to collect statistics from all used ports: which ports are used by which
particular dedicated servers.

U To add a network switch:

1 Go to Dedicated Servers Network switches

2 On the Managing Network Switcheage click Add new switch

3 Fill in the following data:
Adding New Network Switch
Device (IP or host name) |192.1E-8.112.200 +
Community Name |Cluster 1 +
Switch Description Itest +
Web URL Ihttp:,-',-'lBE.lEuB.llE.EUU.-' +
Mrtg logical server Imrtg.EEDtest.pscrﬁ =]

Submit |
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A Device (IP or host namegtwork switch IP or host name.

A Community Namenter the community name which was physically assigned to it.
If other than dpublicd it& displayed as ****. You can see this info only when
editing the switch data.

A Switch Descriptioriield for additional info.

A Web URLimplemented to let you access the switch from the interface by clicking
the URLicon on the Managing Nework Switchesge.

A Mrtg logical servechoose from available logical servers.

Click Submit The newly-added switch should appear on the Managing
Nework Switchegage:

Managing Network Switches

Id Device (IP or Community Switch Ports In Use | URL | Controls
host name) Name Description
2 192.168.114.31 public test 3 +
. Real Psoft
F -
4 192.168.112.10 public switch 1 53 i
13 | 192.168.112.200  ##** test 0 :,r@ &

Add new switch
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On this page, you can edit your switches data (click Editin the Controlscolumn).
Only unused switches can be deleted. Click numbers in the Ports In Useolumn to
see dedicated servers connected to switches.

When you add dedicated server to the system, choose the network switch and its port
assigned to the server. If youdve done everything correctly, users of dedicated servers
should be able to view traffic graphs from their control panels.

Creating/Managing Dedicated Server
Templates

If you intend to lease your own dedicated servers to your clients, besides the ones that
belong to your provider, you have to create your own dedicated server templates. They
simplify managing and billing servers of the same type. When creating a dedicated
server plan, you can choose server template(s) for it. This way you can create, for
instance, Windows, Linux, FreeBSD etc. dedicated server plans. Custom-bult servers,
on the other hand, are added to H-Sphere in one step and assigned to users directly
(not distributed via plans). That is why you need to determine setup and monthly fee
when creating a non-templated server.

To add a template:
Go to Dedicated Servers Manage Templates

Click Add server template
Fill in the form you will be taken to and click Submit

w N -

You can allow this template in plans right away or later using the Manage Templates
menu. When you add a dedicated server template, it appears in the dedicated server
templates list (the Manage Templatesenu). Here you can choose for plans both your
own server templates and the ones of your provider:

Dedicated Server Templates

Check the templates you wish to allow in plans.

Your own templates

[T My template 2 o] ¥
[+ My template 1

Templates created by the upstream provider

[+ Template 1

[T Template 2

Add server template

Submit Query I
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A To edit a template, click the Editicon in the template entry (the Manage Templates
menu).

You cand edit a template if at least one server added from that template was taken
by a user. DS templates of your provider cand be edited as well.

A Toremove a template, click the Trash can icon in the template entry

You can@ remove a template if at least one server was added from that template.
DS templates of your provider cand be removed as well.

A To be able to use a template in plans, check the box in the template entry. Such
templates will show in Dedicated Server Plan Edit Wizard

In this section:

CUStOM-DUIlt DEAICALEU SEIVEIS. .. .ceuiieiiie ettt e e e enaaens 237

Custormbuilt Dedicated Servers

If enabled in Globals, clients can request custom-built dedicated servers by simply
clicking a link. When they do so, a trouble ticket is generated:

Ticket Thread
[Sep 26, 2005 7:36:29 AM]

Q: User "tkissres" requested to add a custom-built server to account
#3140.

Description:

Operating system: FreeBSD 5.3
RAM: 256

Disk space: 100 GE
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When you receive such requests, add non-templated servers (on page 242) and assign
them to users by changing server® status to In use

In your TT system, you receive requests for custom-built servers both from clients with
your servers and from clients with your provider®& ones. Forward the latter to your
provider specifying the server details and id of the client who sent the request.

Dedicated Server Plans

In this section we describe features specific to dedicated server plans. If any additional
info on plans in Parallels H-Sphere is needed, please refer to Plans section of the
Administrative Guide. Note that in our case there is only 1 month billing period in plan.

After a plan has been created, donda forget to enable signup access for it using the
On/Off icon on the Plans page.

In this section:

LS = T 238
User® Choosing a Server at SigNUP .......oovuiiiiiie e e et e e e e e eneees 241
User Plans

U To create a dedicated server plan:

Launch plan edit wizard using Plans-> Createmenu and choose
Dedicated Server Plan Wizard

2 On the first step of the wizard, include the necessary resources:

Backup resource [« Include

Backup resourcprovides users with a possibility to request regular backups for
their dedicated servers.

DNS PTR Record [¥ Include
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DNS PTHecords resourcallows users to create reverse DNS records for IPs
used on thier servers.

Choose Bandwidth Billing Type.

Bandwidth Billing Type [ EBSth percentile (in + out), mbps j
95th percentile (in + out), mbps

Average (in + out), mhps
95th percentile (in + out), GB
3‘ ¥
Custom DNS Record Average (in + out), GB
95th percentile (out), mbps
MySc g Average (out), mbps
Lﬂgiﬂal Sarver GrDUp [M?SQL 95th [C:IEFCEI"IT”E (out), GB
Average (out), GB
Servers)

Note: Think twice choosing the type as you wond be able to change it later, when
there are customers under this plan.

3 Choose dedicated servers templates to be available in the plan - your
own and your provideré, and define their prices:

Your Dedicated Server Templates

Default (1 Month}

I windows Platinum Setup 450 + % Monthly 450 + 3
Main Host Provider Dedicated Server Templates

Default {1 Month) Main Host Provider Prices

Windows
Premium Setup @00 + $M0ntthFrDD + 4 Setup $300.00 Monthly $300.00

Next |

4 On the step 2 of the wizard, define fees for dedicated server related
resources, and set free units:

Dedicated Server IP
Range resource Free I + Manthl'ﬁrl + %

Backup resource Free I + Manthlyl + % Extral + %
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Dedicated Server IP Ranget number of IPs to acquire for free, and monthly fee per
one IP.

Backup:set fees for clientséregular backups. Set monthly fee per a planned backup
task and extra fee per a custom one.

Set quotas:

Quotas

Summary traffic Fres I I GB Munthlvl + $/GBE E:-:tlal + $/GB
DS Bandwidth Fres I I mbps Mu:unthlﬁ.'l + %/mbps Extml + %/mbps

Summary traffidraffic to/from client server(s) via the provider®@ mail system.
DS Bandwidthall incoming/outgoing traffic for client server(s) excluding the above
summary traffic.

5 Step 3 of the wizard is the same as for regular plans.
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Use® Choosing a Server at Signup

When user signs up to a dedicated server plan, he can pick up one dedicated
server from templates which you enabled in the plan:

Pick a dedicated server template from listed bellow

et Windows Platinum
& Windows Premium

Compare [ view details

Register without dedicated servers. Pick this option if

- you don't want to purchase a dedicated server right
now, or if you want to order a custom-built dedicated
server after the signup.

By clicking compare / view detailgser can compare parameters of available servers
as well as their prices:
Comparison of avallable servers

Dedicated o cPu RamM Disk Setup o irrent
Server Space Fee

Windows ) Athlon
Platinum Windows 1000 128 100 GB %45.00 %45.00

Windows . Athlon
Bremium Windows 1000 128 10 GE 440.00 $40.00

Close this window

When user who chose a dedicated server at signup first enters his account, he finds
that server in his cp and can use it. After the signup, you can notice this server
status automatically changed from Availableo In use

Also user can choose to sign up without a dedicated server. In his cp, he can
always add a templated server or send a request for a custom-built server. In this
case you can create a hon-templated server and assign it to the user& account by
changing the server status to In use

Managing Dedicated Servers

This section provides information on how you can manage dedicated servers.

In this section:

Adding DediCated SEIVEIS.........couiiiiiiiiiiiii e 242
Editing Dedicated SEIVEIS .......oouuuii e e e e e eeeeees 243
Deleting DediCated SEIVEIS .....oo e e e eeeeeeeeees 244






